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Preface

The information presented in this guide is intended for users who are familiar with basic Actifio processes and
procedures as described in Getting Started with Actifio Copy Data Management and who are qualified to
administer IBM Db2 databases.

Full documentation is in the AGM online help, and on ActifioNOW. The following guides will be of particular interest:
. Connecting Hosts to Actifio Appliances
. Network Administrator’s Guide to Actifio VDP

The ActifioNOW Customer Portal

During the configuration and initialization of your Actifio Appliance your Actifio representative provided you with a user
name and password for the ActifioNOW customer portal.

From the customer portal you can obtain detailed reports about your Actifio Appliance as well as search the portal’s
knowledge base for answers to specific questions.

To log into the ActifioNOW customer portal:
1. Go to: https://now.actifio.com
2. When prompted, enter the user name and password provided by your Actifio representative.
Actifio Support Centers
To contact an Actifio support representative, you can:
. Send email to: support@actifio.com
. Call:
From anywhere: +1.315.261.7501
US Toll-Free: +1.855.392.6810
Australia: 0011 800-16165656
Germany: 00 800-16165656
New Zealand: 00 800-16165656
UK: 0 800-0155019
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1 Introducing the Actifio Virtual Data
Pipeline for IBM Db2 Databases

This chapter introduces Actifio concepts and the procedures used to capture and access databases. It includes:
Actifio Data Virtualization on page 1
Capturing Data on page 3
Replicating Data on page 3

Accessing Data on page 4

Actifio Data Virtualization

An Actifio Appliance is a highly scalable copy data management platform that virtualizes application data to improve
the resiliency, agility, and cloud mobility of your business. It works by virtualizing data in much the same way other
technologies have virtualized servers and networks. This enables you to capture data from production systems,
manage it in the most efficient way possible, and use virtual copies of the data however they are needed.

Db2 is a is a family of relational database management systems within IBM's Information Management division that is
centered on several relational database management system offerings. This section explains how to protect Db2
application consistent database data with Actifio VDP in Linux and AIX environments.

Db2 backup API used by Actifio:
o Linux CBT and LVM snapshot: Db2 database deactivate and activate APl with Linux CBT and LVM snapshot

. IBM Spectrum Scale (GPFS) snapshot on AIX: Db2 database deactivate and activate APl with GPFS
snapshot on AlX.

U File-based backups: Db2 database APl “Db2 backup db online” file-based backups provide full and
incremental backups of the database in backup format. On recovery the restore db API recovers the
database by physically overwriting the data area.

o Db2 log backup: Logs are flushed using “Db2 archive log for database” During a log backup, the payload of
the log segments is copied from the log area to the location specified by the parameter logarchmeth.
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Capturing Data

Capturing data consists of four simple steps:

1. Add servers that host databases.

2. Discover the databases from AGM.

3. Define VDP Policy Templates and Resource Profiles according to your RPOs and RTOs.
4. Assign VDP Policy Templates and Resource Profiles to discovered databases.

The Actifio Connector

The Actifio Connector is used to capture selected databases. The Actifio Connector is a small-footprint, lightweight
service that can be installed on either virtual or physical servers.

Specifically, the Actifio Connector:

. Creates a generic application to which data and log volumes will be added.
o Uses Linux changed block tracking to capture data at block level in incremental forever fashion.
o Identifies changes to database data for Actifio’s incremental forever capture strategy.

Replicating Data

Data can be replicated to a second Actifio Appliance or to the cloud for recovery, disaster recovery, or test/
development purposes.

Data replication has traditionally been an inhibitor to efficient data management in a geographically distributed
environment. VDP replication addresses these issues with a global deduplication and compression approach that:

o Drives down overall network usage.

o Eliminates the need for a dedicated WAN accelerator/optimizer.

. Does not require storage array vendor licenses as data is sent from one Actifio Appliance to another.

. Is heterogeneous from any supported array to any supported array: Tier 1 to Tier 2 and/or Vendor A to
Vendor B.

. Preserves write-order, even across multiple LUNs.

o Is fully integrated with VMware Site Recovery Manager (SRM) and Actifio Resiliency Director.

o Encrypts data using the AES-256 encryption standard. Authentication between Actifio Appliances is
performed using 1024-bit certificates.

Replication is controlled by Actifio Policy Template policies:
o Production to Mirror policies have several options to replicate data to a second Actifio Appliance.

. Dedup Backup to Dedup DR policies use a fixed, Actifio-proprietary replication engine to replicate data to a
second Actifio Appliance. In addition, Dedup Backup to Dedup DR policies allow you to replicate data to
two locations.

. Production to Vault policies use a fixed, Actifio-proprietary replication engine to replicate data to the cloud.
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Accessing Data

The Actifio Appliance can instantly present a copy of the database rolled forward to a specific point of time. The roll
forward operation is performed from the Actifio Global Manager (AGM). Procedures for accessing databases images
are described in Chapter 5, Restoring, Accessing, or Recovering a Db2 Database.

Access options include:
Mounts
LiveClones
Restores

Workflows

Mounts

The Actifio VDP mount function provides instant access to data without moving data. Captured copies of databases
can be rolled forward via the Actifio user interface and mounted on any database server.

LiveClones

The LiveClone is an independent copy of a snapshot image of data. LiveClones can be mounted and masked before
being made available to users. A LiveClone can be refreshed incrementally from any snapshot when the source data
changes (if the LiveClone data as been masked, the masking remains), allowing development and test teams to
always work on the best set of data without having to manually manage the data and not access or interfere with the
production data.

Restores

The restore function reverts the production data to a specified point in time. Restore operations actually move data.
Typically restore operations are performed to restore a database to a valid state after a massive data corruption or
storage array failure. The amount of time required to complete a restore operation depends on the amount of data
involved.

Workflows

While SLAs govern the automated capture of a production database, Workflows automate access to the captured
database.

Workflows are built with captured data. Workflows can present data as either a direct mount or as a LiveClone:

U Direct mounts (standard or application aware) work well for data that does not need to be masked prior to
being presented. A mounted copy of data can be refreshed manually or on automatically on a schedule.
Direct mounts allow you to instantly access captured data without actually moving the data.

. A LiveClone is a copy of your production data that can be updated manually or on a scheduled basis. You
can mask sensitive data in a LiveClone prior to making it available to users.

Combining VDP’s automated data capture and access control with Workflows and their optional data masking
capabilities allows you to create self-provisioning environments. Now, instead of having to wait for DBAs to update
test and development environments, users can provision their own environments almost instantly.

For example, an Actifio administrator can create an SLA Template Policy that captures data according to a specified
schedule. Optionally, the administrator can mark the captured production data as sensitive and only accessible by
users with the proper access rights.

After access rights have been defined and data has been captured, the administrator can create a Workflow that:

. Makes the captured data available as a LiveClone or as a direct mount
U Updates the LiveClone or mountable data on a scheduled or on-demand basis
° (Optional) Automatically applies scripts to the LiveClone’s data after each update. This is useful for masking

sensitive data.
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Once the Workflow completes, users with proper access can provision their environments with the LiveClone or
mountable data via the AGM.
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2 Adding a Db2 Database Host and
Discovering the Database

Before You Begin

The database must be in Archive log mode. To learn if the database is in Circular mode or Archive log mode, run the
command #"db2 get db cfg for <database name>| grep LOGARCHMETH1"

If the database is in circular mode, then change the logging to archive mode before continuing. To set the
LOGARCHMETH?1 parameter: db2 update db cfg for <dbname> LOGARCHMETH1 using 'DISK:<location>'

Overview

Before you can protect a Db2 database, you must add the host and discover the database. This requires:
1. Adding the Host from the Domain Manager on page 7
2. Discovering the Db2 Database from the Application Manager on page 9
3. Finding the Discovered Db2 Database in the Application Manager on page 9

Adding the Host from the Domain Manager

Add the host to Domain Manager. If the host is already added then edit the host and make sure to set the Disk
Preference correctly.

1. From the AGM Domain Manager, Hosts tab, click +Add Host.

Filter by Appliances v Organizations v americafiew Yok L admin @ & @

Organizations LDAP m Storage Pools Storage Arrays Web Certificate

oy ] g om sy &
Dashboard

[0 MNAME *  FRIE.. APPLI... P TYPE OS5 RE... VIRTUAL...

0 atmipar atmlpar Sky-7.0.x 172.27.3...  Generic 2 No
SLA Architect O dbZ-aovm1  db2-auto... Sky-7.0.x 172.16.2...  Generic RedHat... No
Application Manager O dbZ-movmz  db2-auto.. Sky-7.0.x 17216.2...  Generic RedHat.. No

2. On the Add Host page:
o Name: Provide the database server name.
o IP Address: Provide the database server IP and click the + sign on the right corner.
o Appliances: Select the check box for the appliance.
o HostType: Make sure this is Generic.

3. Click Add at bottom right to add the host.
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6.

The Host is added.
Right-click the host and select Edit.
On the Edit Host page: Select the disk preference:
o  For block-based backup with CBT or GPFS: select Block
o  For file-based backup with Full+Incremental file system backup: select Block or NFS

Filterby  Apgianoes ¥ Organizations ¥ Amtich{Nie, York
Aaplanced Lsers Roles Ceganizations ipar ‘Rorage Popls “Rorage Arnays Wed Cartificate

Edit Host
I 17216200184
FRIENDUT DA111I2 e * o212
W AT 64T 3R S Redd-Ge TIPEL TG0 5_6T7
Friondly Kame DB
05 And Hat Entenprise Linax Serves 7.5 (Maipal
1P Ay
OF 1100862007086 _64 %
1TL18200144 B
DS TYPE Linux WIIEEIEY g
STAGMNG BLOCK.
DS

FORMAT

B | APRLIANCE "
O  Do2-Remote TR 200260

ATL16301.114

Authantication

Select Save at the bottom of Edit Host page.
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Discovering the Db2 Database from the Application Manager
To discover the Db2 database application:

1. From the AGM Application Manager, Applications tab, select Add Application in the upper right corner.

Orpmiastion v s s Losivin & @
o
m - &
TEMPLATE PROFILL FRIEMOLY PATH HOET NAME APPLIANCE e
€b2-autawml aa-putowm Shey 70w D Instance
[ Unmanaged ] DA2 - Logsmart Incal profie B2 autenm 2 autovm1 Sy 708 D2 instance
2. On the Add Application page, select Discover connector supported applications and Using existing

host, then select the Db2 database host. If you have many hosts, you can use the search feature or use the
filter to see only hosts that are managed by a specific Actifio Appliance.

Filterby  Applisnces ¥ Organizations ¥

dd Applications

Application Type
= Discover connector supported Applications » Usi
Ot of bard Generic Application

Apolisnce
| Hos: . D2 oca 4 Clear Fiters
w» Friendly Path Applisnce
3. Select the host and click Add Applications in the bottom right corner. This will run the discovery on the

database host and will discover all Db2 databases running on it.

APPLCATON MANACLE TR TR T Crganizations ¥ AmericaNes_ Yok L admin & @
Applications Workflaws

Add Applications

Howt w Friandly Path Appliancs
e _db2 1 172.16.201.160 s dol 1 DB3-Local
thei7abz-1 171620087 meel7cib2-1 DBI-iocal
Brad_RH7.5_D8213.1 172.16.200.239 Brad_RHT.5_DB211.1 DB2-Lecal
ELEEEE 172.16.200.144 DB OB -Local
pezu 172.16.200.167 a2 DA -Locat
DezIos 2 17L16.200.206 DB210S_2 DB-Le<al
oazIos_: 171620030 DRI D -esat
WA T Lot e m Tewk 7 20 per page

Finding the Discovered Db2 Database in the Application Manager

To find the newly-discovered database, go to the AGM Application Manager Applications tab. All applications known to
the AGM of all types are listed. Use the Type application filter on left pane to show only Db2 database instances. The
new Db2 instance will appear in the list as unmanaged (the red shield icon).

APPUCANION MANALER Filterby  Appliances ¥ Organizations W AmericaiNew,

0 diear all filters + ADD APPLICATION '
APPLICATION NAME
HOST MAME de ey @ Type: DB2 instance
TEMPLATE NAME -

PROFILE NAME Q
PRIEMOLY PATH s ] APPLICATION TEMPLATE PROFILE FRIENDLY PATH HOST NAME APPLLANCE TYPE
SLA STATUS

L) DE2_CBT_ALL New Remate_Profde sude_db2_1 duie_db2_1 DB2-Leal D82 Instinee
O Managed
Ol Unmanaged DE2_DUMP_ALL Remate_Profite rhelTob -1 helTdb2-1 Daz-iocl D82 instance
TP o s.cbe 11 source (172146, 5 cbe 11 source (17216  DBZ-Aemote D82 Instance
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3 Configuring the Backup Method

After the database is prepared and discovered as explained in Chapter 2, Adding a Db2 Database Host and Discovering
the Database, you can configure a VDP backup method for the database.

Whichever method you select involves these steps:
Configuring SLA Settings on page 11
Ensuring that the Backup Capture Method is Set Correctly on page 13
Ensuring that the Disk Preference on the Host is Set Correctly on page 14
Setting the Schedule for Dumps on page 17

Configuring SLA Settings
To configure the database SLA settings:

1. In the AGM Application Manager, right-click the database and select Manage SLA.

APPLICATION MANAGER Filterby  Appllances ¥ Organizatians ¥ PR ———
Applications oups gleat Groups o Voekflows
© clear all Flters Applications + ADD APPLICATION
APPLICATION NAME
HOST NAME . e O S Managed O Type Db2 Database © Type Db2instance
zis autovim2 Q [ sSHOW SELECTED (1) |
PROFILE NAME
FRIENDLY PATH a APPLICATION TEMPLATE PROFILE FRIENDLY PATH HOST NAME APPLIANCE ™
SLA STATUS
=] bz autovz db2-autovm? Sy 7.0 ol
B Mans
O Unma (SRR Manage SLA db2-autovmz dbZ-autovmz Sky-T.0x ot
TYPE o 9 Access db2-autovm? dbZ-autovmz Sky- 7.0 ot
o e Edit Organization Membership db2-autovm2 dh2-autevm2 Sky-7.0.¢ Dt
(mfe &
=l IR (mport OnVault images tocal prolile db2-autovma db2:autovma Sky- 7.0 Dt

2. At the top of the Manage SLA page, select the Details & Settings link:

APPLICATION MANAGER Fiterby  Appllances ¥ Qeganizations ¥ americatven Yok R, admin
Gy lonsion o o
Pod MANALE 5LA - ‘ Enst2 | Sybace auto? remote | Sybase_autol remcfe [Detalls & Settings

Database Inclusion Rule () Policies

RULE AH Distabinses. g Snapshot 0
TOTAL DATASASES. 7 Difect to Dedup 0
i 7
DATABASES NCLUDED PRODUCTION Direct to OnVault 0

DASABASES EXCLUDED 0
BNELIGIBLE DATABASES 0 OnvVault Replication &
Dedup 0

This opens the specific details and settings for this database. Of particular importance is Backup Capture
Method.
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Application Details & Settings 0%
APPUCHTION MESME: msle

ARRIATON TR reas et

HONTIP ADORESE | 171.1620%.135

PATH | Spbase_suret

OPERATNG SYSTIM  Licur
APPUNRCE | D92 Remsin
MPPLIANCE P ADORESY. 7710100265
Settings

NUMBIR OF STRPTS

3. Fill in the details and setting according to the backup method that you need, according to this table:

Block-Based LVM Snapshot Block-Based GPFS  File-Based Backup and

with CBT on Linux Snapshot on AIX Recovery, Block or NFS
Percentage of Reserve This is needed for LVM snapshot temporary space. Not applicable
Space in Volume Group Recommended value is 20%
Backup Capture Method Use Volume Level Backup Use full+incremental

filesystem backup

Force Full Filesystem Not applicable Use for an ad hoc full

Backup backup

Database Filesystem Not applicable Use the default calculation:

Staging Disk Size in GB (database size * 1.5)+ 10%.
The disks will grow
dynamically.

Log Backup Staging Disk | By default Actifio calculates this as daily log generation * retention of log backup SLA
Size in GB plus 20% buffer. Default is recommended.

Providing a value will override the default calculation and the log disk will not grow
dynamically. This will become a fixed size

Retention of Production This value is used to purge the log backup from basepath_logbackup destination.

DB Logs in Days Based on this setting the last data backup id will be selected (CURRENT_TIMESTAMP,
- the # days set) and the log will be purged older than the data backup id. Default value
is 0 days. With default value all logs prior to last data backup will be purged.

Script Timeout The timeout value is applied to internal backup and recovery scripts called by
connector. The default value is recommended.

File-based backup also requires the dump schedule to be configured. See Setting the Schedule for Dumps on page 17.
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Ensuring that the Backup Capture Method is Set Correctly

Backup capture settings depend upon the backup capture method that you need. It is important to be certain that you
have set the right backup method for your needs:

1. In the AGM Application Manager, right-click the database and select Manage SLA.

APPLICATION MANAGER Fillter by Appllances ™ Organizathons ¥ dmericaMw _York
gh P o Woekflows

@ clear all Filkers App[icat]ons + ADD APPLICATION B+ ADD
APPLICATION NAME
HOST NAME ‘ te O S Managed O Type Db2 Database © Type Db2instance

2 aytovin o [ sSHOW SELECTED (1) |

PROFILE NAME
FRIEMOLY PATH APPLICATION TEMPLATE PROFILE FRIEMDLY PATH HOST NAME APPLIANCE ™

db2-autovmz

db2-aukovm2 Sky-7.0.x

dh2-aubovm dh2-autoym? Shy-T.0. ot

db2-autovma db2-autovmz Sky-7.0.x (¥

APPLICATION MANAGER Filter by Appllances ¥ Ceganizations ¥

e R e
& @ inst2 | Sybase auto? remote | Sybase auto2_remofe

americatiew Yook X admin

Database Inclusion Rule () Policies
RULE A¥ Dtabasrs Snapshot 0
TOTAL DATASIASES T n Direct to Dedap 0
This opens the specific details and settings for this database. Check the Backup Capture Method:
o Db2Traditional Backup and Recovery API “file-based” backups: Use full+incremental backup
o LVM Snapshot with Change Block Tracking: Use volume level backup
o GPFS on AIX: Use volume level backup

Application Details & Settings 0 settinga
APDUCILION NSITIE: Hisle

AFPUCATON TR | reastiratece

[ Spe—

HOSTIP ADORESS | 1TLU620%.005

MIH  Sybase_surc

OIRATING STSTEN | Lius

APPUARGE D93 e

ML IR ADORES 11000

Settings
CONNRETON DSTIONS

PERCENTAGE OF BFSERVE SPCE I
VOLUME GROUP

(l‘n.'kl P EAPTURE METHAD @ Uhs i A )

FOEBCE FlAL P

20

NUMBIR OF STRSES

=

3. Click Save at the bottom of the page if you had to change anything.
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Ensuring that the Disk Preference on the Host is Set Correctly
Choose between:

U Disk Preference: File-Based Traditional Backup and Recovery in NFS/Block on page 14

U Disk Preference: LVM Snapshot with Change Block Tracking on Linux on page 15

U Disk Preference: GPFS on AlIX on page 16

Disk Preference: File-Based Traditional Backup and Recovery in NFS/Block
To set disk preference for storage snapshots:

1. From AGM Domain Manager, Hosts tab, right-click the host and select Edit.

DOMAIN MANAGER Filterby  Appllances® Organizatians ¥ e ——

Organizationg Lo Hasts o=

FILTER BY Hosts

dhz [ [ sHOW SELECTED (1) 2o

FRIENDLY PATH APPLIANCE 05 RELEASE VIRT

dbZ-autoving it 5 121616131 Red Hat Enterpilse Lin..

atimipar 172273687

Generic 2

| Edit Organizations

dbi2-autowm3 17216216133 Generic 3.10.0-862.¢17 x86_64 Ho
Delete
db2-autowm2 17216216132 Generic Red Hat Enterprise Lin..  No
¢ O Generic
2. Set Disk Preference to NFS or to Block.
DOMAIN MANAGER Fiterby  Appil Organizations ¥ Aicaew, ek
Appliances Users Roles Organizaticns. LA Storage Pooks Storage Arrays. Web Certificate
1P 17216 201 207
FRIENDLY PATH  remote-rhel 2
i g Name * remote-rhel-2
UNIGUE NAME  remaote-rhet-2_ §17350_null
OSRELEASE. 3.10/0-957.27 2 617 386_64 Friendly Name RS
OSVERSION, W1 SMP Tue Jul 3 16:53:14 UTC 2015
OSTYFE Liux Paddreg:] o
STAGING DISK. 8100k
FORMAT 172.16.201.207 m

Description

Appllances”
E  APPLIANCE P

O DBZ Brad 17216.200.113
DB2-Remote 216200243
] DBZ:Local 17216201174
Host Type Ganedic
Staging Disk Format Block
Biock |
goable Ao Dloen,

3. Then click Save at the bottom of the page.

Note: File-based backup also requires the DB dump schedule be configured. See Setting the Schedule for Dumps
on page 17.

14
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Disk Preference: LVM Snapshot with Change Block Tracking on Linux

To set disk preference for storage snapshots:

1. From AGM Domain Manager, Hosts tab, right-click the host and select Edit.

DOMAIN MAMAGER Filterby Appllances ¥ Organizations ¥

America/Mew_Yeck

Ceganizations  LDap | REESH e Stoeage A fi
FILTER BY Hosts
HOST NAME
dhz [ [ sHOW SELECTED (1) 2 on

FRIENDLY PATH APPLIANCE

05 RELEASE

B dhZ-autovnl i Taeea3 Red Hat Enterpiise Lin..
O atmipar 172273687 Generic 2 Ho
= Edit Organizations
0O db2autovm3 17216216133 Generic 3.10.0-862.¢17 x86_64 Ho
Delete
0 db2-autowm2 ATZ16.216132 Generic Red Hat Enterprise Lin..  No
2. Set Disk Preference to Block.
DOMAIN MANAGER Fiterby  Appliancegy. Oiganizations ¥ auraricaia otk
Appliances Users Raoles Organizations LA Steeage Pools. Scorage Ammays Web Certificate
remote-rhel-2 Edit Host
P 17216201 207
FRIENDLY PATH | remote-rhet 2 i
Name remote-rhol-2
UNIGUENAME: remate-rhel-2_817350_nil
OSRELEASE. 310 0-957.27 217 86 64 P Wk ot thiha
OSVERSION| W1 SMP Toe Jul3 16:53:14 UTC 2019
OSTYPE. Linux 1P address * o
STAGING DISK | BLOCK
FORMAT 172.16.201.207 o

Descriptian

Applignces
\ o vy— a
APPLIANCE P

=]
O DB2 Brad 11216.200.113
DE-Remote 17216200043
O DBlocal 1T216.200.174
Host Type Genenc .
Staging Disk Farmat Block x
_murs

3. Then click Save at the bottom of the page.
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Disk Preference: GPFS on AIX

To set disk preference for storage snapshots:

1. From AGM Domain Manager, Hosts tab, right-click the host and select Edit.

DOMAIN MANAGER Filterby  Appllances Organizatians ¥ e ——

Ceganizations  LDap | REESH e Stoeage A fi
FILTER BY Hosts
HOST NAME
dhz [ [ sHOW SELECTED (1) 2o

FRIENDLY PATH APPLIANCE 05 RELEASE

dbZ-autoving it 5 : 1216116131

Red Hat Enterpilse Lin..

atimipar 172273687 Generic 2

dbZ-autovm3 17216216133 Generi 3.10.0-862.¢17 x86_64 Mo
Delete
h2-autovm2 17216216132 Generic Red Hat Enterprise Lin.. Mo
2. Set Disk Preference to Block.
DOMAIN MANAGER Fiterby  Appliancegy. Oiganizations ¥ auraricaia otk
Appliances Users Raoles Organizations LA Steeage Pools. Scorage Ammays Web Certificate
remote-rhel-2 Edit Host
P 17216201 207
FRIENDLY PATH  remote-rhel-2 .
Name remote-rhol-2
UNIGUENAME: remate-rhel-2_817350_nil
OSRELEASE. 310 0-957.27 217 86 64 e TR
OSVERSION| W1 SMP Toe Jul3 16:53:14 UTC 2019
OSTYFE. Linux 1P address * o
STAGING DISK | BLOCK
FORMAT 172.16.201.207 o

Descriptian

Applignces*
\ opliances S— -
APPLIANCE 13

=]
DB2_Brad 17216200113
DEZ-Remole 17216200243
O DB2Local 1726201174
Host Type Ganric »
Staging Dick Format Biock x
T
JNESs—

3. Then click Save at the bottom of the page.
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Setting the Schedule for Dumps

The database dump schedule is set by the Actifio CLI policy parameter dumpschedule. The default value of
dumpschedule="FIIIIII":

. The string must be seven characters - either an 'F' oran ‘I’
. Each position within the string represents a weekday, starting with Sunday.
o F represents a full db dump
o I represents an incremental db dump
For example, “FIlIII" results in:

. Sunday: Full backup
. Monday through Saturday: Incremental backups
o The following Sunday: Full backup again
To check the dump schedule, run this CLI command from the appliance:
udsinfo lspolicyoption -filtervalue appid=<appid> | grep dumpschedule
If this does not return any value, then the dumpschedule is set to default.
To modify the dump schedule run this CLI command from Appliance:
udstask mkpolicyoption -appid <appid> -name "dumpschedule" -value "FIIIIII"
Replace <appid> with the application id of the Db2 application.

Replace "FllIII" as needed.

Example

To run full backup on Saturday and Tuesday, set dumpschedule="IIFIIIF"
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4 Protecting the Db2 Database

After the SLA is configured as detailed in Chapter 3, Configuring the Backup Method, you can configure a VDP backup
method for the database.

This chapter includes:

Protecting an IBM Db2 Database on page 19
Protecting IBM Db2 Database Logs on page 21

Protecting an IBM Db2 Database

To protect the database:

1.

From the AGM Application Manager, right-click the database and select Manage SLA.

APPLICATION MANACER Filter by Appllances ™ Qrganizations ¥ AmericaMaw York
Applications oups gical Groups s Wiorkfiows
PRI ooications

APPLICATION NAME

HOST NAME % hude filte O S Managed O Type Db2 Database © Type Db2instance

LA autovind o [ SHOW SELECTED (1) |

PROFILE NAME

FRIEMDLY PATH 2 APPLICATION TEMPLATE PROFILE FRIENDLY PATH HOST NAME APPLIANCE ™

RASTE =] db2-autovm? db2-autovm: oif
o Manage SLA dbz-autovma dba-aul ot
o @ Access dbz-autovmi2 dbz-autovmz ot
oo Edit Organization Membership dbz-autovma dbi2-aut Bt

E r B SRR mPort OnvVault images tocel profile dbz-autavm dbiz-aut: ot

APPLICATION MANAGER Filter by Appliances ¥ OIganizations ¥

m Constency Groups Lagicsl Groups. Active Images Weskdbows.

& EEETE) © dbzerod | dhzastovmz | dbZautovm?  Cetalls & Settings

Database Inclusion Rule AT ARG 20 () Policies

RULE All Databases a
TOTAL DATABASES 4 Ditect to Dedup 0
DATABASES INCLUDED & PRODUCTION Direct to Orivault o
DATABASES EXCLUDED 0 Replication
INELIGIBLE DATABASES 0 é it :

i pedup 0

Dedup DR 0
== - |

On the Apply SLA page, make sure that the backup capture method matcheé the type of backup set in

Chapter 3, Configuring the Backup Method. Click Apply SLA or Save Changes.

On the Manage SLA page, select a template and a resource profile, then click Apply SLA.

americabiew Yo 1
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Application Details & Settings 0 tetzinga v
APDUCILION NSITIE: Hisle

WOET ybane_aucnt
HOSTIFACOMESS  1TL1610%.135
PATH  Sybine_sso®

mm Ueus
APPUNRCE | D92 Remsin
ML IR ADORES 11000

Settings et Al e
CONNBETOR OSTIONT

PERCENTAGE OF BESEIVE SMEEI oy
VORLUME GO

(m\m.rr;.m...\r».-x.-u-m: o e ki dovel Dk )

FUEBCE FULL LESYSTEM BACKLR

LG BACKUR STAGING DRK S71
ALY TIMEOUT T

NUMBIR OF STRSES

=

The database will be protected when the snapshot job runs according to the schedule in the template. After
the first successful snapshot job the database appears in the Application Manager with a green shield icon.

4. You can include or exclude specific databases during backup. From the Application Manager, select the Db2
Instance. You can use the Db2 Instance checkbox to filter the list. Select Manage SLA.

APPLICATION MAMAGER Fiterby  Appllances ™ Organizatiars ¥ amesicatien Yook L. adh
gical Groups o Wiorkflows
filters Applications + b arpUcATION [l 4 ADD VIRTUA
APPLICATION NAME
HOST NAME . e O S Managed O Type Db2 Database © Type Db2instance
zis autovin Q [ sSHOW SELECTED (1) m s
PROFILE NAME
FRIENDLY PATH =] APPLICATION TEMPLATE PROFILE FRIENDLY PATH HOST NAME APPLIANCE TYPE
=] db2-autovmz dh2-autovin? Sy 7.0 Db2 Datal]
(SRR Manage SLA dbZ-autovinz dbZ-autovimz Sky-1.0.% Db2 Datat
o e Access dbz-autovm2 dbz-autovmz Sky 7.0 Db2 Datat
o9 Edit Organization Membership dbz-autovimz dh2-autovmz Sky-T.0% Dbz Datak
— o mport Chova m e - FTEN PO T P LR e R egas
on Rule, click Edit.
Organizations ¥ Americaiarn_vok  J

U ekl T

abases

L=
Q [T sHOW SELECTED (3)
[a] DATABASES
=] DATABASES
0O aus
No Databases Found
O  ENG

6. Select an Inclusion Rule (Include All, Include Selected, or Exclude Selected) and then select the databases
to include or exclude, then click Save.
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Protecting IBM Db2 Database Logs
To enable and set up the Db2 database log backup:

1.

3.

From the AGM SLA Architect page, right-click the template for Db2 database protection and click Edit.

DOMAIN MANAGER Filterby  Appllances Organizatians ¥ e ——

Organizations  LDwe | RECE] o=

FILTER BY Hosts

HOST NAME -

o5 -

dh2 o [ SHOW SELECTED (1} & |

E NAME FRIENDLY PATH APPLIANCE P TYPE OS RELEASE VIF

ifh-autowm] if o Sk T, 17216216131 Red Hat Enterprise Lin,..

atmipar 172213687 Generic z Mo

Edit Organizations

db-autowm3 17216216133 Generic 110.0-862 el7 x86_64 No

Delete
X 17216216132 Generkc Red Hat Enterprise Lin...  No

0

O db2-autovms

Click the arrow beside the Snapshot policy to open up the details, then click Edit Policy.

SLA ARCHITECT Fety  hpplasiew Gegariration »

TMPLATES  Lpgsmadt Snap MLOW OVERRIOES O POLICY SETTINGST " % VES & NG Seve Templete

DESCRIPTION  Dascriptior

SLA ARCHITECT Filter by Appliances v Organizations v

Production To Snapshot

Create/Edit Policy

POLICY NAME"

() Policies

ON THESE DAYS  Everyday
Direct to Dedup 0
EXCEPT  Mever X
Direct to OnVault 0 . %

OnVault Replication. 0

Dedup ©

WITHIN THIS WINDOW 19:00 71O 07:00

Dedup DR 0 Run once per winoow ()

Mirror 0 {+ Add)
Onvault 0 QLER

oo © 2 ©
priomy [ ek ~]

( Advanced Policy Settings J
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4. Set the log policy options (you will have to scroll to see them all):
o Enable Truncate/Purge log after backup.
Set Enable Database Log Backup to Yes.
For RPO (Minutes), enter the desired frequency of log backup.
Set Log Backup Retention Period (in Days) for point in time recovery.

Set Replicate Logs (Uses StreamSnap Technology) to Yes if you want to enable StreamSnap
replication of log backup to a DR site.

O O O O

5. Click Save Changes.

6. From Application Manager, select the Db2 Instance. You can use the Db2 Instance checkbox to filter the
list. Right-click it and select Manage SLA.

APPLICATION MAMAGER Filter by Appliances * Ceganizations ¥ amercaftien ok & ado
Applicatsans Conustency Groups Logical Groups Active Images. Werkflows.

PRI osications

APPLICATION NAME

HOST NAME 4 hade filte O Sla Managed @ Type Db Database Q Type Db instance
TEMPLATE NAME
PROFILE NAME

atovm2 [} [ sHOW SELECTED (1) m 2

FRIENDLY PATH =] APPLICATION TEMPLATE PROFILE FRIENDLY PATH HOST NAME APPLIANCE

SLA STATUS

db2-mstomm db2-mitown
B Managed

O Unmanaged

Manage SLA db2-attovm dbiZ-autovmz Db2 Datab

7 At the top of the screen, select Details & Settings.

8. Set the Retention of Production DB Logs in days. This value is used to purge the Db2 logs from the
production destination. Based on this setting the log will be purged older then the # of days specified.
Default value is 0 days. With the default value, all logs prior to last log backups are purged.

9. You can include or exclude specific database logs during backup. From the Application Manager, select the
Db2 Instance. Select Manage SLA.

10.  Under Database Inclusion Rule, click Edit.
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Fiterby  ‘Applances ™ Drganizations ¥

Manage Membership

—
m- Eligible Databases

Al databuses iaiected below will be exclsded from data capture (o snapshoty i & policy template s applied o The daraban i s meenber o 4 corsnbenty G
£o this DB Imstance. Distabases addwd to this instante after sebecting thes option will be inchaded i data

= T i ik by ) 8
capture (o snopshot) sutamacaly,

Typree L0y s, Q
sarch Q (03 sHOW SELECTED (2)
o DATABASES
=] DATABASES +

O ws

| O ENG
e

No Databases Found

11.  Select an Inclusion Rule (Include All, Include Selected, or Exclude Selected) and then select the databases

to include or exclude, then click Save.
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b Restoring, Accessing, or
Recovering a Db2 Database

This section describes:

Mount and Refresh from Block-Based Volume Snapshot to a Target Db2 Instance as a Virtual Application on

page 25
Restoring and Recovering a Db2 Database on page 28

o Recovering from Volume based Snapshot on page 28

o Recovering from a Full+Incremental Backup on page 30

Mount and Refresh from Block-Based Volume Snapshot to a Target Db2

Instance as a Virtual Application

To mount the database image as a virtual application (an application aware mount) to a new target:

1. From the AGM Application Manager, right-click the protected database and select Access.

Note: You can use the Managed SLA Status filter to show only protected databases.

Fitterby  Applances = GG

el Workflows.
© ciear all fiters il Applications
APPLICATION NAME
HOST MAME L O 5 Managed  © Typr Ob2Datsbare O Tyor DB instencs
TEMPLATE HAME
autowm =]

PROFILE NAME
FRIENDLY PATH. FRIENDLY PATH
SLA STATUS
dhZ-autinand

dhi-autovm

ab-auttem?

dbid-aubonmd

& CEEEEEY © 3504 | chi st | @ttt (tats Sty

Jump to: B

seatu o & admin & @

+ ADD APPLICATION = ADD VIRTUML MACHINES

[ SHOW stLecTED (1) W s~ 13 &

APPLIANCE

TYPE

dbZ autovm? Db Dutabase

dbid-aatovmi b2 Databuse

dbd-autovmi Sky:T.0x Db Database

dbZ-autovmi Shy-T.0x b2 Databise
PESEERES & s . B

[ MBNEE! wrage 3136380
T

TRAMGORT. SAN Baied Dt Bind

Stedage

WHAGE WIE. 19T AL

BAFREON, 201900 27 13547

APPLBNCE iy 70X

BECOVERY. 00270019 To 0537 44
RANGE.

CAIALLE EIEE. tiorme
POOURMME: Act_per_paciid)
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3. On the Mount page, from Target, choose the desired target Db2 server from the dropdown.
4. Under Application Options, enable Create New Virtual Application.
5. At Included Databases, Select Items, choose one or more databases to virtualize:

o Asingle database will be managed as standalone virtual copy

o Multiple databases will be managed as a consistency group

APPLICATION MANAGER Filter by Appliances ¥ CHganizaticns ¥

m Consistency Geoups Logical Groups. Acthve Images Werkflows.
& EEHEE O 2o | dbzastovm? | dbZautovm Detalls & Settings

TARGET* LABEL
HAME |mage 3158380

s C—
TRANSPORT: SAN Based, Out-Of-Band
Stoeage

IMAGE SIZE. 257 41C8
EXPIRES ON 2019-05-27 143547

= Application Options

APPLIANCE: Sky-T.0 CREATE NEW VIRTUAL APPLICATION [ @
ERGRST] 09270313 1008 27,0804 INCLUDED DATABASES Database Options * are mandatory

CATALDGSTATE: Nane

search Q [ SHOW SELECTED (1]
POOLNAME Act_per_pockddl
Bl | SELECT ITEMS
== ==
g L)
o TEsn
O ENG
o Aus
ROLL FORWARD TIME B zoreoez Q| osoass # HOSTTIME ) USER TIME

Selecting a Single Database

APPLICATION MANAGER Filter by

Appllances ™ Organizations ¥

s
e [
& EEE) © dt2ered | dizatovmz | dbzautovmz  Detalls & Settings
o~ ‘| Mount
TARGET* LABEL

HAME: Image 3156289

s CEr—

TRANSPORT: SAN Based, Out-Of-Band

Storage
IMAGESIZE. 257 41CB » Application Options
EXPIRESON . 2019-09:27 143547
APPUMNCE: Sky-7.0. CREATE NEW VIFTUAL APPLICATION [ @]

7 19T -,
P 927 0319100327 ey INCLUDED DATABASES Database Dptons * are mandatory

CATALDGSTATE. None

type to search. a [ SHOW SELECTED (2}
PODLNAME: Act_per_pocll00

E  SELECT ITEMS

o TEsIZ

0O Mo

o TEsm

B ENG [ Dstasass Options +

R

ROLL FORWARD TIME g 2019-09:27 ° 040855 & HOST TIME USER TIME

Selecting Multiple Databases
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6. Click each selected database to specify the target database details for the new virtual copy.

& R © i s | obiatsend 5 e

Mount

HAME Lmage 1130389
SIS Aewdatin

THANSSORT. Sa Baced, Out-Of-fland
Searage

WABCESTE 137 4
ABOUUNCE: Shy TN L @
WECOVERY, 0537 6115 Ts 09:37 8404
ancd
CATALOCSTATE fiame Q 0 SHEW SELECTID (1]
FOGLIANE Act 500
s 5 SELECTITEMS

i
i
0-0-0

7 Choose a target point in time for a database protected with log roll-forward.

NAME OF CONSISTENCY GROUP: This option will appear if more than one database is selected. Provide a
unigue name to manage the selected databases as a virtual copy.

TARGET Db2 INSTANCE NAME: From drop down select target Db2 instance to attach the selected
database as virtual copy.

Manage New Application
o To protect the new virtual database, click and enable Manage New Application.
o Choose a template and a resource profile to protect the database.

8. Under Mapping Options, Mount Location, specify a target mount point to mount the new virtual database
to.

9. Click Submit.
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Restoring and Recovering a Db2 Database
Depending on how you protected the database, you need the procedure for:
Recovering from Volume based Snapshot on page 28

Recovering from a Full+Incremental Backup on page 30

Recovering from Volume based Snapshot

Use this procedure to restore and recover the source Db2 database. This procedure uses physical recovery of the
source data area.

To recover back to the source:

1. From the AGM Application Manager, right-click the protected database and select Access.

Note: You can use the Managed SLA Status filter to show only protected databases.

APPLICATION MANAGER Filter by Appliances ¥ Deganizations ¥ amercaeen ok B ad

Consisbency Groups Logical Groups. Active Images Wotkflows.

© clear all filters Applications + ApD APPLICATION [l 4 ADD VIRTUA
APPLICATION NAME
HOST NAME 4 hade filte © Sla Managed @ Type DbZ Database O Type Db instance
Lottt stowh? o [ SHOW SELEETED [1) m oz
PROFILE NAME
FRIENDLY PATH =] APPLICATION TEMPLATE PROFILE FRIENDLY PATH HOST NAME APPLIANCE TYPE
SLA STATUS
=] dbz-autovn? db-mtovn2 Sky-7.40% Db Dat
B M
dbZ-attovm? dbiZ-autovmz Sky7.0: Dbz Dat
O Unmanaged 250 ol i KT 3
TYPE o e db2-sutovm2 db2-autovm2 Shy-7.0x Db Data
Edit Organization Membership
o @ db2-sutovin2 db2-sutovm?2 Sky 7.0 Db Datal
oons Import OnVault Images
e R o 9 4 tocal profile db2-autowm2 dbi2-autovn2 Sky7.0x Db2 Insta
2. Select a snapshot image and choose Restore.
APPLICATION MANAGER Fiterby  Appliances ¥ Organizations ¥ smercapiew e B admin & @
v ot

Jump to: BE

NAME image 3158389
STATUS. Available

TRANSPORT AN Based, Out-OF Band
Starage

WAAGESIZE 2574108

EXPHESON 20150927 03547

APPLIANCE Sy 70X

RECONERY| 05-27 0318 To 0527 0404
RANGE

CATALDGSTATE Heaw
BOOUNAME Act_per_poalt

-

Onvault
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3. On the Restore page choose a point in time for the protected database to recover to.

APPLICATION MANAGER Filterby  Appllances ¥ Organizatiars ¥
gical Groups o Workflows
& EEE) © dt2ered | dizatovmz | dbzautovmz  Detalls & Settings
Restore

Use this page to Ini

HAME: Image 3156289

EXPIRES OGN 2019-05-27 14.35.47

PPLIANCE: Sky7.0.%

RECOVERY! 03270319 Ta 09-27 1404
RANGE

SELECT ITEMS

RESTORE WITH RECOVERY a

4. Enable Restore With Recovery to apply recovered logs.
5. Click Submit.

STATUS  Availabie ROLL FORWARD TIME B e

amercatiew ok L adi

restore eperatian. A restore will take the existing databases offling and overwrite their data fies

& HOST TIME USER TIME
TRANSPORT: SAN Based, Out-Of-Band
Storage s
WAGESZE 2574108 G © D

=}
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Recovering from a Full+Incremental Backup

Recovering Back to the Source: Use this procedure to restore and recover the source Db2 database. This procedure
overwrites the source data.

Recovering Back to the Source

1. From the AGM Application Manager, right-click the protected database and select Access.

Note: You can use the Managed SLA Status filter to show only protected databases.

APPLICATION MAMAGER Filter by Appliances * Oeganizations ¥ americafrien vork & ad
Consisbency Groups Logical Groups. Active Images Wotkflows.
© dear all filters ApphCaUOns + ADD APPLICATION =+ ADD VIRTUA

APPLICATION NAME
HOST NAME 4 hade filte O Sla Managed @ Type Dbl Database Q Type Db instance

TEMPLATE NAME
autowm2 (=] [ SHOW SELECTED (1) m =
PROFILE NAME

FRIENDLY PATH =] APPLICATION TEMPLATE PROFILE FRIENDLY PATH HOST NAME APPLIANCE TYPE
SLA STATUS
(=] dbi2-autovnz db2-atownz Sky-7.40% D2 Data
B M
. : a
T m—— o o db2-atstovn2 dbi2-autovmz Sky-7.0% Dbz Data
TYPE o e db2-sutovm2 db2-autovm2 Shy-7.0x Db Data
Edit Organization Membership
ot Al o @ db2-sutovin2 db2-sutovm?2 Sky 7.0 Db Datal
oons Import OnVault Images
= o 9 4 tocal profile db2-autowm2 dbi2-autovn2 Sky7.0x Db2 Insta
2. Select a snapshot image and choose Restore.
APPLICATION MAMAGER Filterby  Appllances ¥ Ceganizations ¥ smercapien vk R admin & @
oo -
& @ db2prod | dhzautovm? | db2-autowmz  Defalls & Settings
Jump to: B %

MAME image_3158389
STATIS Avaliable

TRANSPORT. SAN Based, Out OF Band
Storage

WMACESIZE 257 4108

EXPRESON. 20150927 043547

APPLIANCE Sy 70X

RECONERY| 09-27.03:19 To 0927 0404
RANGE

CATALOGSTATE. Hene
FOGUNAME Act_per_paaltn
Mount
Mount

Live Clooe

For a database protected with logs, on the Restore page, choose a date and then a point in time.
4. Use Select Items to choose one or more databases to restore.

Click Submit. This will start the source database physical recovery using Db2 recover commands.
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