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Preface

The information presented in this guide is intended for users who are familiar with basic Actifio processes and
procedures as described in Getting Started with Actifio Copy Data Management and who are qualified to
administer MySQL databases.

The ActifioNOW Customer Portal

During the configuration and initialization of your Actifio appliance your Actifio representative provided you with a user
name and password for the ActifioNOW customer portal.

From the customer portal you can obtain detailed reports about your Actifio appliance as well as search the portal’s
knowledge base for answers to specific questions.

To log into the ActifioNOW customer portal:
1. Go to: https://now.actifio.com
2. When prompted, enter the user name and password provided by your Actifio representative.
Actifio Support Centers
To contact an Actifio support representative, you can:
o Send email to: support@actifio.com
. Call:
From anywhere: +1.315.261.7501
US Toll-Free: +1.855.392.6810
Australia: 0011 800-16165656
Germany: 00 800-16165656
New Zealand: 00 800-16165656
UK: 0 800-0155019
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1 Introducing Actifio Copy Data
Management for MySQL Databases

An Actifio appliance is a highly scalable copy data management platform that virtualizes application data to improve the
resiliency, agility, and cloud mobility of your business. It works by virtualizing data in much the same way other
technologies have virtualized servers and networks. This enables you to capture data from production systems,
manage it in the most efficient way possible, and use virtual copies of the data however they are needed.

MySQL is the world's most popular open source database, used by high profile web properties including Facebook,
Twitter, YouTube, and many more. This DBA guide explains how to protect MySQL application consistent database
data with Actifio VDP in a Linux environment.

MySQL Backup API used by Actifio VDP

Linux CBT and LVM snapshot: MySQL "FLUSHTABLES WITH READ LOCK" and "UNLOCK TABLES" API

File-based backups: MySQL "mysgldump" API. This provides the full backup of the database in backup format. On
recovery, the restore db API recovers the database by physically overwriting the data area.

MySQL log backup: During a log backup, VDP physically copies all the MySQL binary logs. The MySQL "purge binary
logs BEFORE" APl is used to purge the binary logs.

MySQL Server

3 DataAreabisk g

o Actifio VDP Appliance @
Linux System ]
. ————p
ceunpay
€ Actifio Connector has CBT which keeps track of changed blocks in MySQL data area | 7 ‘\ \
9| Connector calls MySQL “Flush tables with read lock/stop slave” command for data backup | {"'*, D £ D ::':E
(- fed | pu—

0. Connector creates LVM snapshot of MySQOL data and log area and synthesizes a bitmap | Wrssing L LS

© | Connector calls MySQL “Unlock Tables/ Start slave” command and copies changed blocks |

© | connector deletes the snapshot and catalogs the backup |

G[ Actifio VDP issues an internal snapsho_t and svnthegizes a pdiht-in-time virtual full ]

Data Recovery

6| For recovery, Actifio VDP instantly mounts re-writable staging disk & brings DB enline |

How It Works: MySQL with Linux CBT and LVM Snapshot
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Data Capture

Actifio Connector is deployed in DB server

Actifio ‘

o Connector

Mount staging disk on DB server

Invoke backup using “mysql dump” command writing the
backup to the mounted disk

Actifio VDP takes an internal snapshot.

Log backups are done in a similar fashion directly from the

Snap file-system at any desired schedule
Pool
pr— FET,
. - l_j For recovery, Actifio VDP instantly mounts the staging disk to
- + o the DB server and kicks off a database restore
ey Fe=i
P i
1
Lt e Logs can be played to any point in time after DB is restored.
Recovery Machine Recovery Machine

How It Works: MySQL with File-Based Traditional Backup
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2 Adding a MySQL Database Host

and Discovering the Database

Prerequisites

The MySQL database must be residing under LVM and it must not be the boot volume.
Run (mysqgl -e "select @@datadir") to get the database data path.

For best results, the LVM volume from which the MySQL volumes are provisioned should have at least
20% free space.

Install the Actifio Connector on the MySQL server host (see Connecting Hosts to Actifio Appliances.)
For best results, create a backup user with all privileges.

mysql> create user identified by ‘actpassword';
mysql> grant all privileges on *.* to 'actuser';

Backup username/password must be configured with host configuration. If there are multiple MySQL
instances running on a server, then the backup username/password must be common for all MySQL
instance running on that server.

MySQL binary logging (log_bin) must be on to take log backup. To configure the binary log option, shut
down the MySQL server and edit the config file (my.cnf or my.ini). Within the [mysqld] section of the
configuration file, add the log-bin option.

[mysqld]
log_bin = /logl/mysql3306/mysql3306-bin.0000

Adding a MySQL Database Host and Discovering the Database

Before you can protect a MySQL database, you must add the host and discover the database. This requires:

1.
2.
3.

Adding the Host from the Domain Manager on page 4
Discovering the MySQL Database from the Application Manager on page 6
Finding the Discovered MySQL Database in the Application Manager on page 7
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Adding the Host from the Domain Manager

Add the host to Domain Manager. If the host is already added then edit the host and make sure to set all the

configurations correctly.

1. From the AGM Domain Manager, Hosts tab, click +Add Host.

2. On the Add Host page:
o Name: Provide the database server name.
o IP Address: Provide the database server IP and click the + sign on the right corner.
o Appliances: Select the check box for the appliance.

o HostType: Make sure this is Generic.

DOMAIN MANACER Filterby  Appllances ¥ Organizations ¥

Appllances  Users  Roles  Onzations  LOAP m g

Add Host

Q [} SHOW SELECTED {1)
B APPLIANCE (3
O D82 Brad 17216200113
O Daglocal 17216201174

¥ Connector Settings

3. Click Add at bottom right to add the host.
The Host is added.
4, Right-click the host and select Edit.

On the Edit Host page: Select the disk preference:
o For block-based backup with CBT or GPFS: select Block

o For file-based backup with Full+Incremental file system backup: select Block or NFS

Q
o ID  HAME FRIENDLY PATH APPLIANCE g TYPE 05 RELEASE
=] 7261338 mysql_tenin_temobe  mmysgl_tenkin_rem. DB2-Remaote 17217204123 [ 3.10.0-327.¢17 x86.
a 2230073 mysql_jenkins mysql_jenkins DB2-Local 17217204123 Generic 3.10.0-327 el ¥ 1B6. .
o 1531910 mysqldew-1 mysgl-dev-1 D82 Remate waie2162H Gentic
a 1926914 sybase_autol sybase_auto? DEE-Remote 17216200131 Genesic 310.0-327 el T xB6...
a 1833092 Sybase . of_remole  Syhase auto? re 082-Local 1721620081 Genefic 3.10.0-327 217 xB6.

Fterby  Appllancesx Organizatans ¥ smeiatis voe L admin & @

=+ ADD HOSE

20m sy &
VIRTUAL MACHINE
Mo
No
No
No

Mo

catiwe o L admin & @
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mysql_jenkin_remote

W 1T2AT R4
FRIENDLY PATH. myscl jesiin_remote
UMIGUE MAME  mysat_pesiin_remote_1075334_null
OS RELEASE! 310.0-327 17 x36_64
GSVERSION, w1 SMP Tho Ot 25 172929 EDT 2015
O5TYPE Linux
STACING DS, BLOCK
© FORMAT

DEMAIN MANACER Filterby  Appllances ¥

O ganizatians ¥

wumm:oumtw

Edit Host
Hame * trarsall_jenim
Friendly Hams gl _jerkin_remote
P Address *
L]
M2AT.204123 ]
Description
Appliances*
type bo search Q
APPLIANCE 3
DB2_Brad 172.46,200.113
DH2-Remote 17216200.243
O DB2local 17216.201,774
Host Type Ganene X

szaging Dizk Format ‘ Bk

6. Select Save at the bottom of Edit Host page.

semaricatons o L admin
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Discovering the MySQL Database from the Application Manager
To discover the MySQL database:
1. From the AGM Application Manager, Applications tab, select Add Application in the upper right corner.

APPUCATION MANAGER Flterby  Appllances ¥ Organizations ® smecatins o L admin & @
Iwkm Workflows

O« tors i Appli(ations | = ADD VIRTUAL MACHINES

APPLICATION HAME

HOST HAME 4P yor My5QL Detabase  © lype MySQL Instance
TEMPLATE HAME -. Q [} SHOW SELECTED {1) m e 114
PROFILE NAME |
FRIENDLY PATH = APPLICA... TEMPLATE PROFILE FRIENDL... HOST 1P HOST HA... APPLIAN. .. TYPE APPTYPE PROTECTAR..,
RATADS B el jeidiv 1T X3 sl jenkdng B2 Locs MYSOL Insta. ..
|0 @ FRMT mysal_jenddns  1TZIT204.123  mysql jenkins  DEZ-Local MySQLData . MYSGL yes
O @ mysald 5461 mysql_jenking  1TRIT204.123  mysql_jenking  DBE2Local MYSCAL Insta, MYSCRLInsEa yes
|8 @ R mysql_jenking 17217204123 mysql_jenkins - DBEZ-Local MySCHL Data. MYSGL yes
0O @ vsald 5358 mysql_jenkins  1TRAT204123  mysql_jenking  DBZ-Local AYSOL Insta, MYSQLIRsE yes
i O g Bbuw mysqlstrea..  Remate Pro.. mysqllenkins 17217204123 mysqljenkins  DBZLocal MySOLData..  MYSQL yes

2. On the Add Application page, select Discover connector supported applications and Using existing
host, then select the MySQL database host. If you have many hosts, you can use the search feature or use
the filter to see only hosts that are managed by a specific Actifio Appliance.

APPUCATION MANAGER Flterby  Appllances ¥ Organizations ® smercatiew ok & admin & @ 2
Application WWorkFlows
Add Applications

Application Type Hast Selection

& Discaver connmcto orted applications @ U

out of bard Ge:

catian using

able Mosks (74)

. . A * ClearFilters
Host P Friendly Path Appliance
rrysgl_jenkin_remote 172.17.204.123 mysal_fenkin_remote DB2-Remote
mevsal_fenkins 172.17.204.123 mysal_fenking DB2-Local
mvsal-dev-1 172:16.216.221 mvsl-dev-1 DB2-Remote
3. Select the host and click Add Applications in the bottom right corner. This will run the discovery on the

database host and will discover all MySQL databases running on it.

Add Applications
Application Type Host Selection

s @ Using existing host

address

Appliance
Select oon . A + Clear Filters

Host P Friendly Path Appliance
meysal_tonkin_remote 172:47.204.123 ymal_jenkin remote
mvsgl_jenkins 172.17.204.123 mysgl_jenkins DB2-Local
mysgl-dev-1 172.16.216,271 mysql-dev-1 DE2-Rermote
sybase_autod 172.16.200.131 sybase_autod DBZ-Rermote
Sybase_auto? _remote 172:16.200.81 Sybase_autod_remote DB2-Local
remaote-rhal-2 172.16.201,.207 remote-rhel-2 DE2-Remote
remaote-rhel-1 172.16.200.87 remote-rhil-1 DB2-Remote
Remote_suse_db_7 172.16,200.221 Remote_suse_db 2 DB2-Remobe
remate_suse_db_1 172.16.201.160 romote_susa_db_1 DB2-Ramote
ABALB AL LR Piiiesa .

L 1 LW Tatal 74 50 per page *
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Finding the Discovered MySQL Database in the Application Manager

To find the newly-discovered database, go to the AGM Application Manager Applications tab. All applications known to
the AGM of all types are listed. Use the Type application filter on the left pane to show only MySQL database
instances. The new MySQL instance will appear in the list as unmanaged (the red shield icon).

APPLCATION MANAGER Filterby  Appllances ¥ OfGanzatians ™ smarictiwn e X admin & @
Workflows
il Applications
APPLICATION NAME
HOST HAME . O Type MySQLDstabase | © [ye MyigLinstance
TEMPLATE NAME | typeta a OsHowseecren(y | Il 25+ 03 &

PROFILE NAME

FRIENDLY PATH =] PROFILE FRIENDL. HOST NA... APPLIAN, ., TYPE APPTYPE PROTECTAR,,
i =] B gl jeiking sl jenking DB2-Local MYSOU Ik MYSCLinsta, yes
o o mysal jenkdns 17217204923 mysql jenkins  DBZ-Local MYSCL
O @ mysgld 5461 mysql_jenkine 17217204123 mysgljenkins  DBZ-Local MySOLInSta. . MYSQUInsa..  yes
| 0O @ ReME mysql_jenkdns  1TRIT204923 gl jenking  DB2-Local MySQL Data MYSCL yes
o e mysqld_5459 mysql_jenkins 17217204123 mysql_jenkins DB2 Local MySOL Insta. MYSQLinsta, yes
|Q g BuR mysql strea..  Remote_Pro, mysal_jenking  172.17.204123  mwysqljenkins  DB2-Local MySOL Data., MYSGL yes
0O § we imysql_strea Remate_Pro. mysal_jenkins 17217204123 mysql_lenkine  DB2.Local MyS0L Data. MYSGL yes
i O @ mysqid 3458 mysql_lenkins 17217204123 mysqlienkins  DB2-Local MySOLInsta.  MYSQUInsta...  yes
o @ W sl _strea Remote_Pro..  mpallenking 17217200123 mysal_lenkdns  DB2-Local MySOL Data MYSEL yes
| o @ osar DB2-Local MySOLData..  MYSGL no
O @ myagldsa mysal_enkine  1T217.204123  mysqlieniing  DB2-Local MYSOLInsta,..  MYSQUnsta..  yes
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3 Configuring the MySQL Backup
Method

After the database is prepared and discovered as explained in Chapter 2, Adding a MySQL Database Host and
Discovering the Database, you can configure a VDP backup method for the database.

Whichever method you select involves these steps:
Configuring SLA Settings on page 9
Ensuring that the Backup Capture Method is Set Correctly on page 11
Ensuring that the Disk Preference on the Host is Set Correctly on page 12
Setting the Schedule for Dumps on page 14

Configuring SLA Settings
To configure the database SLA settings:
1. In the AGM Application Manager, right-click the database and select Manage SLA.

HON MANAGER Flter by Appllances ¥ Cganizations ¥ smaticatins oo & admin
CICRUE - polications
APPLICATION HAME
HOST HAME 4 0 Type MySQLDstsbase O Iype MySQLInstance
TEMPLATE MAME a [ SHOW SELECTED (1) m e

PROFILE NAME

FRSEMOLY PATH
SLA STATUS

TEMPLATE PROFILE FRIENDL.. HOSTIP TYPE APPTYPE

PROTECTA

sl jenidng WZAT204.123  moysgl_jenkdng DEZ-Locl MySOL Insta. MYSOUIndta. .

mysaljenkins 17217204123 mysqljenkins  DEZ Local MySQLData. . MYSQL yes

mysql_jenking 1217204123 maysql_jenking DBZ-Local MySQL Insta, MYSQLIFsE, yes
Ed|t Organization Membership

mysal_jenkine  172.17.204123 - mysqljeniins - DB2-Local MySQL Data. MYSGL yes
Import OnVault Images

myrsal_jenkins 1T2AT204123  mysql_jenking DBZ-Local MySOL Insta, MYSQUIrsL, yes
Manage Explrations

mysaljenkins 17217204123 mysqlJenkins  DBZ Local MySOLData..  MYSQL
Delete Application 1 L yes

Fl \gnore Application mysal_jenkins 17217204123 oyl _jenking DBz Local MySOL Data. MYSCL yes

Flterby  Appllances¥ Oganizations smericatins ors. & admin |
Workflows

& CETZETIIND © 4 547 | mnaljricns | myct erk

m %

Database Inclusion Rule () Policies

RULE Al Databases. B ¥
TOTAL DATABASES 1 Derect to Bedup” 0
DATARASES INCLUDED 1 PAODUCTION Direct to OpauiL, 0

DATABASES ENCLUDED 0
NELIGIBLE DATABASES 0 Onvauit Replication. 1
Dedup. 0

This opens the specific details and settings for this database. Of particular importance is Backup Capture
Method.
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Application Details & Settings

Application Name: Mysqld_ 5467

APPLICATION TYPE | MYSQLisazance
WIOT | Mysal jesdorn
HOSTIPADORESS | 17217204123
BATH Myl jesi
OPERATINGSYSTEM  Linuax
APPLIANGE | DOZ Locat
APPLIANCE [P ADDRESS | 17116201174

Settings

3. Fill in the details and setting according to the backup method that you need, according to this table:

Block-Based LVM Snapshot with CBT on File-Based Backup and Recovery,

Linux Block or NFS

Percentage of Reserve This is needed for LVM snapshot temporary Not applicable

Space in Volume Group space. Recommended value is 20%

Backup Capture Method Use Volume Level Backup Use full+incremental filesystem
backup

Force Full Filesystem Not applicable Use for an ad hoc full backup

Backup

Database Filesystem Not applicable Use the default calculation:

Staging Disk Size in GB (database size * 1.5)+ 10%.
The disks will grow dynamically.

Log Backup Staging Disk By default Actifio calculates this as daily log generation * retention of log backup SLA
Size in GB plus 20% buffer. Default is recommended.

Providing a value will override the default calculation and the log disk will not grow
dynamically. This will become a fixed size

Retention of Production This value is used to purge the log backup from basepath_logbackup destination.
DB Logs in Days Based on this setting the last data backup id will be selected
(CURRENT_TIMESTAMRP - the # days set) and the log will be purged older than the
data backup id. Default value is 0 days. With default value all logs prior to last data
backup will be purged.

Script Timeout The timeout value is applied to internal backup and recovery scripts called by
connector. The default value is recommended.

File-based backup also requires the dump schedule to be configured. See Setting the Schedule for Dumps on page 14.

MySQL DBA's Guide to Actifio Copy Data Management | actifio.com | actifio



Ensuring that the Backup Capture Method is Set Correctly

Backup capture settings depend upon the backup capture method that you need. It is important to be certain that you

have set the right backup method for your needs:

1. In the AGM Application Manager, right-click the database and select Manage SLA.

Fver by Appllances ¥ O ganizations ¥
WWorkFlows
Il Applications
APPLICATION HAME
HOST HAME 4 O Tyor MySQLDstabase O lype MySQLInstance
TEMPLATE MAME Q

PROFILE NAME
FRSEMOLY PATH
SLA STATUS

TEMPLATE PROFILE FRIENDL.. HOSTIP

sl ke TTLIT204.923

0O Managed,
O unmadied

Access

Ed|t Organization Membership
Import OnVault Images
Manage Expirations

Delete Application

1 Ignore Application

2. At the top of the Manage SLA page, select the Details & Settings link:

APPLCATION MANAGER e by Appllances ¥ Ofganizations ™
Wworkfiows

¢ CIIEETSND © s 347 | ks | i ok
o (RS - (I ki

= F

Database Inclusion Rule

RULE Al Databaves.
TOTAL DATABASES 1
DATARASES INCLUDED 1 PRODUCTION

DBZ-Locl

| m peamge St mysaljenking 17217204123 mysqljenkins  DB2-Local
sl _jenking 217204123 mwsgl_Jenkins DB Locl
mysql_jenkins 17217204123 mysal_jenians - DBZ-Local
mysal_jenking 1T2AT204123  mysql_jenking DBZ-Local
mysql_jenkins 17217204123 mysql_jenkins  DBZ Local

mysql_jenking 17217204123 mysaljenking  DBZ-Local

() Policies
Snapshot . 0
Derect to Bedup” 0
Darest to Opvasilt. 0
Ot Replication 0
Dedup’ 0

APPTYPE

semaricatons o L admin

MYSOL yes

MYSGLInsta yes

MYSGL ves
MYSQLIFSLA, yes
MYSOL yes
MYSQL yes

smaricaftiows ¥ork L admin

This opens the specific details and settings for this database. Check the Backup Capture Method:

o Traditional Backup and Recovery API “file-based” backups: Use full+incremental backup

o LVM Snapshot with Change Block Tracking: Use volume level backup

Application Details & Settings O sottings viele

Application Name: Mysqld_5467

APPLICATION TYPE | MYSQLiaance.

HOST | Myigl jesiorn

HOSTIPADDRESS | 17217204123

BATH  Mysal_jeviar
OPERATINGSYSTEM | Limuux

APPLANCE ~ DO-Local
APPLIANCL TP ADDRESS. | 17216201 174

Settings

COMNECTOR OFTRONS

PERCENTAGE OF RESERVE SPACE I
WOLUME CROUP

E-_;«u; CAPTURE METHDD © vl b )

20

3. Click Save at the bottom of the page if you had to change anything.

i

+ ADD APPLICATION o ADD VIRTUAL MACH

PROTECTA

i
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Ensuring that the Disk Preference on the Host is Set Correctly

Choose between:

U Disk Preference: File-Based Traditional Backup and Recovery in NFS/Block on page 12

U Disk Preference: LVM Snapshot with Change Block Tracking on Linux on page 13

Disk Preference: File-Based Traditional Backup and Recovery in NFS/Block

To set disk preference for storage snapshots:

1. From AGM Domain Manager, Hosts tab, right-click the host and select Edit.

DOMAIN MANACER Fiver by

FILTER BY Hosks

HOST HAME

223M971

DOMAIN MANAGER Filter by

Appliances Users Roles Organizaticns.

1P 17216 201 207
FRIENDLY PATH | remote-rhet 2
UNIQUENAME remote-rhet-2 817350 _null
OSRELEASE. 3.10,0-957.27 2 #1786 64
OSVERSION, W1 SMP Tue Jul 3 16:53:14 UTC 2015
OSTYPE Linux
STAGING DISK. 8100k
FORMAT

‘\

Appllancy

HAME
2261338 sl Jentn_temobe
rwysgl_jenkins
1931910

1926914

1835092

AppliancEsX

Crganizatians

americatins voce L admin &

+ ADD O
Q, [ SHOW SELECTED (1) 2 s
FRIENDLY PATH APPLIANCE ® TYPE 0% RELEASE VIRTUAL MACHINE

rrysal_jenkin_rem.

nirysgl_jeikin

DB2-Remote 17217204123

3.10.0-327 ¢17 286 Mo

DEZ-Local WL 204171 1100327 6l¥ xB6. .

DE2 Remate 17216216221 Gereric N
D82 femate 17216200131 Gereric 3100327 L7586 No
DB2-Local 1721620081 Generic 31003276786, N
Organizations ¥ et v Mo, Yerk.
LoaP @ StoragePools  Storage Ammays Wb Certificate:
Edit Host
Name * remote-rhel-2
Friendly Name temobe-rhel-2
1P Address *
L+
172.16.201.207 m
Appllances”
Q
B APPLIANCE it
O DB2_firad 172.16:200.113
E  DRZ-Remote 17216200243
O  DBZloct 17216201174
Host Type Generic
staging Disk Farmat Block
Block
Enabl Wbo Diecguany

3. Then click Save at the bottom of the page.

Note: File-based backup also requires the DB dump schedule be configured. See Setting the Schedule for Dumps

on page 14.
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Disk Preference: LVM Snapshot with Change Block Tracking on Linux

To set disk preference for storage snapshots:

1. From AGM Domain Manager, Hosts tab, right-click the host and select Edit.

DOMAIN MA Filterby  Appllancg Organizations ¥ americaftins vore K admin &

LDAP.

FILTER BY Hosks

HOST HAME

+ ADD HO

Q, [ SHOW SELECTED (1) 2 s
1D HAME FRIENDLY PATH APPLIANCE ® TYPE 0% RELEASE VIRTUAL MACHINE

2261338 mysql_lenin_tefmote

rrysal_jenkin_rem.

DB2-Remote 17217204123 3.10.0-327 617 %86

2239971 mysql_jenidns sl jenking DEZ-Local WL 204171 1100327 6l¥ xB6. .

1931910 DB Remate 17216216201 Gereric Mo
1926914 sybase_a Edit Organizations DB Remote 17216200131 Gefntic LI0G3TelTxBE..  No
1835097 “NR  Oelete L DB2Locl 1721620081 Generic 30032747 RE6.  No

2. Set Disk Preference to Block.

DOMAIN MANAGER Filterby  Appllances ¥ Organizatians ¥ e ——

Appliances Users Rales Organizationg Lo e 5 [t i

EditHost

W 17217204 123
FRIENDLY PATH: myscd_lerian_remote

. HName * s jenkin_remate
UNIGUENAME  mysai_jenicin_remate 1075334 sl Hame i e
OSRELEASE: 3100327 17286 64 Friendly Name mysql_jenkin_remate
OSVERSION| #1SMP Thu Oct 2617.29:29 EDT 2015
Q5TYPE Linux 1P Address * o
STAGING DISK. 8400k
FORMAT 17217204123 ju}
Description
Applisnces”
type to search Q
B APPLIANCE P
O DBZ Brad 1721620013

DEZ-Remote 216200243

O DBZ:Local 17216201174

Hest Type

Staging Disk Farmat

3. Then click Save at the bottom of the page.
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Setting the Schedule for Dumps

File-based traditional backups require a database dump schedule. The database dump schedule is set by the Actifio
CLI policy parameter dumpschedule. The default value of dumpschedule="FIllIII":

U The string must be seven characters - either an 'F' oran I’
. Each position within the string represents a weekday, starting with Sunday.
o F represents a full db dump
U I represents an incremental db dump
For example, “FIlIII" results in:

. Sunday: Full backup
. Monday through Saturday: Incremental backups
U The following Sunday: Full backup again
To check the dump schedule, run this CLI command from the appliance:
udsinfo lspolicyoption -filtervalue appid=<appid> | grep dumpschedule
If this does not return any value, then the dumpschedule is set to default.
To modify the dump schedule run this CLI command from Appliance:
udstask mkpolicyoption -appid <appid> -name "dumpschedule" -value "FIIIIII"
Replace <appid> with the application id of the MySQL application.

Replace "FllIII" as needed.

Example

To run full backup on Saturday and Tuesday, set dumpschedule="IIFIIIF"

MySQL DBA's Guide to Actifio Copy Data Management | actifio.com | actifio



4 Protecting a MySQL Database

After the SLA is configured as detailed in Chapter 3, Configuring the MySQL Backup Method, you can configure a VDP
backup method for the database.

This chapter includes:

Protecting a MySQL Database on page 15
Protecting MySQL Database Logs on page 17

Protecting a MySQL Database

To protect the database:

1.

3.

From the AGM Application Manager, right-click the database and select Manage SLA.

ON MANAGER Filterby  Appllances ¥ Organizatins ¥ smsricatins yore L admin 4
Walkflows
1 Applications + A0 APPLICATION [l 4 ADD VIRTUAL MACH
APPLICATION HAME
HOST MAME | « 1@ Type MySQLDatabuse | © lype MySQL instance
TEMPLATE MAME m
a [0 SHOW SELECTED {1} M 25w I
PROFILE NAME.
FREEMOLY PATH TEMPLATE © _ PROFILE FRIENDL.. O HOSTIP TYPE APPTYPE PROTECTA

SLA STATUS

sl jenkins.  1TAIT204.923 sl jenkdng MySOL Insta.

mysal_jenkins 17217204123 mysql jenkins  DB2Local MySOQL Data. MYSOL yes
sl _jenking 1217204123 maysql_jenking DBZ-Locsl MySQL Insta, MYSGLInsES. yes
Ed|t Organization Membership
mysql_jenkins  17217.204123  mysqljenians - DBZ-Local MySOH Data. MYSGL yes
Import OnVault Images
maysal_jenking 1TZAT204923  mysql_jenking DBZ-Local MySOL Insta, MYSGLInsLa, yes
Manage Explrations
Delete Application mysal_jenkine 17217204123 mysql_jenkins  DBZLocal MySOLData..  MYSOL yes
:
i Jgnare Application 3 mysql_jenking 17217204123 mysgl jenking  DBZLocal MySOL Data MYSGL yes
On the Manage SLA page, select a template and a resource profile, then click Apply SLA.
Fiver by Appllances ¥ Ofganizations ¥ americaftiws ok A admin

Walkflows

& CEEETED © VG2 | sl jonkins | mysal jenkins Dot & Sl

T —) = )

WUV 0yl 0BT _purgo

DB2-Local D82-Remote () Policies

PRODUCTION

Dedup 0
Dedup DR 0

Mimor o

On the Apply SLA page, make sure that the backup capture method matches the type of backup set in

Chapter 3, Configuring the MySQL Backup Method. Click Apply SLA or Save Changes.

MYSOLInsta.

4
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Application Details & Settings O sottings viele

Application Name: Mysqld 5467

APPLCATIONTYPE | Mysouinsiance

HOST | Myigl jesicen

HOSTIPADDRESS | 172.17.20412)

o a—
OPERATINGSYSTEM  Linuax

APPLIANGE | D02 Local
APRLIAMCE P ADORESS, | 17216201 174

Settings

COMNECTOR OFTRONS

PERCENTAGE OF RESERVE SPACE I
WOLUME CROUP

BACKUP CAFTURE METHOD . -
L .

20

The database will be protected when the snapshot job runs according to the schedule in the template. After
the first successful snapshot job the database appears in the Application Manager with a green shield icon.

4. You can include or exclude specific databases during backup. From the Application Manager, select the
MySQL Instance. You can use the MySQL Instance checkbox to filter the list. Select Manage SLA.

Flterby  Appllances ¥ Drganizatian ® smercativn o & admin & @
Workflows
Applications
APPLICATION HAME
HOST HAME 4 0 Type MySQLDstsbase O Iype MySQLInstance
TEMPLATE MAME a [ SHOW SELECTED (1) W 25w I3

PROFILE NAME

TEMPLATE PROFILE FRIENDL.. HOSTIP TYPE APPTYPE

FREENOLY PATH
SLA STATUS

sl jenidng WZAT204.123  moysgl_jenkdng DEZ-Locl MySOL Insta. MYSOUIndta. .

mysal jenking 17217204123 mysol jenkins  DB2-Local MySQLData..  MYSOL
Access
= mysaljenking  17217.204123  mysqllenking  DB2 Local MySGLInSES, MYSQUIRsta..  yes
Ed|t Organization Membership
mysqljenkins 17217204123 mysql_jenians  DB2-Local MySOLData. . MYSQL yes
¢ Import OnVault Images
5 o @ msal_jenking 17217204123 mysgl_jenking  DBZ-Local BAYSOL Insta; MYSQUIFSLA wes

O Consistency Group Manage Explrations

5. Under Database Inclusion Rule, click Edit.

e is applied

n data

a

[0 sHoW SELECTED (2)

a] DATABASES
=] DATABASES
0O aus
No Databases Found
O eng

6. Select an Inclusion Rule (Include All, Include Selected, or Exclude Selected) and then select the databases
to include or exclude, then click Save.
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Protecting MySQL Database Logs
To enable and set up the MySQL database log backup:

1. From the AGM SLA Architect page, right-click the template for MySQL database protection and click Edit.

DOMAIN M 2 Fver by

FILTER BY Hosks
HOST HAME
=3 [ SHOW SELECTED (1)
D NAME FRIENDLY PATH APPLIANCE P TYPE 0% RELEASE
2261396 roysal_lenin_temote  mysql_enkin_rem.,  DB2-Remote 17217204123 Generic 3,10.0-327 ¢17 %86

2239971 mysql_jenidns sl jenking DEZ-Local WL 204171 Generic 1100327 6l¥ xB6. .

1931910 mysql DB Remate 17216216221 Gereric
Edit

sybise_.. JMEEE] L DB2local 1721620081 Genaric 3100327 17 5B6.

1835092

2. Click the arrow beside the Snapshot policy to open up the details, then click Edit Policy.

SLA ARCHITECT Piwby  Applaes v Gegariration »

TEMPLATE:  Logemart Snap ALLOW OVERRIGES ON POLCY SETTRCET™ & ¥ES 0 O Seve Template

S BN
© oo
' BOUEYID) Wit
-
3. Near the bottom, select Advanced Policy Settings.

Crganizatians America

EFEARERSEEEET  Edit Organizations DEZ Remate 1T216.200.131 Gearic 310.0-327 elT xB86...

wa ok L admin &

+ ADD HO

2 W5 1
VIRTUAL MACHINE

Na
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SLA ARCHITECT Filter by Appliances v Organizations v

Production To Snapshot

Create/Edit Policy

POLICY NAME"

() Policies

ON THESE DAYS  Everyday
Direct to Dedup 0
EXCEFT  Mever X

Direct to OnVault 0

OnVault Replication 0 [+ Ade) WITHIN THIS WINDOW 19:00 TO 07:00
Dedup © [+ Add]

DedupOR 0 Run once per winoow ()

Mirror 0 {* Ad)

Onvault 0 QLER

oo © 2 ©
prioRry [ ek ~]

Set the log policy options (you will have to scroll to see them all):
o Enable Truncate/Purge log after backup.
Set Enable Database Log Backup to Yes.
For RPO (Minutes), enter the desired frequency of log backup.
Set Log Backup Retention Period (in Days) for point in time recovery.

Set Replicate Logs (Uses StreamSnap Technology) to Yes if you want to enable StreamSnap
replication of log backup to a DR site.

O O O O

Policy Settings

Click Save Changes.

From Application Manager, select the MySQL Instance. You can use the MySQL Instance checkbox to filter
the list. Right-click it and select Manage SLA.

18
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APPLICATION MANAGER Filterby  Appllances ¥ Organizions ¥ saicatin o & admin & @

Walkflows
S oo
APPLICATION HAME
HOST HAME | 4 O Typr MySQLDstabass O lype MySQL instance
TEMPLATE MHAME R Lo 4e a [ SHOW SELECTED {1} M B~ 0| &
PROFILE NAME 2

FRSEMOLY PATH

TEMPLATE PROFILE FRIENDL.. HOSTIP TYPE APPTYPE PROTECTAB...

SLA STATUS

mysal jenidne TTE1T204.123 DBZ-Locl MySOLInsta..  MYSOLIngta. .

®

mysqljenking 17217204123 mysql jenkins  DB2-Local MySQLData. . MYSQL yes
mysql_jenking 1217204123 maysql_jenking DBZ-Local MySQL Insta, MYSQLIFsE, yes
A Ed|t Organization Membership
mysqljenkins 17217204123 mysqljenians  DBZ-Local MySQL Data. MYSGL yes
oar Import OnVault Images
9 < mysql_jenkns  1TRAT204923  mysql_jenking  DBEZLocal BAYSOL Insta MYSQLInSLa, yes
O Consistency Group Manage Explrations

8. Set the Retention of Production DB Logs in days. This value is used to purge the MySQL logs from the
production destination. Based on this setting the log will be purged older then the # of days specified.
Default value is 0 days. With the default value, all logs prior to last log backups are purged.

9. You can include or exclude specific database logs during backup. From the Application Manager, select the
MySQL Instance. Select Manage SLA.

10.  Under Database Inclusion Rule, click Edit.

Fitter by Appliances ¥ Organizations ¥ Americafiarw ok J
Constencs Ginane N aciestemion At imanad  Wikfinwe
il

Q [ sHOW SELECTED (2)

O DATABASES
DATABASES

No Databases Found

11. Select an Inclusion Rule (Include All, Include Selected, or Exclude Selected) and then select the databases
to include or exclude, then click Save.
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Restoring, Accessing and
Recovering a MySQL Database

This section describes:

Mount and Refresh from Block-Based Volume Snapshot to a Target MySQL Instance as a Virtual
Application on page 21

Restoring and Recovering a MySQL Database on page 24
o Recovering from Volume based Snapshot on page 24

o Recovering from a Full+Incremental Backup on page 26

Mount and Refresh from Block-Based Volume Snapshot to a Target
MySQL Instance as a Virtual Application

To mount the database image as a virtual application (an application aware mount) to a new target:

1. From the AGM Application Manager, right-click the protected database and select Access.

Note: You can use the Managed SLA Status filter to show only protected databases.

APPUCATION MANAGER

Flter by Appllances ¥ O ganizations ¥ smercatima o L admin & @
Walkflows
ADpli(anoﬂS =+ ADD APPLICATION = ADD VIRTUAL MACHINES

APPLICATION HAME
HOST HAME afudelien ) Sla Massged O Type MySQLDatabase | Type. MySQL Instance
TEMPLATE MAME | i b a [} SHOW SELECTED {2) M B~ 0| &
PROFILE NAME |
FRSEMOLY PATH =] APPUCA... TEMPLATE PROFILE FRIENDL.. HOST IP HOSTHA... APPLIAM... TYPE APPTYPE PROTECTAB...
SLASTATUS | = . ) : .

=] BLG2 sl _strea Rermate_Pro. mysql_jenkins 17217204123 mysql_jenking DBZ-Local MySQL Data, MYSOL yes

=] mysal_jenking TZATZ0L123 eyl jenkine

=] WTLAT204123  rmyvsgl_jenidng DBZ-Local

...... | o a3

17217.204123  mysqljenkins  DB2-Local MySOLData.. | MYSGL o
7 ars

2. Select a snapshot image and choose Mount.

APPLCATION MANAGER Fiver by

Appllances ¥ O ganizations ¥ snecytes o X admin - & @)
Applhicatiom M WolkMow
Fo @ mysQld 41T | mysql jerikins | mysol fenkins Dot b Settiog

Jump to: B

HAME Image 1977312
STATUS: Awaisble
TRAKSFORT| SAN Baned, Out Of fund
Starage

BMACE SZE- 11,0003

. mm 20151009 153309
‘RECONERY, 1007 1632 To 10.07 1637
PANGE:

POOLHAME! Act_ter_pooiD00

Mot 1' -
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3.

5.

On the Mount page, from Target, choose the desired target MySQL server from the dropdown.

Under Application Options, enable Create New Virtual Application.

At Included Databases, Select Items, choose one or more databases to virtualize:

o Asingle database will be managed as standalone virtual copy

o Multiple databases will be managed as a consistency group

APPLCATION MANAGER Fter by

Applicatiors %

Appllances ¥ Crganizatians Aericalties.¥0

Walkflows

&

MAME | Image 1977312
STATUS Awaiable

TRANSPORT: SAN Besed, Out OF Baerd

Storage

WANGESIZE 11.00C8

EXPIRES M) 2019.10-09 153809

APPLIANCE. DB2Locat

RECOVERY. 1007 1632 To 10.07 1637
RANGE

CATALOGSTATE Hoes
POOLMAME: Act_per_pool0l

G 1

APPLCATION MANAGER Fter by

EEED ©§ v s | mysal jenkins | mysal jenkins (1ot sis & Setting [ ]

Mount

TARCET* LABEL

Mhysgl_jenkns -

w Application Opthans
CREATE NEW VIRTUAL APPUCATION -
INCLUDED DATABASES Databise Optings = are mandatary
Q [ sHOW SELECTED (1)

[El SELECT ITEMS

B DiF Daisbaie Optians
O Dee
ROLL FORWARD TIME B 20091047 0 warw & HOST TIME USER TIME

MYSgE TARCET SERVER POAT *
MYSOL TARGET G5 USER HAME *
MYSQL TARCET SERVER BASE DIRECTORY *

MANACE MEW APPLICATION

Selecting a Single Database

Appllances ¥ Crganizatians Aericalties.¥0

Walkflows

MAME | Image 1977312
STATUS Awaiable
TRABSPORT  SAN Based, ut OF Band

Starage
MAGESIE: 11 0008
EXDIRESOM, 2019-10-00 153808
APPLIANCE. DB2Locat
RECOVERY. 1007 1632 To 10.07 1637
RAMGE

CAIALOCSIATE, Neve
POOLMAME Act_par_poolodd

G 1

éoa mysqld 541 | mysql jerkans | mysal_jenkies ©

Mount

TARCET* LABEL

Mhysgl_jenkns -

w Application Opthans

CREATE NEW VIRTUAL APPUCATION -
INCLUDED DATABASES Databiase Optings * are mandatary
Q [ SHOW SELECTED {2

B SELECT ITEMS

B DiF Daisbaie Optians
@ bee Catabasa Optians *
ROLL FORWARD TIME B 20091047 0 warw & HOST TIME USER TIME

NAME OF CONSISTENCY CROUP *
MYSQL TARCET SERVER PORT *
MYSQUTARCET 5 USER HAME *

MYSQL TARCET SERVER BASE DIRECTORY *

Selecting Multiple Databases

22
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6. Click each selected database to specify the target database details for the new virtual copy.

APELICATION MANAGER Filtier by Appliances ¥ Organizations ¥

ampriaen vk B admin & @ O
LDl ConusencyGroaps Logical Groups Active images Woekflows
f T i Mount
TARGET * LASEL
NAME  Image_ 1977312
STATUS Availabie s _pening -
TRANSPORT' SAN Based, DutOF Band
Storage
IMAGESRE 11,0008 * Application Options
EXPIRES OM: 2019-10-09 153809
APPUARCE: 082 Local ()
RECOVERY 10-07 16:32 To 1007 1637 Databa . Loty
RANGE
CATALDG STATE Nane (=} [ sHOw SELECTED [1)
POOLNAME  Act_per_poclddd
B  SELECTITEMS
Cron 1]
@ oo
O D88
0 Y B [ a0 Q| iearn 5T I USER T
Y
Y
MY S
BOGRLE * 4
FROFILE _mm hd ‘ o "

7 Choose a target point in time for a database protected with log roll-forward.

NAME OF CONSISTENCY GROUP: This option will appear if more than one database is selected. Provide a
unigue name to manage the selected databases as a virtual copy.

MySQL TARGET SERVER PORT: Enter the port number on the target server where a new MySQL Instance
will get created for the new child databases.

MySQL TARGET OS USER NAME: Enter the name of the operating system user on the target server
where a new MySQL Instance will get created.

MySQL TARGET SERVER BASE DIRECTORY: Enter the path to the base directory where the configuration
files for MySQL Instance on the target server are stored.

Manage New Application
o To protect the new virtual database, click and enable Manage New Application.
o Choose a template and a resource profile to protect the database.

8. (Optional) Under Advanced Options, enter login credentials (username and password) for the target MySQL
Instance that will be created. If you do not specify anything, empty database credentials will be used. For
the directory path, enter the path to the messages directory for the MySQL Instance on the target server.

9. Under Mapping Options, Mount Location, select a storage pool and specify a target mount point to mount
the new virtual database to.

10.  Click Submit.
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Restoring and Recovering a MySQL Database
Depending on how you protected the database, you need the procedure for:
Recovering from Volume based Snapshot on page 24

Recovering from a Full+Incremental Backup on page 26

Recovering from Volume based Snapshot

Use this procedure to restore and recover the source MySQL database. This procedure uses physical recovery of the

source data area.

To recover back to the source:

1. From the AGM Application Manager, right-click the protected database and select Access.

Note: You can use the Managed SLA Status filter to show only protected databases.

APPUCATION MANAGER Fiter by Appllances ¥ Ofganizations

I .lpnli.ll'mm Workflows

Ocewatiers i Applications

APPLICATION HAME

HOST HAME dhielinen @ S Massged O Ve MySQLDutabase O Type MySQL Instance
|

TEMPLATE MAME : Q
PROFILE NAME |
FRSEMOLY PATH = APPUCA... TEMPLATE PROFILE FRIENDL.. HOSTIP HOSTNA... APPLIAN...
SLASTATUS | =

o BUGE imysgl_strea Remabe_Pro. mipsal_jenking T2AT204123  mysgl_jenkdne  DEZ-Local
B Manags

=] mmysal_jenddng TZATZ0L123 eyl jenkine DEZ-Local
a 9] “ :

0o @ D82 Manage SLA bl jenking  1T217.204123  mvsql lenking DBZLocdl
| 0 @ Dbe ' ACCEss ! enkins.  17217.204.123  mysqljeniins - DEZ-Local
|

2. Select a snapshot image and choose Restore.
APPLICATION MANAGER Fister by Applhances ¥ Ofganizations =
Applicationm Workfloss.
¢ CEEEED @ .S |yl jeriins | mysal jerking et

Jump e B

Onvault

smercatiwn o A admin - & @

+ ADD APPLICATION = ADD VIRTUAL MACHINES

[ SHOW SELECTED {2) M B~ 0| &
TYPE APPTYPE PROTECTAB...
MySCA Dt MYSGL s

MySQL Dt MYSQL no

MySOLData.. | MYSGL o

et L admin & @ o

HAME Image. 1977312
STATUS mwaiable

TRAMSPORT SAN Based, Our Of Band
Stotege
WACESIZE 11 0008
EXPIRESON, 20191009 153309
APPLANCE. DE2-docal
RECOVERY. 10-07 1632 To 1007 1637
RANGE

cml.or.nh& Mone
POOLMAME! Act_per_pocith

Mot | -
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3. On the Restore page choose a point in time for the protected database to recover to.

APPLICATION MANAGER Fater by Appllances » Organizations ¥
Apphicasons: [ WorkFlows

¢» QTSR] © .54 | s | s sk

Restore

Use this page to initiate arestore operation. A restors will Lake the existing databases offline and overwrite their data files

RAMET Image 1877312
STATS: Avatable ROLL FORWARD TIME [ EEPRARRE O i63sis B HOSTTIME (5 USERTIME
TRANSPORT. SAM Based, Oue-OF Band
e ey
BIACESTE. 11,0058 (T () ampim] b
mm 2019-10-09 153809
APPUIANCE: DB2-Local SELECT ITEMS

RECOVERY! 10-07 16332 Ta 1007 16:37
RANGE

CATALDG STATE - Mone
PODLMAME  Act_per_pool0od

st

4. Enable Restore With Recovery to apply recovered logs.

5. Click Submit.

sesrcaem e & admin & §
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Recovering from a Full+Incremental Backup

Recovering Back to the Source: Use this procedure to restore and recover the source MySQL database. This
procedure overwrites the source data.

Recovering Back to the Source

1. From the AGM Application Manager, right-click the protected database and select Access.

Note: You can use the Managed SLA Status filter to show only protected databases.

APPUCATION MANAGER Flterby  Appllances Crganizations ¥ smeiatinsvoe L admin & @
Walkflows
i Applica[ions + ADD APPLICATION. [l ADD VIRTUAL MACHINES
APPLICKTION HAME
HOST MAME 4 hude 0 5l Misaged  © Type MySQL Database Q) Type. MySQL instance
i 5 || tipe tose =1 [ SHOW SELECTED {2) M B 7| &
PROFILE NAME |
FRSENOLY PATH =] APPLICA... TEMPLATE PROFILE FRIENDL .. HOST P HOSTHA.. APPLIAN. .. TYPE APPTYPE PROTECTAB...
SLASTATUS 1 = N § . “
=] BLG2 sl _strea Rermate_Pro. mysql_jenkins 17217204123 mysql_jenking DBZ-Local MySQL Data, MYSOL yes
B Manag
o =] WZIT204123 sl jenking
a

1TRAT204173  mysqljenkins  DBZ-Locl

18 @ bes 1217204123 mysql_jendns - DEZ-Local MySOL Data. MYSGL no
2. Select a snapshot image and choose Restore.
APPLICATION MANAGER Fitorby  Appliances ™ Organizations = st L admin & @ 2
waorkflowt
& B mysald 5411 | mysql jerkins | mysal jenking Delals & Setting oA

Jump e B

HAME. Image_ 1977312
STATUS mwaiable

TRAMSPORT . SAN Based, O OfiBland
Storage
WACESIZE 11 0008

P EXPIRESOM. 2019-30-09 153809
"0 APPLIANCE DEZ-Local
. RECOVERY. 10-07 1632 To 1067 1637
RANCE

CATALGE STATE' Mooe
POOLMAME! Act_per_pocith

Matmt -

3. For a database protected with logs, on the Restore page, choose a date and then a point in time.

4. Use Select Items to choose one or more databases to restore.

5. Click Submit. This will start the source database physical recovery using MySQL recover commands.
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