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Preface

The information presented in this guide is intended for users who are configuring Actifio Global Manager (AGM) for the Azure
Cloud.

Once you have finished configuring Actifio Global Manager (AGM), consult the AGM online help. It provides detailed
instructions on using AGM.

The ActifioNOW Customer Portal

Actifio customers can access to the entire Actifio documentation set as well as the portal’s knowledge base.

To log into the ActifioNOW Customer Portal:

1. Go to: https://now.actifio.com
2. When prompted, enter the user name and password provided by your Actifio representative.
3. From the ActifioNOW customer portal you can access:

o  Product Documentation - View the user documentation for your Actifio products and releases.

o Knowledge Base - Search across all of the available content for relevant articles.

Actifio Support and Service

Access these locations for help with your Actifio product suite:

Customer Support Phone From anywhere: +1.315.261.7501
US Toll Free: +1.855.392.6810
Australia: 0011 80016165656
Germany: 00 80016165656

New Zealand: 00 80016165656
UK: 0 8000155019

Customer Support Email support@actifio.com

Customer Support Portal http://support.actifio.com/

actifio | actifio.com | Deploying Actifio Global Manager in the Microsoft Azure Cloud v



vi

Deploying Actifio Global Manager in the Microsoft Azure Cloud | actifio.com | actifio



1 Introduction

Actifio Global Manager (AGM) provides centralized management capabilities in a virtual appliance. From one centralized AGM
management system, you use the AGM browser-based Ul to manage multiple Actifio CDS and Actifio Sky appliances and
perform various day-to-day copy data operations.

Your Actifio solution may consist of different types of appliances interconnected and replicating data between each other.

Actifio Sky: An Actifio Sky appliance is a virtual machine (VM). Actifio Sky appliances can be installed at your
location or in a cloud vendor’s cloud. Actifio Sky appliances are licensed by capacity and may be used with other
Actifio appliances.

Actifio CDX: A CDX appliance is a virtual machine (VM) tht can be installed at your location or in a cloud vendor’s
cloud. CDX can protect a Fibre Channel-presented volume using storage virtualization. Actifio CDX is the newer
generation of high-availability hardware for Actifio virtual Data Pipeline (VDP technology).

Actifio CDS: An Actifio CDS appliance is a hardware and software solution. An Actifio CDS appliance captures and
manages data locally, and can replicate captured data to other Actifio CDS and Sky appliances. Actifio CDS
appliances are installed and configured by your Actifio representative.

Local and Remote Appliances: When two Actifio appliances are joined, local and remote is determined by the
appliance you are logged in to. An exchange of certificates is required to join appliances.

We recommend that you read Getting Started with Actifio Copy Data Management to have a grasp of the basic concepts
associated with an Actifio appliance. It is available on the ActifioNOW Customer portal.

With AGM you can manage up to 40 Actifio appliances. AGM communicates with each Actifio appliance by IP address or fully
qualified domain name (FQDN) of the appliance. When you add an Actifio appliance to AGM, all SLA templates, organizations,
users, and roles are imported into the AGM database and become AGM-level objects. You can then utilize these objects across all
managed Actifio appliances.
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2 Configuring the Actifio Global
Manager VM

This section assumes that the reader has a valid Microsoft® Azure Cloud account, and is familiar with basic Azure Cloud
processes and procedures. It has the following topics:

. AGM Requirements on page 3

. Web Browser Requirements on page 4

. Configuring the AGM VM on page 5

. Required Ports on page 12

AGM Requirements

During deployment, AGM will optionally come up with additional services of Catalog and Report Manager depending on the
Azure size specified and disks configured.

For AGM with Catalog and RM:

. Use the size: D16S_V3 (16 vCPU, 64 GB RAM)

Note: AGM with Catalog and RM requires 10 reserved virtual CPUs and 28 GB of memory.

. Four (4) separate virtual disks for storage:
o  One 50 GB disk for the operating system and AGM repository
o  One 250 GB disk for Report Manager data
o  One 250 GB disk for the catalog index
o 400 GB disk to store backups of the catalog disk

Note: As a best practice, Actifio recommends that the AGM virtual disks do not share the same datastore as the
production virtual machines.
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For AGM with Catalog:

Use the size: D8S_V3 (8vCPU, 32GB RAM)

Note: AGM with Catalog requires 8 reserved virtual CPUs and 28 GB of memory.

Three (3) separate virtual disks for storage:
o  One 50 GB disk for the operating system and AGM repository
o  One 250 GB disk for the catalog index
o  One 400 GB disk to store backups of the catalog disk

As a best practice, Actifio recommends that the AGM virtual disks do not share the same datastore as the production
virtual machines.

Note: Any RM requirements for an AGM deployment with Catalog and RM will be in addition to the requirements
listed above.

For AGM with RM:

Use the size: D8S_V3 (8vCPU, 32GB RAM)

Note: The AGM instance requires 6 reserved virtual CPUs and 16 reserved GB of memory.

Two (2) separate virtual disks for storage:
o One 50 GB disk for the operating system and AGM repository
o  One 250 GB disk for Report Manager data

As a best practice, Actifio recommends that the AGM virtual disks do not share the same datastore as the production
virtual machines.

Note: Any Catalog requirements for an AGM deployment with RM and Catalog will be in addition to the requirements
listed above.

For AGM without Catalog or RM:

Use the size: D4S_V3 (4vCPU, 8GB RAM)

Note: The AGM instance requires 4 virtual CPUs and 8 GB of memory.

One 50 GB disk for the AGM operating system and AGM repository.

Web Browser Requirements

The AGM UI supports the following minimum web browsers:

Google Chrome version 74.0 and higher
Microsoft Internet Explorer version 11.0 and higher

Mozilla Firefox version 68 and higher

The recommended minimum display screen resolution is 1280 x 1024 to run the AGM Ul in a web browser.
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Configuring the AGM VM

To configure AGM VM from your Azure account, you must:

. Obtain the Actifio AGM image from your Actifio representative.

. Have an Azure storage account.

. Create a virtual machine that runs on either Linux or Windows.

. Create a new disk to store data on your virtual machine.

. Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can

create security group rules to control ports and inbound and outbound network connectivity.

Create Virtual Machine
1. Log into your Microsoft Azure portal.
2. Select Image from Azure services and the images page appears.
e o ]
=
Azure services
+ L o 5 & = @ g < -
J Virtual Images Al resources App Services Storage SQL databases  Arure Daabase Azure Cosmos More services
maschines sccounts for Postgres B
Recent resources
Mama Type Last Viewsd
3. Select and click the required AGM image from the available images. Use the filter to narrow the image search.

Microsoft Azure P Search resources, services, and docs (G+/)

Home >
Images =
Actifio
= Add Manage view - () Refresh Export to CSV D Feedback
| agm-10-0-1 Subscription == all Resource group == all X Location == all X +v Add filter

Showing 1 to 1 of 1 records

D MName

[ &8 agm-10-0-1-4632-actifio

Source... T, OStype T,

agm-10-0-1... Linux

The selected image page displays the detailed information.
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4, Click Create VM.

Home > Images

Images

Actifio
Add 53 Manage view
agm-10-0-1

Name

BE agm-10-0-1-4632-actifio e

(<} agm-10-0-1-4632-actifio =

Image

¥ Overview
NAME
i Activity log agm-10-0-1-4632-actific

Access control (IAM]
L SOURCE VIRTUAL MACHINE

@ Tags 2gm-10-0-1-4632-actific
Settings 05 DISK

Locks. 05 type Saurce blob URI
3 Export template Linux

The Create a Virtual machine page appears.

Create a virtual machine

Basics Disks MNetworking Management Advanced Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters ar review esach tab for full
customization.

Looking for classic WMs? Create WM from Azure Marketplace

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to arganize and manage all
your resaurces.

: i o ~

* Resource group & Engineering-East-1 ~

Cregte new

INSTAMNCE DETAILS

* Virtual machine name & A resource group is a container that holds related

resources for an Azure solution.

‘ e -
Availability opticns @ * Mame =
* Image & r

Cancel |

'
The value should not be empty.

* Size @

ADMIMISTRATOR ACCOUNT

Authentication type @ ) Password (@) S5H public key

* | lemrname

5. In the Basics tab, perform the following:

o In Project details section, select the existing resource group from the Resource group drop-down list or

create a new resource group by using the Create new option.

o In Instance details section, enter the name for the virtual machine in the Virtual machine name field.

Create a virtual machine

Instance details

Virtual machine name * (0 ‘ demo-guide v |
Availability options ‘ No infrastructure redundancy required ~ |
Image * @ | agm-10-0-1-4632-actifio M

Browse all public and private images
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o  Select the required CPU and RAM from the Size drop-down.

Azure Spot instance (O O Yes @ No
Size* (@ | Standard_B4ms - 4 vepus, 16 GiB memory ($121.18/manth) R |
Select size

o0  You can also chose the required CPU and RAM by clicking the Select size option. The Select a VM size page
appears.

Select a VM size

Diplay cowt - Mesthly EPUL Al RAM (5 Al i Add e

Mot used szes try Asues uners

Showing 17 of 15 VM sm Subuerption. Acto [nginerrng (416 Rogion Lt US | Corwnt stam Standaed By magr sgm-10-0-1- 600 actifin | Lmam mon about VM iz
VM Sae %5 Faemily T VCPUS %4 RAM (G 75 Data ssks T, M K0PS5 74 Temp stoeage (GIB] T, Prassium ik 75
DS12 Genera purpose 1 35 “ 200 7 Supponied
D2iv3 Genera purpose 2 5 “ 200 i Supponied
By General purpaie z 4 “ 1280 ] Supponied
] Geners parpose 1 1 ] 4 Supporied
General purpose 2 ] ] 1520 % Supponied
General purpaie 1 2 2 540 4 Sunponed
Bk~ Genera purpose 1 s 2 L] 4 Sunponed
DS Gereral purpose z 7 5 5400 " Supponed
Bams General purpase ] 1 ] 280 » Sunponed
Geners parpose " " i 12800 = Supponied

[ s | Prices presenied are extimanes in povr local curmency that inclade ondy Anure inbrsinuctuns costs and ary discounts ke the subsription snd lacstion. The prices San't inchude any appbcable sodtware costs Final charges will sppear in your local curmency in cost snslysis sed bain|

Note: Select the appropriate VM size based on the AGM configuration. See the AGM Requirements Section.

o In Administrator account section, select the authentication type as SSH public key or Password.

o if SSH public key type is selected, enter the Username and Key pair name, and select the appropriate key
source option from the SSH public key source drop-down list.

Administrator account

Authentication type @ (®) ssH publickey () Password

o Azure now automatically generates an S5H key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * (1) | AzureUser vy |
SSH public key source | Generate new key pair ~ |
Key pair name * | demo-guide_key s |
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7.

o If Password type is selected, provide a username and password.

Administrator account

Authentication type @
Username * (1)
Password * (@

Confirm password * @

O SSH public key '@} Password

| AzurelUser

o In Inbound Rules section, you may skip this by choosing the default selection of Inbound ports.

Note: You can change the inbound ports based on your firewalls rules.

INBOUND PORT RULES

Select which virtual machine network ports are accessible from the public internet. You can specify mare limited or granular
netwark access on the Networking tab.

* Public inbound ports @ (®) None () Allow selected ports
L] ~
Li}

Leave the remaining defaults and then select the Next: Disks.

In the Disks tab, perform the following:

o  Select the OS disk type as Standard HDD or Standard SSD.

Create a virtual machine

Basics Disks Metworking Management Advanced Tags Review + create

Azure VMs have ane operating system disk and a temporary disk for short-term storage. You can attach additional data disks
The size of the VM determines the type of storage you can use and the number of data disks allowed, Learn more

DISK OPTIONS.

= 05 disk type @ Standard 550 ~

DATADISKS

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

W HAME sizE @i DISK TYPE HOST CACHING

Creste and attach anew disk  Attach an existing disk

v ADVAMCED

Come I

o Leave the Encryption type to the default selection.

o  Select either Create and attach a new disk or Attach an existing disk.

o  Click Next: Networking. The Networking page appears.
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8.

Create a virtual machine

Basics Disks Metworking Management Advanced Tags Review + create
Define netwark connectivity far your virtual machine by configuring netwark interface card (NIC) settings. You can control
parts, inbound and cutbound connectivity with security group rules, or place behind an existing load balancing solution. Learn

mare

NETWORK INTERFACE

When creating a virtual maching, a network interface will be created for you.

* Virtusl network @ (new) agma12-Demo-vnet v
Create new

* Subnet @ Inew) defeult (10.0.3.0/24) ~

Public IP @ (new) agm12-Demo-ip v
Create new

NIC network security group @ ) None (@) Basic () Advanced

* Public inbound ports @ ®) None Allow selected ports

Accelerated networking @ ®) Off

The selected image does not support accelerated netwarking,

LOAD BALANCING

Yau can place this virtual machine in the backend pocl of an existing Azure load balancing solution. Learn more

Place t

al machine behind an ) Yes (@) No

existin alancing salution?

In Networking tab, perform the following:
o  Select a virtual network from the drop-down list or click Create new to create a new virtual network.
o  Select a subnet from the drop-down menu.

o  Select a public IP address from the drop-down menu if you want to use an existing public IP address, or select
Create new if you want to create a new public IP address.

o  Select None, Basic, or Advanced from the NIC network security group selections.

Note: If you want to create a new customized network security group, select the Advanced option and then click
Create new from Configure Network Security group.

o  For Public Inbound Ports, select either None or Allow selected ports.
o  (Optional) Select inbound ports from the drop-down menu.
o (Optional) Select either On or Off for Accelerated networking.

o (Optional) Select Yes if you want to place your virtual machine behind an existing load balancing solution.
Select No if you do not want to place your virtual machine behind an existing load balancing solution.

o  Click Next: Management >. The Management page appears.
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9.

10.

Create a virtual machine

Baics  Ditks  Metworking  Managerent  Advanced  Tagi  Raview + creats

Configare montoning ard mansgement apsom for your VM

Arusre Swcurity Conter

Azure Secarity Center pr Stcufity manages o acress hybrid o

© Your subscrption i protectd by Anue Securty Contie btk o,

Monitaring

Boot dgrostics won () on

05 guest diagrestics @ on (®on

* Disgnossics siormge sccount § ] bl
ety

System avugned managed identity @ on (W) o

Azare Active Directory

Austo-shutdown
oL On (%) 08

I [ ) [

In Management tab, perform the following:

(o]

(o]

Under Monitoring, either select an existing diagnostics storage account from the drop-down menu, or click

Create new if you want to create a new diagnostics storage account.

Click Next: Advanced. The Advanced page appears.

Create a virtual machine

Basics Disks Networking Management Advanced Tags Review + create
Add additional configuration, agents, scripts or applications via virtual machine extensions or cloud-init.

Extensions

Extensions provide post-deployment configuration and automation.

Extensions @ Select an extension to install

Cloud init

Cloud init is a widely used approach to customize a Linux VM as it boots for the first time. You can use cloud-init to install
packages and write files or to configure users and security. Learn more

o The selected image does not suppert cloud init.

Host

Optionally placing your virtual machine in a host Learn more

VM generation

Generation 2 VMs (preview) support features such as UEFI-based boot architecture, increased memory and OS disk size limits,
Intel® Software Guard Extensions (SGX), and virtual persistent memory (vPMEM).

AW, Generation 2 VM [preview) do not yet support some Azure platform features, including VM backup, Azure Site =

[ [

Host group @ No host group found hd

Host @ No host found ~

In Advanced tab, perform the following:

(o]

o

o

(Optional) Under Host, select a host group and a host from the drop-down menus.tional

(Optional) Under VM generation, sclect cither Gen 1 or Gen 2.
Click Next: Tags. The Tags page appears.

10
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Create a virtual machine

Basics  Disks  Networking  Management  Advanced  Tags  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag
1o multiple resources and resource Qroups. Learn mone about tags

[Mate that if you create 1ags and then change resource settings on other tabs, your tags will be automatically updated
st VAL RESCURCE

e || 11 selected v

11.  In Tags tab, perform the following:

o (Optional) To create a tag that enables you to categorize resources to multiple resources and resource groups,
select a name, value, and resource from the drop-down menus.

o  Click Next: Review + create>.The following page appears.

Home T Creatavm-agm-8 07 Y5b TOTROOTTTOTAS - Cvereiew
2. CreateV'm-agm-8-0-7-358-20190801170745 - Overview

© cancel O Antewsh
L =« Your deployment is underway
B iepus
e [ Ceelormerirame Coneimape 8078  Sadtme Y12018, 51457 P
Citprats. Subncnption Comelation ID:  SbehaBibc-S362-43d4-b117-lafabSi5a5
RLBITE Group
Template

~ Deploymant detads (Dowsload)

P resuhts

o Mext steps

You will see the following page when the VM deployment is complete.

M@ Delete & |T) Redeploy | O Refresh ‘

@ Your deployment is complete

Deployment name: CreateVm-agm-8-0-7-358-20190801170745 Start time:  8/1/2019, 5:14:57 PM

Subscription: Carrelation ID:  5bcba86c-5362-43d4-b1f7-d2a6a63555a5
Resource group:

~ Deployment details (Download)

“~ Next steps

12.  Proceed to Required Ports on page 12.
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Required Ports

After installing AGM in Microsoft Azure, you must ensure the proper ports are open on AGM, the Actifio Sky appliances it
manages, and the hosts managed by the Actifio Sky appliance.

Inbound Port Rules Outbound Port Rules

AGM ssh:26 adhd_tunnel:5103
http:80
https443
Actifio Sky ssh:26 streamsnap_secure:5107
http:80

https443

adhd tunnel:5103
streamsnap_secure:5107
Host http:80

connector:5106

Inbound and outbound ports are set from Microsoft Azure from the virtual machine’s Networking page:

B Network Inberface: sgmaoizis fact £ ®

B ALITOIMAT  Prwate B 1TRIATA

INBOUND FORT RULES &

» & E @O |

CUTBOUND POST RULES &

Inbound and Outbound Ports

Once you have set the ports, you are ready to use AGM. See Accessing Actifio Global Manager on page 13 for details.
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3 Accessing Actifio Global Manager

When the Microsoft Azure instance is ready, you can enter the instance’s Public IP in a browser and log in to the Actifio Global
Manager.

Accessing AGM

After the AGM is configured and powered up, you can launch AGM in a web browser:

Note: For the following procedure you will need the IP address of the AGM VM. You can find this IP address on the AGM VM’s
Summary tab.

1. Obtain the AGM VM’s Public IP, from Microsoft Azure, select the AGM VM from the list of available VMs.

2. Click Overview and the Public IP will be displayed under Essentials:

New G Restat M Stop =P Move [0 Delete ) Refresh
Dashboard

Resscusce: grouge:

Al resources

Reomnt

App Senvices . Disgnose and soive problems

Virtual machines (ckass... e,
virtual machines A Nebworking Show datafor last | Thour | Ghours | 12hours Tday | Tdays | 30days

T son databases & Daks

CPU (average)

& squre Active Directory

© wonitor
Il Properties

Mo services

Actifio Global Manager Public IP

3. Open a browser and in the address space, enter the Public IP address of the AGM VM and the AGM login screen is
displayed:

actifio 13
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Global Manager

A VEERNAME
a8 PASSWORD

LOC M

Actifio Global Manager Login Screen

From the AGM Login window, enter the default username: admin, and the password: password. Actifio recommends
changing the admin password after you log in to AGM.

If you are using a Microsoft Internet Explorer browser to log in to AGM and the Username and Password fields are
disabled in the Login window, access the Compatibility View Settings dialog box (select Tools > Compatibility View
settings) and ensure that the Display intranet site in Compatibility View check box is checked.

The AGM application opens and prompts you to change your password as part of security enhancement.

Qp’rlflo

© Change Password

Enter a new password of at least six (6) characters, it can be the same as your old password as well.
Click Save to save then new password. You are taken back to the login screen.

Enter your user name and new password.

Click Login.

The AGM application opens and shows the EULA.

Read the license agreement in its entirety, and click Agree.

You are prompted to add an appliance.

14
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€) Add Appliance

10.  Click OK to open the Add Appliance page. Add the first appliance and subsequently add more appliances following
guidelines Adding Actifio Appliances in AGM.

11.  Click the ? in the upper right corner of the AGM browser to launch the AGM Online Help system. You can read up
about the Dashboard, Domain Manager, SLA Architect, Application Manager, Catalog, System Monitor, and Upgrade
services in the Help.

12.  To logout of AGM or to change users, click the active user listed at the top of AGM and select Logout.

Adding Actifio Appliances in AGM

Actifio appliances must be added to AGM before they can be managed. Appliances are added through AGM’s Domain Manager
service. Adding each Actifio appliance imports into AGM its hosts, applications, organizations, users, and roles.

The first Actifio appliance that you plan to import into AGM should contain policy and security objects (Templates,
Organizations, Roles, and Users) with names and configurations that are most representative of the typical operating environment
of your organization. The first Actifio appliance that you add into AGM serves as the baseline appliance used by AGM as the
standard for comparison with all subsequent imported Actifio appliances for object consolidation.

For a set of recommended best practices that you should follow prior to adding your Actifio appliances into AGM, see the Adding
Appliances to an AGM topic in the AGM Online Help.
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