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Preface

The Actifio CLI Reference provides detailed description, syntax and examples of Actifio CLI commmands. It
also describes how to access the command-line interface using SSH.

This guide assumes you have read Getting Started with Actifio Copy Data Management and have a
grasp of basic VDP concepts.

Unless otherwise specified, all commands detailed in this document apply to appliances.

The ActifioNOW Customer Portal

During the configuration and initialization of your appliance, your customer support representative
provided you with a user name and password for the ActifioNOW customer portal.

From the customer portal you can obtain detailed reports about your appliance as well as search the
portal’'s knowledge base for answers to specific questions.

To log into the ActifioNOW customer portal:
1 Go to: https:/[now.Actifio.com
2. When prompted, enter the user name and password provided by your representative.

Support Centers
To contact an Actifio support representative, you can:
. Send emaiil to: support@.com

. Call:
From anywhere: +1.315.261.7501
US Toll-Free: +1.855.392.6810
Australia: 0011 800-16165656
Germany: 00 800-16165656
New Zealand: 00 800-16165656
UK: 0 800-0155019
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1 CLI Overview

The VDP appliance CLI provides a collection of commands for a system administrator, programmer, or
other qualified personnel to use as a means to access, configure, and monitor an appliance or node. You
may require access to the CLI to configure the advanced features of the appliance or to develop a series
of scripts to automate its configuration.

You access the VDP appliance CLI by establishing a Secure Shell (SSH) connection between the SSH client
software on your computer and the SSH server on an appliance.

Note: See Chapter 2, Accessing the CLI from a VDP Appliance for details on defining CLI usage rights
and accessing the CLI.

This chapter has the following topics:

Run Modes for the CLI on page 2

Restricted Bash Shell on page 2

Command Sets Supported by the CLI on page 3
Command-Line Interface Syntax Conventions on page 3
Using the -delim, -nohdr, or -filtervalue Parameters on page 4
Using the -delim, -nohdr, or -filtervalue Parameters on page 4
Operational Hints and Tips on page 7

Obtaining CLI Help on page 8

CLI Return Codes and Error Messages on page 9
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Run Modes for the CLI

The CLl can be run in two modes, Interactive and Single Shot.

Interactive

You start an interactive session by logging into VDP appliance using an SSH client such as PUTTY or native
SSH. See Chapter 2, Accessing the CLI from a VDP Appliance.

iS4 PuTTY Configuration “
Category:
B Session Basic options for your PuTTY session
T, LOQEQWQ Specify the destination you want to connect to
= Termina
i o Hast Name (or |P address) Port
- Bell dev actifio.com| 22
i Features Connection type: = z =
=~ Window _JRaw () Teinet () Riogin (@ S5H () Seral
gzaearance Load, save or delete a stored session
=Naviour
. Translation Saved Sessions
Selection
| Colours [Defaut Setings =
) Conmoction T —
Oata Save
Proxy
Telnet Delete
Riogin
+- SSH
Seridl Close window on exit: )
) Always ) Never ®) Only on clean exit
About | open || cancel

Using an SSH Client to Log In to the Appliance

Single Shot Mode

SSH commands can be sent to be run instantly in a non-interactive session. You may want to run an
occasional command on one command line. Since only one command is run, this is called single shot
mode. Unix operating systems can send single shot commands using the SSH command like this:

ssh -i ~/.ssh/id_rsa admin@10.1.1.1 "udsinfo lsuser"

When using the Windows operating system, an example of an application that can be used is plink. For
example:

plink -i id_rsa.ppk admin@10.1.1.1 "udsinfo lsuser”

Restricted Bash Shell

The appliance CLI runs in a restricted shell known as an RBASH shell. This is done to ensure that the VDP
appliance adheres to the highest levels of security and data integrity.

The main difference that a Unix administrator will find running in RBASH is that many shell commands do
not work, such as ed for change directory. If you attempt to enter commands that are not allowed, a
message similar to the following is displayed:

rbash: cd: restricted
Three Unix commands can be run from the CLI by all users: udstask, udsinfo, help.

There are additional eight Unix commands that can be run from the CLI by users with ‘administrator’
privileges: cut, date, grep, less, ping, sed, sort, tail.

All standard commands delivered by the bash shell itself are usable, such as if/then loops and for/next
loops.
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Command Sets Supported by the CLI

The CLI supports two command sets: udsinfo and udstask. The udsinfo command set includes the
information-based commands and the udstask command set includes the commands that modify the
appliance.

These two command sets are described in this section.

udsinfo CLI Command Set

The udsinfo CLI commands are used to retrieve information from an appliance (for example,
Isapplication, Isorg, Isorgresource, and so on).

For example, to display a list of previously created organizations:

$ udsinfo 1lsorg

id description name

3 ALL organization, all objects be... ALL

5 PUBLIC organization, every object... PUBLIC
131684 Children QA & DEV Company
137346 Admin
150949 Lab1l Labl_org

udstask CLI Command Set

The udstask CLI commands affect an appliance (for example, appdiscovery, backup, cloneimage, and so
on). You use these commands to make configuration changes to the appliance.

Note: Typically no message is returned if a UDSTASK command succeeds; however, helpful messages
may be returned for certain commandes.

For example, to start a backup on demand job on an appliance:

$ udstask backup -app 5840 -policyid 5111
Job_0012345

Once executed, the udstask backup command informs you that Job_0012345 has been initiated to
perform the backup job.

Command-Line Interface Syntax Conventions

This section describes the CLI syntax diagram conventions used in this document. It outlines the different
syntax symbols that represent the components of a command in the CLI and the rules associated with
the syntax components.

Included below is an example of the CLI syntax used in this document. This example is for the
vmdiscovery command of the udstask command set:

>>- udstask -- -- vmdiscovery -- --4-----------o-oooooo-- +------ >
'- -discoverclusters -'
P LR TP I il R LR R el >
'- -discovervms -' '- -addall -' '- -addvms -'
D e e e +----- >
'- -cluster -- cluster_name -' '- -delim -- delim -' (in a CDS environment)
'- -esxcluster -- cluster_name -' '- -delim -- delim -'(
>--+- -host --+- host_name -+-- --4-------------"------ +----- >
'- host_id ---' '- -org -+- org_id ---+-'
'- org_name -'
D e e e T ><
‘- -vms -- vms -' '- -nohdr -- nohdr -'
P e e T TP e R il ><
'- -appliance -- appliance -'
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This table explains how to read the syntax diagrams that represent the command-line interface (CLI) commands
throughout this document.

Command-Line Interface Syntax Conventions

Notation Description

Main path line > .. >< Begins on the left with double arrowheads and
ends on the right with arrows facing each other.
When a syntax diagram is longer than one line,
each line to be continued ends with a single >
arrowhead and the next line begins with a single
>.Read the diagrams from left-to-right and top-
to—-bottom following the main path line.

Required keywords >-- -host --+ Indicates the parameters or arguments that you
must specify for the command. Required
keywords appear on the main path line. Mutually
exclusive required keywords are stacked
vertically.

Keywords appear in bold throughout this Actifio
CLI Reference

Optional keywords P L L EEE TR + Indicates the optional parameters or arguments
--+-org_id ----+ that you can choose to specify for the command.
' Optional keywords appear below the main path
line. Mutually exclusive optional keywords are
stacked vertically.

--- org_nane -

Note: Optional keywords appear in bold
throughout this Actifio CLI Reference.

Variable P e + Represents the value that you need to supply for
--+-org_id ----+ a parameter or argument, such as a file name,
user name, object name, object ID, source ID, or
password. If a parameter has mutually exclusive
options, those parameters are stacked below the
first parameter. Optional variables appear below
the main path line.

--- org_nane -'

Note: Variables appear in italics throughout this
Actifio CLI Reference.

Single quotation mark -basedn Indicates the start and end of a parameter or
‘dc=example,dc=com’ argument that contains multiple values. Enclose
one or more hame-value pairs in a set of single
quotation marks for a particular parameter or
argument.

delimiters

Using the -delim, -nohdr, or -filtervalue Parameters

The udsinfo CLI command set includes commands that display information about the appliance and its components.
Many of the udsinfo CLI commands support the use of the -delim, -nohdr, and -filtervalue parameters to
facilitate scripting.

. The -nohdrand/or -delim parameters enable the easy retrieval of output fields through a script.
The -nohdr parameter skips the display of column headings and -delimoverrides the display of
column data in separate rows.




. The -filtervalue parameter allows you to reduce the amount of data returned in a report by a
series of filter attributes.

Depending on your requirements, you can use any or all of these parameters as part of a CLIl command. If
required, you can also return the details of an object by including its ID.

For example, here is the output for the udsinfo 1ss1t command:
$ udsinfo lsslt

id override description name
1001 true Daily Local 14-day zSamplel
1002 true Daily Local DB + Logs 30-day zSample2
1003 true Daily Local 6-month tiered  zSample3
1004 true Daily Replicated 3@-day zSampled
1005 true Daily Dedup Async 30-day zSample5
1006 true Daily Stream Snap 30-day zSample6
1007 true Monthly Vault zSample?7
1008 true 8-Hour Local 14-day zSample8
15207 true new description snap

You caninclude -delim to facilitate scripting:

$ udsinfo 1lsslt -delim ,

1001, true,Daily Local 14-day,zSamplel
1002,true,Daily Local DB + Logs 30-day,zSample2
1003,true,Daily Local 6-month tiered,zSample3
1004,true,Daily Replicated 30-day,zSample4d
1005, true,Daily Dedup Async 30-day,zSample5
1006,true,Daily Stream Snap 30-day,zSample6
1007, true,Monthly Vault,zSample?7
1008,true,8-Hour Local 14-day,zSample8
15207,true,new description,snap

You can include -nohdr to skip the display of column headers for data, and include -delim to facilitate
scripting:

$ udsinfo 1sslt -nohdr -delim ,

1001,true,Daily Local 14-day,zSamplel
1002,true,Daily Local DB + Logs 30-day,zSample2
1003,true,Daily Local 6-month tiered,zSample3
1004,true,Daily Replicated 30-day,zSample4d
1005,true,Daily Dedup Async 30-day,zSample5
1006,true,Daily Stream Snap 30-day,zSample6
1007, true,Monthly Vault,zSample7
1008,true,8-Hour Local 14-day,zSample8
15207,true,new description,snap

You caninclude -filtervalue to select only the data you are interested in displaying:

$ udsinfo 1lsslt -delim , -filtervalue name=snap
id,override,description, name
15207,true,new description,snap

And you can also use wild cards with -filtervalue:

$ udsinfo 1lsslt -delim , -filtervalue name=zSample*
id,override,description,name

1001, true,Daily Local 14-day,zSamplel
1002,true,Daily Local DB + Logs 3@-day,zSample2
1003,true,Daily Local 6-month tiered,zSample3
1004,true,Daily Replicated 30-day,zSample4d
1005,true,Daily Dedup Async 30-day,zSample5
1006,true,Daily Stream Snap 30-day,zSample6

1007, true,Monthly Vault,zSample7
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1008, true, 8-Hour Local 14-day,zSample8
If an object ID is known, you can obtain the details of an SLT:

$ udsinfo 1lsslt -delim = 15207
sourceobjectid=0
fromremote=false

name=snap

description=new description
sourcecluster=0

id=15207

override=true

Additional examples include:

. Locate a host, with name “foo™

$ udsinfo 1lshost -filtervalue hostname=foo
id vcenterhostid svcname ... hostname ...
5839 4241 ... foo

. Locate all applications that run on this host:

$ udsinfo lsapplication -filtervalue hostid=5839
id ... hostid ... appname .
5840 ... 5839 ... nvml ...

. Locate the SLA that is used to protect the application:

$ udsinfo lssla -filtervalue appid=5840

id ... slpid ... appid ... sltid
5080 ... 51 ... 5840 ... 5008
. Locate all policies in the SLA template:

$ udsinfo lspolicy -filtervalue sltid=5008

Using the -delim Parameter

By default, all columns of data are separated by spaces in the concise view. In the detailed view, each
column of data gets displayed in a separate row and if the headers are displayed, the header is
separated from the data by a space. The -delim parameter overrides this behavior.

Valid input for the -delim parameter is a one byte character. To display the data, the recommended
delimiter is a comma () for list view, and an equal sign (=) for detail view.

The commai is typically a safe choice as a delimiter, however, there are certain commands that contain
output where a comma exists in one or more of the fields. This is routinely the description field since there
are effectively no illegal characters in that field. In this case, commands such as udsinfo lsapplication
and udsinfo 1ssltcan be complex to delimit. You can use multi-character delimiters such as @#@
which are less likely to appear in a field.

Using the -filtervalue Parameter

The -filtervalue parameter instructs the appliance that you want your report to display any or all of the
specified list of valid filter attributes. Valid filter attributes can vary with the different CLI commands. The
filter is formed with an attribute and a value. The CLI supports the use of special characters and wild
cards with the -filtervalue parameter.

Note: The CLI shell will attempt to interpret any of the special characters if they are not escaped
(preceded with a backslash ('\') character).

For example, to locate a host with the name “foo™

$ udsinfo 1lshost -filtervalue hostname=foo
id vcenterhostid svcname ... hostname ...
5839 4241 ... foo
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You can then locate all applications that run on this host:

$ udsinfo lsapplication -filtervalue hostid=5839

id ...
5840 ...

hostid ... appname ...
5839 ... nvml ...

And locate the SLA that is used to protected the application:

$ udsinfo lssla -filtervalue appid=5840

id ...
5080 ...

slpid ... appid ... sltid
51 ... 5840 ... 5008

And, finally, locate all policies in the service-level template:

$ udsinfo lspolicy -filtervalue sltid=5008

Note the following guidelines when using -filtervalue:

When you specify more than one filter, combine multiple filters with the ampersand (‘&)
character (escaped with the backslash ('\') character as required by the shell). For string filters,
only the equal (‘=) operator is allowed.

You can use the asterisk (*) wild card character. For example:

o Tomatch disk pools with a name that begins with foo’, use filtervalue name=foo*
o Tolist all jobs with a job name that begins with 'Job_000T, use -filter value
jobname=Job_0001*.

For number and date types, allowed operators include: =, >, >=, <, <=, These operators must be
escaped with the backslash (*\"), or enclosed in a single quote (*) or double quote (), as required
by the CLI shell script. For example:

o -filtervalue warnpct\>=80

o -filtervalue "warnpct>=80"

o -filtervalue 'warnpct>=80'
The expiration, expirationdate, date, startdate, enddate, and backupdate parameters can also
use these operators. For example:

o -filtervalue 'startdate>2014-09-28'

o -filtervalue 'expirationdate>2014-09-28 6:50:00'

Certain attributes only allow predefined constants. For example:

o0 protectable allows only none, fully, or partially (e.g.’- filtervalue protectable=fully’).

o status allows only running, queued, paused, interrupted, or stalled, (e.g.'- filtervalue
status=running’).

o characteristic allows only primary, mount, unmount, vdisk, or clone (e.g.'-filtervalue
characteristic=mount’).

o exclusiontype allows daily, weekly, monthly, or yearly (e.g.'-filtervalue
exclusiontype=weekly").

A job may have sub-jobs. To filter sub-jobs, use - filtervalue parentid=0"to list only the top-
level jobs.

Operational Hints and Tips

This section outlines a series of hints and tips when you use the VDP CLI. It covers:

Scripted Solutions on page 7
Quoting Commands on page 8

Scripted Solutions

An extension of single shot mode is to issue short script-like collections of commands. Because the RBASH
shell supports only a limited set of Unix commands, these commands could be used as a short script run
by the CLI.
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For example, to learn the timezone for newuserl, you can enter the following command since cut -d, -5
reads the comma delimited output and displays the fifth field.

$ ssh newuserl@172.24.1.180 "udsinfo lsuser -nohdr -delim , | grep newuser | cut -d, -f5"
EST

Single shot SSH commands can be run as part of a host side script.

Quoting Commands

When issuing a single shot command, it is important to include double quotes around the command
syntax that you want executed by the CLL

For example, the following command will initially list all backups, grep (search) the output first for a
particular host (called hg-postgresql), and then grep (search) the output of the first search for any
snapshot jobs. The two greps will be run locally on the host server that issued the commands and not by
the appliance.

$ ssh admin@172.30.10.44 udsinfo lsbackup | grep hqg-postgresql | grep snapshot

As an alternate method, if you include double quotes around the entire command, the grep commmands
will be run by the Sky CLI and the entire command will execute much faster. This increased speed occurs
because no unwanted data is sent over the network from the appliance to the issuing workstation.

$ ssh admin@172.30.10.44 "udsinfo lsbackup | grep hq-postgresql | grep snapshot”

Note: Keep in mind that if you intend to include double quotes around a command this may cause a
behavior issue if you also include quotes within the command itself.

For example, the following command requires that 1sjobhistory -filtervalue includes double quotes.
$ ssh admin@172.30.10.44 udsinfo lsjobhistory -filtervalue "jobhistory since 1 hours”
However, when run as a single shot command you would encounter this error:

$ ssh admin@172.30.10.44 udsinfo lsjobhistory -filtervalue "jobhistory since 1 hours"
ACTERR-010018 only one argument allowed for command

In this case, include backslashes (escaped with '\') for each quote to force the local shell to send the
commands as is without splitting the command when it encounters the first quote.

$ ssh admin@172.30.10.44 "udsinfo lsjobhistory -filtervalue \"jobhistory since 1 hours\”

Obtaining CLI Help

You can specify either -h or - ? to obtain CLI command help. You can get help on the use and syntax of a
particular command, or obtain a listing of all CLI commands associated with the udsinfo or udstask
command set.

For example, entering 1sapplication -h provides the syntax and a list of the actions available with
lsapplication command.

$ udsinfo lsapplication -h
lsapplication

The lsapplication command returns a concise list of applications, or a detailed view of an
application.

Syntax

>>- udsinfo -- -- lsapplication -- ------------“"comme - >

P LR T e R e e T >
- -appliance -- appliance -'

P R Fo- memmmmmmmm oo B >
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'- -filtervalue -- attrib=value -' '~ -nohdr -'

P R L TP +-- -- - Fommmm - R ><
'- -delim -- delimiter -' +- object_id ---+

Parameters

-appliance

(Optional) Specifies the name or ID of the target Sky appliance to retrieve all objects
in a list view.

-delim delimiter

(Optional) By default in a concise view, all columns of data are space-separated. In a
detailed view, each item of data has its own row, and if the headers are displayed the
data is separated from the header by a space. The -delim parameter overrides this
behavior. Valid input for the -delim parameter is a one-byte character. If you enter -
delim: on the command line, the colon character (:) separates all items of data in a
concise view; for example, the spacing of columns does not occur. In a detailed view,
the data is separated from its header by the specified delimiter.

-filtervalue attrib=value

(Optional) Specifies that you want your report to display any or all of the list of
valid filter attributes. The valid filter attribute for the 'udsinfo lsapplication’
command are:

* appname
* apptype

For example, entering udstask -h lists of all CLI commands supported by the udstask command set.
$ udstask -h
abortupgradehostconnector

addcluster

CLI Return Codes and Error Messages

When the command line processor finishes processing a command, it returns a return (or exit) code. Each CLI
command adheres to the following return code convention:

. A return code of 0 indicates that the CLI commmand succeeds. When the command succeeds,
there may or may not be an accompanying message.

. A non-0 return code indicates an error with the CLI command. In the case of an error, an error
message is returned.

Failed CLI commands contain an error message in the following format:

ACTERR-<error-code> <message>, where:

<error-code> is the VDP error type code in decimal format, with a minimum length of 6 digits
(including possible leading “0”s).

<message> is the textual message indicating the potential problem that resulted in the error
condition.

For example:

$ udsinfo verifyimage
ACTERR-010005 missing required image
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2 Accessing the CLI from a VDP
Appliance

VDP appliance users with the CLI usage right can access the command-line interface of an appliance
using SSH. The SSH server software is pre-installed on the appliance. The VDP appliance manages
communication with the SSH client software on your computer using SSH public and private keys.

The process to install and use an SSH client to access the appliance CLI includes:
1. (VDP appliance only) Defining appliance CLI usage rights as part of a user's role.
2. Generating an SSH public/private key pair on the host using either PuTTYgen or SSH-Keygen.

3. Configuring the SSH session on the host.sss

Note: Many shell commands do not work in RBASH, such as ed for change directory. There are six Unix
commands that can currently be run from the CLI: cut, grep, less, sed, sort, tail. If you attempt to enter
commands that are not allowed, a message similar to the following is displayed: -rbash: command not
found.

This chapter describes:

Defining CLI Usage and Administrative Rights on page 12
Generating an SSH Public/Private Key Pair on page 14

Uploading the SSH Public Key File to the VDP Appliance on page 16
Configuring the SSH Session on the Host on page 17

Identifying VDP Appliance Software Version on page 19

actifio

11



Defining CLI Usage and Administrative Rights

VDP allows you to create and manage multiple users, roles, and organizations. A user must have CLI
usage rights as part of their user role to access to the appliance CLI.

There are two classes of rights:

. Access to an entire service. You can un-check a service, or select it and then restrict it to some
degree through Access Control Levels (ACLs).

. ACLs provide additional rights and permit you to restrict some of the rights. ACLs are detailed in
VDP Access Control Levels (ACLs) on page 12.

Note: Assigning a right automatically assigns all subordinate rights.

You can assign specific rights to a role, which provides the proper privileges to use certain CLI commands. For
example, for a command that allows you to make changes to the attributes of a host, you must have the 'Host
Manage' right to change the attributes of a host.

From the appliance CLI, you can use the following commands to assign specific rights to a user role:
. Isrights: Displays a concise list of all rights available with the appliance or the rights of a role.
. roleaddrights: Adds rights to a role.

. roledelrights: Deletes rights from a role.

Table I: VDP Access Control Levels (ACLs)

Rights Description

CllUsage To use appliance Command-Line Interface.

Host Manage To creqte/modify/delete hosts, to add virtual machines, to restore, clone,
mount, unmount, and delete backup images.

Application Manage To create/modify/delete/view groups and consistency groups, to restore,
clone, mount, unmount, and delete backup images, to run an on-demand
backup, and to export templates.

Backup Manage To perform backup management operations such as Backup Now, Expire,
and Modify Expiration.

Clone Manage To create a cloned image.

LiveClone Manage To manage LiveClone images.

Mirroring Manage To perform Failover, Syncback, Cleanup, Failback, and Delete operations for

a Dedup-Async or StreamSnap replication image.
Restore Manage To restore an image.

Test-Failover To perform Test Failover and Delete Test Failover operations for a Dedup-
Async or StreamSnap replication image.

Mount Manage To Mount Image, Unmount Image, Re-Mount Image, and Delete Image.

12



Table 1: VDP Access Control Levels (ACLs)

Rights Description

Join Appliance To join two VDP appliances for copy data replication.

SLA Manage To create/modify/delete/view and assign policy templates and resource
profiles.

SLA Assign To assign pre-configured policy templates and resource profiles to
applications.

SLA View To view policy templates and resource profiles.

Storage Manage To add/remove/view storage and to add/remove/ view disk-pools.

Note: The Storage Manage right is CDS only.

Storage View To view the storage and disk pool configuration.
Note: The Storage View right is CDS only.

System Manage To manage all appliance configuration, including users, roles, and
organization.

System View To view appliance configuration information.

Workflow Manage To add/remove/view workflows. A workflow can be scheduled or initiated
on-demand.

Workflow Run To allow a user to run a workflow. This ACL right does net include the right for

that user to also manage a workflow. This level of permission is required in a
Test/Dev environment.

Note: Only Administrator users can use bash utilities such as cut and grep.




Generating an SSH Public/Private Key Pair
You can generate an SSH public/private key pair by:
. Generating an SSH Public/Private Key Pair using PuTTYgen on page 14
. Generating an SSH Public/Private Key Pair using SSH-Keygen on page 15

Generating an SSH Public/Private Key Pair using PuTTYgen

PuTTYgen is a Windows utility that generates and manages public and private key pairs to encrypt/
decrypt communication with a trusted server.

To generate the key pair using PuTTYgen:
1. Select Start > Programs > PUTTY > PuTTYgen.

B PUTTY Key Generator

File Key Conversions Help
Key
No key.

Actions

Generate a public/private key pair

Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type of key to generate: . .
(_)SSH-1(RSA) (®) SSH-2 RSA (_JSSH-2 DSA

Number of bits in a generated key: 2048

By default, SSH2 RSA from Parameters is selected. Leave the SSH2 RSA option unchanged.
Retain the default value of Number of bits in a generated key value as 2048.

Click Generate.

a M w b

Move the cursor over the blank area labeled Key to generate the keys. Continue to move the
mouse pointer over this blank area until the keys are generated. This action generates random
characters to create a unique public/private key pair.
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10.

1.

B° PUuTTY Key Generator

File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:
sh-rsa AAAAB3NzaC 1yc2EAAAABJQAAAQEA0CASQDIqigmx}
+/BOK75Bv/SDEqtg9LwZ 5FrhiwJbt+whhKUbhNFLy/j7LILrw6xwki|
+t2ytBYT 18Sc0rf1MOxssoQY 7ybr0jsYQSbNd+Jk206fwuQL3ATMwj42M
+S91Xel 8USyLj0jYQaCM2CLBIVItOfQkOuB+zqY 3xHBISFOIKOGEXOfifwxSHTY 1nzyp2

Key fingerprint: ssh-rsa 2048 d/:bf.df:a4:77.:2:81:41:9¢c:e4:34:8a:11:6f.c4:db
Key comment: rsa-key-20151105
Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair

Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate: - -

() SSH-1 (RSA) (®) SSH-2 RSA (_)SSH-2 DSA

Number of bits in a generated key: 2048

Copy the entire generated public key listed under Key and paste it into a text editor such as
Notepad. Browse to an appropriate location and save the generated public key. This public key
will be required when adding CLI access for a user (see Uploading the SSH Public Key File to the
VDP Appliance on page 16).

From PuTTYgen, click Save private key. You are prompted with a warning message.

i +
PuTTYgen Waming i [ﬁ

Are you sure you want to save this key
::ll without a passphrase to protect it?

' Ly JL % J§

"«

Click Yes to save the private key without a passphrase.
Click Save private key. The Save Private Key As window appears.

Browse to an appropriate location, enter a name for the private key, and click Save. The PUTTY
Key Generator saves the private key with the PPK extension.

Select File>Exit to quit the PUTTY Key Generator.

Generating an SSH Public/Private Key Pair using SSH-Keygen

SSH-Keygen is a Unix/Linux utility that is used to generate and manage public/private key pairs, and
encrypt/ decrypt communication with a trusted server.

To generate the key pair using SSH-Keygen:

1.

Enter the following command:
$ ssh-keygen ~t rsa -b 1024
Enter a file name and location in response to the message:

Generating public/private rsa key pair. Enter file in which to save the key:

aciifio
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Note: By default, on Unix/Linux systems, public and private key files are created under $HOME/
.ssh with file names id_rsa and id_rsa.pub. You can assign a different name and location to the
public and private key files.

3. Press Enter to configure an empty passphrase in response to the following message:

Enter passphrase (empty for no passphrase): Enter same passphrase again:

The following message is displayed:
Your identification has been saved in $HOME/.ssh/id-rsa. Your public key has been saved
in $HOME/.ssh/id_rsa.pub.

Uploading the SSH Public Key File to the VDP Appliance

The public/private key pair identifies a single user uniquely. The administrator should enter one public key
for each user with CLl access.

Note: Be sure to copy the entire public key from the text editor. Do not include additional spaces.
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Configuring the SSH Session on the Host
Configure the PuTTY client on the host as outlined below to manage the client session.
1 Select Start > Programs > PUTTY > PUTTY to open the PUTTY Configuration.

2. Click Session from the Category pane. The Basic options for your PUTTY session pane opens.

p
#2 PuTTY Configuration &J
Basic options for your PUTTY session
Specify the destination you want to connect to
Host Name (or IP address) Port
2
Connection type:
Appearance (7'Raw () Telnet ) Rlogin @ S5H () Serial
Behavi
2 awo.ur Load, save or delete a stored session
Translation
Selection Saved Sessions
- Colours
1- Connection I : |
= Defautt Settings
Data | load |
Prooey Save
i
Rlogin Delste |
- 5SH
Serial
Close window on ext:
T Blways () Never @ Only on clean exit
About l Cpen | [ Cancel

Select SSH as the Connection type.
4.  Select Only on clean exit from Close window on exit to let the host display connection errors.

Click Connection > SSH from the Category pane. The Options controlling SSH connections
pane appears. Select 2 as the Preferred SSH protocol version.

6.  Click Connection > SSH > Auth from the Category pane. The Options controlling SSH
authentication pane appears.

s =y
#2 PuTTY Configuration &J
Category:
£ Keyboard al | Opﬂons _c:qr!trollujg_ SSH qull'_l[entlc_:at\on
Bell =
Features || Bypass authentication entirely (SSH-2 only)
Vidow [ Authertication methods
Appearance it s g P
Behaviolr o empt authentication using Pageant
Translation || Atempt TIS or CryptoCard auth (S5H-1)
Selection [¥] Attempt "keyboard-interactive" auth (SSH-2)
Colours Authentication parameters
onnection _“
- Data || Mllow agert forwarding
- Prowy | [] Mlow attempted changes of usemame in SSH-2
Telnet 1=l Private key file for authentication:
- Rlogin c\Support Lhils\Puttyticat PPK] | Browse...
B-55H
i
- Auth
-TTY
¥
i Tunnels
.- Bugs
- Seral -
About [ open [ cCaneel |
N
7. Click Browse or type the path or directory name of the SSH private key generated earlier.

8.  Click Open to connect to the appliance using SSH.
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9. Click Window from the Category pane. By default, PUTTY buffers 200 lines of output. For optimall
viewing, change the Lines of scrollback setting to a higher number.

ﬁ PuTTY Configuration
Category:
| - Session _ Options controliing PuTTY's window
. logang Set the size of the window
(= Terminal
Columns Rows
80 24

i-- Appearance
- Behaviour
- Translation
. Selection
- Colours
= Connection
- Data
- Proogy
- Telnet
- Rlogin
= SSH

When window is resized:

(®) Change the number of rows and columns
() Change the size of the fort

() Change fortt size only when maxdmised
() Forbid resizing completely

Control the scrollback in the window

Lines of scrollback 2000

[+| Display scrollbar

] Display scrolibar in full screen mode
[#] Reset scrollback on keypress

[V] Reset scrollback on dispiay activity
[+ Push erased text into scroliback

~ Open || Cancel

10.  Click Session from the Category pane. The Basic options for your PUTTY session pane appears.

1. In Host name (or IP address), enter the appropriate information to access the appliance

12 Type 22 in the Port field to specify the standard SSH port.

R

Category:
(=)- Session
. “~Logging
= Terminal
- Keyboard
" Features
= Window
. |- Appearance
- Behaviour
i Translation
- Selection
Colours
= Connection
- Data
- Proey
Telnet
- Rlogin
SSH
- Senal

B

PuTTY Configuration n

| Basic options for your PuTTY session
Specify the destination you warnt to connect to

Host Name (or IP address) Port
dev actifio.com| | 2
Connection type:

(ORaw () Telnet () Rlogn @ SSH () Senial

Load, save or delete a stored session
Saved Sessions

_Defad{Seﬂj gs Load

Save

Delete

Close window on ext:
(O Aways (Never (@ Onlyon clean exit

~ Open || Cancel

13.  Click Save to store this information as a saved session for subsequent VDP CLI logins.
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14.  Atthelogin in as prompt, enter your VDP appliance user name. An SSH session launches
allowing you to run CLI commands from the CLI.

é? dev.actifio.com - PulTY

Starting an SSH Client Session in a Non-Interactive Environment

If required, SSH commands can be sent to be run instantly in a non-interactive session on one command line. To start
an SSH client session on the host:

1. Depending on the location of the private key, perform one of the following actions:
o |Ifthe saved private key is in the default directory, enter:
ssh admin@xxxX. XXX . XXX . XXX

o Ifthe private key is saved in any location other than the default directory such as /tmp,
enter:

ssh admin@xxX.Xxx.xXxXx.xxx -i /tmp/id_rsa

2. An SSH session with the user is started. You can send single shot commands using the SSH
command, such as:

ssh -i ~/.ssh/id_rsa admin@10.1.1.1 "udsinfo lsuser"

Identifying VDP Appliance Software Version
To identify the software version of your appliance, use the udsinfo -v command.

$ udsinfo -V
9.0.0
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3 User Management

Commands

These commands are for user management.

Managing Users

User Commands
mkuser on page 22
Isuser on page 24
chuser on page 26
rmuser on page 28

Role Commands
mkrole on page 29sss
Isrights on page 30
roleaddrights on page 31
roledelrights on page 33
Isrole on page 35
mkuserrole on page 37
Isuserrole on page 38
chrole on page 39
rmuserrole on page 40
rmrole on page 41

Org Commands
mkorg on page 42
mkorgresource on page 43
Isorg on page 44
chorg on page 46
Isorgresource on page 47
rmorgresource on page 49
rmorg on page 50

LDAP Commands
mkldapserver on page 51
testldapserver on page 53
Isldapserver on page 54
chldapserver on page 55
mkldapgroup on page 57
Isldapgroup on page 58
mkldapgrouprole on page 60
Isldapgrouprole on page 61
mkldapgrouporg on page 63
Isldapgrouporg on page 64
rmidapgrouporg on page 66
rmidapgrouprole on page 67
rmidapgroup on page 68
rmidapserver on page 69

Other Commands
configusercli on page 70

actifio
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User Commands
mkuser

About mkuser Command on page 22
Employing this Command through the CLI on page 23

About mkuser Command

Description

Use this command to create a user.

Rights
You must have the 'System Manage' right to create a user.
Parameters
Parameter Description
-comments Optional. Specifies the comments for the user.
comments
-email email Optional. Specifies an email address for the user.

-firstname firstname | Optional. Specifies the first name.

-lastname lastname | Optional. Specifies the last name.

-hame user_name Required. Specifies the name of the user, which should be unique within the
appliance.

-orgorg_id| Optional. Specifies a default organization id or organization name that the user

org_name should be added to after creation. Use the udsinfo Isorg command to retrieve

organization information.

Note: To use this option, the user must have the '‘System Manage' right.
-password password | Required. Specifies the password for the user.
-timezone timezone Optional. Specifies a time zone.

On, use following command to get a list of timezones o'usvcinfo Istimezones'. For
Sky, use the valid Linux timezone.

-denylogin true | Optional. Specifies the login access for a user. Options include:
false . false -This user will be allowed to login. This is the default value.
. true - This user will be restricted from being able to login. An

error message appears when this user attempts to login.

Note: Set this to true only under the direction of a Support representative.
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Employing this Command through the CLI

CLI Syntax
>>- udstask -- -- mkuser -- --4--------ooooomeeoeoo +--->
'- -comments -- comments -'

P EEEEEE L TP E R B LR e T TP +-->
'- -email -- email_addr - '- -firstname -- name -'

P L EEE L LR +-- -- -name -- user_name --------- >
'- -lastname -- name -'

P e +-- -- -password -- password ---->

‘- -org -+- org_id ---+-'
'- org_name -

[

P e B e e ><
'- -timezone -- timezone -'
D e e +--><
'- -denylogin --+- true --+-'
'- false -'
CLlI Example

$ udstask mkuser -name john -password testpassword -email john@my.org

aciifio
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Isuser

About Isuser Command on page 24
Employing this Command through the CLI on page 25

About Isuser Command

Description

Use this command to retrieve details of users. The reserved user ‘admin’ has full privileges. The ‘admin’
user cannot be deleted nor can the name be modified.

Rights

You must have the 'System View' or 'System Manage' right to use this command.

Parameters

Parameter Description

-delim delimiter Optional. By default, all columns of data are separated by a tab in the concise view.
In the detailed view, each column of data is displayed in a separate row and if the
headers are displayed, the header is separated from the data by a space. The
-delim parameter overrides this behavior.

Valid input for the -delim parameter is a one byte character. To display the data,
use a comma () for list view, and equal (=) for detail view.

-filtervalue Optional. Specifies that you want your report to display any or the entire list of valid
attrib=value filter attributes. The valid filter attributes for the udsinfo Isuser command are:

. comments

. clienabled [true | false]

. email

. firsthname

. isprotected [true | false] (deprecated)
. lasthame

. name

. timezone

The filter is formed with an attribute and a value. When you specify more than one
filter, they must be combined with ‘&’ character (which should be escaped with '\").
For example, to match users with the username that begins with foo', use -
filtervalue username=foo* .

-nohdr Optional. By default, a heading is displayed for each column of data in a concise
style view, and for each item of data in the detailed view. The -nohdr parameter
suppresses the display of headings. If there is no data to display, headings are not
displayed.

-object_id| Optional. Specifies the name or ID of the user. When you use this, a detailed view of
object_name the object is returned and any value specified by the -filtervalue parameter is
ignored. If you do not specify the ID or name, a concise view of all objects matching
the filter criteria is displayed.
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Employing this Command through the CLI

CLI Syntax
>>- udsinfo -- -- lsuser -- -----------mmoe e >
D e T TR R T e >
'- -filtervalue -- attrib=value -' '- -nohdr -'
P e R P +-- -- -- R T e ><
'- -delim -- delimiter -' +- object_id ---+
'- object_name -'
CLI Example

$ udsinfo lsuser

id clienabled lastname firstname timezone externalid email name isprotected comments
1 false Admin Systemadmin true admin

11501 true User New US/Eastern rpsan false

aciifio
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chuser

About chuser Command on page 26
Employing this Command through the CLI on page 26

About chuser Command

Description

Use this command to modify the details of a user. Use the udsinfo Isuser coommand to obtain the ID or
name of the user.

Rights
You must have the 'System Manage' right to modify the details of a user.
Parameters
Parameter Description
-comments comments Optional. Specifies a comment.
-email email Optional. Specifies an email address.
-firstname firstname Optionall. Specifies the first name.
-lasthame lastname Optional. Specifies the last name.
-hame name Optional. Specifies a unique name for the user.
-password password Optionall. Specifies a password.
-timezone timezone Optional. Specifies a timezone.
-denylogin true [ false Optional. Specifies the login access for a user. Options include:

. false -This user will be allowed to login. It is the default
state.

. true - This user will be restricted from being able to
login and access the Actifio Desktop. An error message
appears when this user attempts to login to the Actifio
Desktopof an appliance.

Note: Set this to true only under the direction of a Support
representative.

-user_id |user_name Required. Specifies the ID or name of the user whose details should be
modified.

Employing this Command through the CLI

CLI Syntax
>>- udstask -- -- chuser -- --4------cmmmee o +---mm-- >
'~ -comments -- comments -'
> mm e e e tomm--- >
'- -email -- email -' '- -firstname -- firstname -'
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'- -lastname -- lastname -' '- -name -- name -'

D e e T T T T I +-->
'- -password -- password - '- -timezone -- timezone -
D e e T +-->

'- -denylogin --+- true --+-'
'- false -'
>o=4- USEPr_NAM@ -4--- === - - oo oo oo oo ><

- user_id ---

CLI Example

$ udstask chuser -email foo@gmail.com userl

aciifio
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rmuser

About rmuser Command on page 28
Employing this Command through the CLI on page 28

About rmmuser Command

Description

Use this command to delete a user.
Rights
You must have the "System Manage’ right to delete a user.

Parameters

Parameter Description

-user_id|user_name | Required. Specifies the ID or name of the user to be removed. Use udsinfo Isuser
to get the ID or name of the user.

Employing this Command through the CLI

CLI Syntax

>>- udstask -- -- rmuser -- --+- user_name -+------------------ ><
'- user_id ---"'

CLI Example

$ udstask rmuser foo
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Role Commands
mkrole

About mkrole Command on page 29
Employing this Command through the CLI on page 29

About mkrole Command

Description

Use this command to create a hew role object.

Rights

You must have the 'System Manage' right to create a role.

Parameters

Parameter Description

-description desc Optional. Specifies a description for the role.

-hame role_name Required. Specifies a name. The role name should be unique within the VDP
appliance.

Employing this Command through the CLI

CLI Syntax

>>- udstask -- -- mkrole -- --4----------mmmmmmee o do-mmmmm- >
'- -description -- desc -'

>---- -name -- role_name ------------------o oo ><

CLI Example

$ udstask mkrole -name myrole
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Isrights

About Isrights Command on page 30
Employing this Command through the CLI on page 30

About Isrights Command

Description

Use this command to display a concise list of all rights available with the VDP appliance or the rights of a
role.

Rights

You must have the 'System View' or 'System Manage' right to use this command.

Parameters

Parameter Description
-role role_name | Optional. Specifies the role name or role ID. When you use this parameter, the rights
role_id of the role are listed. Use udsinfo Isuserrole to get the ID or name of the role.

Employing this Command through the CLI

CLI Syntax
>>- udsinfo -- -- lsrights -- ------------mmee e >
P R R e R L L R R R ><
'- -role --+- role_name -+-- -'
'- role_id ---+
CLI Example

$ udsinfo lsrights -role myrole
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roleaddrights

About roleaddrights Command on page 31
Employing this Command through the CLI on page 31

About roleaddrights Command

Description

Use this command to add rights to a role. The user-to-role mapping ID can be obtained using the udsinfo
Isuserrole command.

Rights
You must have the 'System Manage' right to add rights to a role.
Parameters
Parameter Description
-role Required. Specifies the ID or name of the role to add rights to.
role_name|
role_id
-rights rights Required. Specifies the rights to be added. The list should be colon-separated if more

than one right is specified. The rights are:

«  Access Application Manager
+ Access Domain Manager
»  Access SLA Architect

e Access System Monitor
«  Application Manage

e Backup Manage

« CllUsage

+ Clone Manage

e Host Manage

« Join Appliance

« LiveClone Manage

*  Mirroring Manage

+  Mount Manage

*  Restore Manage

+  SLA Assign

« SLAManage

« SLA View

. Storage Manage

«  Storage View

« System Manage

+  System View

e Test-Failover

«  WorkFlow Manage

*  WorkFlow Run

+  WorkFlow View

Employing this Command through the CLI
CLI Syntax

>>- udstask -- -- roleaddrights -- -+- -role -- role_name -+---->
'- -role -- role_id ---'
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>--+- -rights -- rights -+------------““-"-mmee oo ><

CLI Example

$ udstask roleaddrights -role rolel -rights "Host View:Host Manage"
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roledelrights

About roledelrights Commmand on page 33
Employing this Command through the CLI on page 33

About roledelrights Command

Description

Use this command to delete rights from a role.

Rights

You must have the 'System Manage' right to delete rights from a role.

Parameters

Parameter Description

-role role_name |
role_id

-rights rights

Required. Specifies the ID or name of the role to delete the rights from.

Required. Specifies the rights to be deleted. The list should be colon-separated if
more than one right is specified. The rights are:

e Access Application Manager
¢ Access Domain Manager
» Access SLA Architect

e Access System Monitor

- Application Manage

e Backup Manage
 CllUsage

. Clone Manage

e Host Manage

- Join Appliance

- LiveClone Manage

«  Mirroring Manage

+  Mount Manage

*  Restore Manage

e SLA Assign
«  SLA Manage
- SLA View

- Storage Manage

- Storage View

¢ System Manage

e System View

- Test-Failover

- WorkFlow Manage
- WorkFlow Run

- WorkFlow View

Employing this Command through the CLI

CLI Syntax
>>- udstask -- -- roledelrights -- -+- -role -- role_name -+---->
'- -role -- role_id ---'
>--+- -rights -- rights -+--------------o-oeoo ><
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CLlI Example
$ udstask roledelrights -role rolel -rights "Host View:Host Manage"
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Isrole

About Isrole Command on page 35
Employing this Command through the CLI on page 35

About Isrole Command

Description

Use this command to retrieve the details of roles. A role is made up of one or more rights. The reserved
role ‘administrator’ has all privileges. The ‘administrator’ role cannot be deleted or modified. To retrieve
the rights of a role use the Isrights command.

Rights
You must have the 'System View' or 'System Manage' right to use this command.
Parameters

Parameter Description

-delim delimiter Optional. By default, all columns of data are separated by a tab in the concise view.
In the detailed view, each column of data is displayed in a separate row and if the
headers are displayed, the header is separated from the data by a space. The
-delim parameter overrides this behavior.

Valid input for the -delim parameter is a one byte character. To display the data,
use a comma () for list view, and equal (=) for detail view.

-filtervalue Optional. Specifies that you want your report to display any or the entire list of valid

attrib=value filter attributes. The valid filter attribute for the udsinfo Isrole command is: name
For string 