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Preface

This guide provides step-by-step instructions on how to deploy and use the Actifio Resiliency Director Server. This
guide assumes that you are already familiar with Actifio appliances by following Getting Started with Actifio Copy
Data Management and have a grasp of the basic concepts associated with an Actifio Appliance.

Your Actifio Appliance’s Documentation Library contains detailed, step-by-step, application-specific instructions on
how to protect and access your data. Each guide is in PDF format and may be viewed, downloaded, and printed on
demand. The following guides will be of particular interest:

o Virtualizing and Protecting Copy Data with the Application Manager
Actifio Appliances

Unless otherwise specified, all features and functions described in this document apply to both Actifio CDS and Actifio
Sky appliances.

The Actifio Now Customer Portal

During the configuration and initialization of your Actifio appliance your Actifio representative provided you with a user
name and password for the Actifio Now customer portal.

From the customer portal you can obtain detailed reports about your Actifio appliance as well as search the portal’s
knowledge base for answers to specific questions.

To log into the Actifio Now customer portal:
1. Go to: https://now.actifio.com

2. When prompted, enter the user name and password provided by your Actifio representative.

Actifio Support Centers
To contact an Actifio support representative, you can:
o Send email to: support@actifio.com

. Call:
From anywhere: +1.315.261.7501
US Toll-Free: +1.855.392.6810
Australia: 0011 800-16165656
Germany: 00 800-16165656
New Zealand: 00 800-16165656
UK: 0 800-0155019
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1 Introduction to the Actifio
Resiliency Director Server

The Actifio Resiliency Director Server is a component of the Actifio Resiliency Director, a resiliency solution for non-
disruptive automated recovery of virtual machines and database applications.

The Actifio Resiliency Director orchestrates the Actifio Appliances, and provides a one-click recovery of all the
applications at the enterprise DR site or Cloud Service Provider (CSP) site.

This chapter provides architectural overview of the Actifio Resiliency Director Server.

Resiliency Director Server Overview

The Actifio Resiliency Director Server is the central manager of resiliency data for multiple Resiliency Director
Collectors. Data collected by the Actifio Resiliency Director Collector is sent and saved in the Actifio Resiliency
Director Server. This enables Actifio Resiliency Director Server to bring all VMs, vApps, File Systems, SQL Server
Databases online in an orchestrated manner in case of failover, or move the VM stacks to cloud for tasks such as data
mining, analysis, and optimization.
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Actifio Resiliency Director Server Overview
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The Resiliency Director Server is deployed in the Cloud Service Provider (CSP) environment and allows you to:

Add, edit, and delete Actifio Appliance

Add, edit, and delete virtual management servers
Add, edit, and delete Resiliency Director Collectors
Discover, update, and delete the host groups
Add, edit, and delete organizations

Add, edit, disable, and delete recovery plans
Add, edit, and delete user access controls

View application groups

Execute recovery plans in test or actual mode
Execute single/parallel VM or application recovery
Cancel recovery plan execution

Download logs

Actifio Resiliency Director Server | actifio.com | acfifio



2 Deploying the Actifio Resiliency
Director Server

This chapter describes how to deploy the Actifio Resiliency Director Server.

Actifio Resiliency Director Server is available in .ova format. You must configure the Actifio Resiliency Director Server
after deploying the ova.

Setting up the Actifio Resiliency Director Server requires:

U Deploying the Resiliency Director Server OVA on page 9

o Configuring the Actifio Resiliency Director Server on page 10
Deploying the Resiliency Director Server OVA

Before deploying Actifio Resiliency Director Server OVA file, ensure that server meets the minimum system
requirements of 8 v CPU, 16 GB RAM, and 40 GB storage. You can deploy the Actifio Resiliency Director Server on the
vSphere 5.x,6.0,6.5 & 6.7

To deploy the Actifio Resiliency Director Server ova file:
1. Launch the vSphere vCenter client.
2 From File, click Deploy OVF template.
3. Provide the path of the ActifioRD.ova file and click Next.
4

Select the virtual disk type and click Next. Provide the details in the VM network properties and select the
port group. Confirm the details of the virtual server.

o1

Select Power on after deployment and click Finish. The progress of the OVA deployment appears.

6. Wait for the VM to show its IP address. You will use this IP address to configure the Actifio Resiliency
Director.

To deploy the Actifio Resiliency Director ova file using VMware Web Client:
1. Login to the vSphere Web Client <https:/<ip-address>/vsphere-client>

2. Select vCenter Server, click on Actions >> and choose Deploy OVF Template option.

w

Provide the URL or select a local file for the RD virtual appliance and then click Next.
URL example: http://192.168.192.179/files/RD-8.0.3.1234.OVA
Provide a name for the RD virtual appliance and select a datacenter or folder, click Next.

Select a host or cluster or resource pool or vApp, click Next.

4

5

6. Review details and click Next.

7 Select Storage and click Next. Select Networks and click Next.
8 Enter the values for the networking properties and click Next.
9 Review the configuration data and click Finish.

10.  Power on RD appliance after deployment.

1. Wait for the VM to show its IP address, use will use this to configure the Actifio Resiliency Director.
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Configuring the Actifio Resiliency Director Server
To configure the Actifio Resiliency Director Server:
1. After the VM is deployed, wait until the VM show its IP address.

2. Open a Web browser and use the URL https./<Actifio Resiliency Director IP Address> to launch the
Resiliency Director Configuration page. Use the browser's private, or incognito mode to configure the
Actifio Resiliency Director so that the Ul is not cached.

Note: You can also access the Resiliency Director Configuration page using the URL
https.//<Actifio Resiliency Director IP Address>.

3. Change the network parameters to the following values:
o Enter/verify the static IP address of the Actifio Resiliency Director in the Appliance IP field.
o Enter the name of the Actifio Resiliency Director Server in the Appliance Name field.
o Enter the DNS Server IP address in the DNS Server field.
o Enter the Subnet Mask and Gateway details in the respective fields.
o Enter the NTP server IP address in the NTP Server field.

o0 Set the administrator password in the Admin Password field that you will use while accessing the
Resiliency Director Collector Ul. You can change the admin password later using a CLI command.

o Select the your time zone from the Time Zone drop-down list.
o Select RD Server from the RD Type drop-down list.

4. Click Save. The server reboots after setting the configuration.

actifio

Radically Simple
Resiliency Director Configuration
Applianca 1~

Appliance Nama

DNS Server

Subnet Mask *
Gatoway ™

NTP Server

Admin Password ™
TimeZone US & Canada) Eastem Time

RD Type

Actifio Resiliency Director Server Configuration Parameters

Note: If you wish to modify the network parameters such as IP address, DNS Server, Gateway, Hostname of the
RD Appliance, use rdtask configsystem command. For more information, see the configsystem section in
Actifio Resiliency Director CLI user guide.
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3 Accessing the Actifio Resiliency
Director Server

This chapter provides the details to log on to the Actifio Resiliency Director graphical user interface. You can invoke the
Actifio Resiliency Director Server GUI using administrator user or the CDS user credentials on the machine that is
hosting the Resiliency Director Server.

To access the Actifio Resiliency Director:

Note: Clear browser cache if you have not used the browser’s private or incognito mode while configuring the
Actifio Resiliency Director Server to view the login page.

1. Open aWeb browser and use the URL https./<Actifio Resiliency Director IP Address> to access the Actifio
Resiliency Director Login page.

Note: Use the IP address/hostname of the virtual machine where Resiliency Director Server is running.

actifio

RESILIENCY DIRECTOR 0%

3 admin

= T

LOGIN

Actifio Resiliency Director Server Login Screen

2. From the login window, enter the user name as “admin” and the password used during the Resiliency
Director deployment and installation.

Note: The Actifio Resiliency Director always has a single local login named “admin” that has full access.
Additionally, it can be configured to leverage the authentication on an Actifio appliance to add support for
multiple users, and even pass-through authentication to an LDAP directory. The User Name and Password
fields are case sensitive.

3. Click Login. The Actifio Resiliency Director Server home screen appears.
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Actifio Components

Description

Actifio Resiliency Director Collector

Actifio Appliance

Applications

Actifio Resiliency Director Server

The Actifio Resiliency Director title bar includes:

Allows users to discover applications, create groups of
applications, and configure details about how they should be

recovered.

Actifio Appliances such as CDS and Sky.

Recoverable sets of data, including VMSs, vApps, File Systems,

Databases.

Performs recovery operations at the DR site, based on the
application groups defined on the Resiliency Director Collector.

U Timezone: Contains the current time of the Actifio Resiliency Director Server.
U User name: Displays the logged in user name and an option to Logout.
. Help Menu: The Help menu contains User Guide, and Download Logs information.

Actifio Resiliency Director ServerTitle Bar

geciurc B admin

e

The left pane displays the task icons that are used for navigation. These navigation links on the left pane allows you to
perform various tasks. The details of the selected task appears on the information pane, once selected.

STATUS

Recovery Plan

Actifio Appliance

Virtual Management Server
Security and Administration
RD Collector

Application Groups

=i
08
)
=7

Ready (info requ.
Ready (info com___
Ready (info com___
Ready (info com___

Ready (info com___

APPLICATIO...

1in 1 groups

2in 1 groups

3in 1 groups

3in 1 groups

9in 1 groups

APPLIANCES

rdcds2

actsky02 rd actifi.__

rdcds2

actsky02 rd actifi.

actsky02 rd actifi.

EDITED

2019-03-22 1000

2019-02-18 14:1..

2019-03-22 1001

2019-02-18 14:1..

2019-02-18 14:1.

e X admin @

Refreshesin: 21seconds &

+ ADD RECOVERY PLAN

LAST RUN

2019-03-22 11:2..

2019-02-18 14:2_.

2019-03-22 10:1..

2019-03-22 12:5..

2019-03-22 13:0..

Actifio Resiliency Director Server - Navigation and Information Pane

SCHEDULED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

12
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The Actifio Resiliency Director Server Home Screen

The Actifio Resiliency Director home screen lists the configured recovery plans as seen figure below, If no recovery
plans are created, then instead of displaying the recovery plans list, the Actifio Appliance screens will be displayed as
that is the first step in configuring a newly installed Resiliency Director Server.The data displayed on the Home Screen
gets refreshed depending on the configured time interval for which the data is fetched and populated.

RECOVERY PLAN ssiafcalocs X admin @

Refreshes in: 08 seconds O

Recovery Plan

pe tose Q
O | RECOVERY P... ORGANIZ... STATUS APPLICATIO... APPLIANCES EDITED LAST RUN SCHEDULED
0O  rp-rhelvms Ready (info com... 91in 1 groups actskyOz.rd.acti... 2019-02-18 19:4... 2019-02-1819:4... DISABLED
O  rp-centosvms Ready (info com.... 21in 1 groups actsky02.rd.acti... 2019-02-18 19:4... 2019-02-1819:5... DISABLED
E O rp-windowsVMs Ready (info com__. 3in 1 groups actsky02.rd.acti... 2019-02-18 19:4.__ 2019-02-18 195 DISABLED
-
= 0O  rp-staticip Ready (info com... 1in 1 groups actsky02.rd.acti... 2019-03-0511:1... DISABLED
=]
Ol Ready (info com... 21in 1 groups rdcds4 2018-03-05 15:2... DISABLED
i+
&y

[

Actifio Resiliency Director Server Home Screen - Recovery Plan

The Recovery Plan home screen allows you to add, edit, and delete the recovery plans. for more information on
adding, editing, and deleting an application groups, see Adding a Recovery Plan on page 50.
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4 Adding and Managing Actifio
Appliances

This chapter provides the details to add, list, edit, and delete the Actifio Appliances used by the Actifio Resiliency
Director Server.

This chapter contains the following topics:
. Adding an Actifio Appliance to the Actifio Resiliency Director Server on page 16
o Listing the Available Actifio Appliances on page 18
o Modifying an Actifio Appliance Details on page 19

o Deleting an Actifio Appliance from the Resiliency Director Server on page 20

actifio | actifio.com | Actifio Resiliency Director Server
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Adding an Actifio Appliance to the Actifio Resiliency Director Server

You must add Actifio appliances to Resiliency Director Server by providing an IP Address or Host Name and
credentials. You can add multiple Actifio Appliances to the Server. Actifio Appliances should be added with
administrator credentials on the Resiliency Director Server.

To add an Actifio Appliance:

1.

6.

In the left navigation pane, click Actifio Appliance.

The Appliance page appears.

Click + Add Appliance.

The Add Appliance page appears.

Enter the IP address or Host name of the Actifio Appliance in the IP/Host Name field.

Select Organization from the drop down list for users of selected organization to have access to this
particular Appliance.

Enter the respective user credentials in the User Name and Password fields.
Optionally, you can select Use Actifio Appliance as Configuration Source for Sending Emails option.
If you want to use the Actifio Appliance authentication mode, then select the check box Use Actifio

Appliance as authentication source for RD.

APPLIANCE asiafaleutta A admin @

Add Appliance

IP/HOST NAME =

172.xx.xx.11

ORGANIZATIONS

N
USER NAME *
=
admin
=
[
PASSWORD *

USE ACTIFIO APPLIANCE AS CONFIGURATION SOURCE FOR SENDING EMAILS

o
A

@) st ACTIFIO APPLIANCE AS AUTHENTICATION SOURCE FOR RD

Note: Enabling authentication source for this Actifio Appliance will disable any previously configured authentication source

Cance Save

Click the Save button.

A pop-up message appears with the HTTPS certificate for the Actifio appliance.

16
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7.
8.

Accept the certificate to add the appliance

VERSION :\/3

SUBJECT : C=US, 5T=MA, L=WAITHAM, CN=172.29 11 44
SICNATURE ALGORITHM : SHAZS8WITHRSA

KEY : SUM RSA PUBLIC KEY, 2048 BITS

VALIDITY : VALIDITY: [FROM: TUE MAR 05 11:20:03 I5T 2019,
TO:FRI MAR 02 11:20:03 IST 2029]

ISSUER : C=US, ST=MA, L=WAITHAM, CN=172.29 11 .44
TYPE: X500

IP ADDRESS: 172201144

SERIAL NUMBER: 215175712

MODULUS :

SUN RSA PUBLICKEY, 2048 BITS

MODULUS:
206559634779106729764673666236034984710523015894752832662530256634174919434
134282817203643137407179492541748230119879309522372309897163573145668641316
T788381444793560486163263721102546628165371761815078144553815273389315893722
103965680692990269603286233904797508926868739101035267793683054019658372138
A1S4NA71M4RATSF2 AT INQARARAARNTA14TIATFS 17407 SN5ASANATARTTRIZ1T1ATATT SNAM

Click the Accept button to add the Actifio appliance.

Click Okay in the confirmation dialog.

Enabling and Disabling Email Notification

You receive an email notification in the following scenarios:

When recovery plan execution is completed.

If you make any changes to an application group which is part of a recovery plan.

Note: If the email notification setting is not configured on the Actifio Appliance, the Resiliency Director Server
displays “Email configuration is not set, after enabling the email notification in Resiliency Director Server and no
emails will be sent even if “Enable Email Notification check box is selected.

Note: Only one Actifio Appliance email configuration setting is used by Resiliency Director Server at a time.
Selecting the Enable Email Notification option for other Actifio Appliance will override any previously selected
Actifio Appliance settings.

To disable email notification:

1.
2.

In the left navigation pane, click Actifio Appliance. The Actifio Appliance page appears.

Select the Actifio Appliance for which you want to disable the email notification and click Edit. The Edit
Appliance page appears.

Clear the Enable Email Notification check box to disable the email notification for selected Actifio
Appliance.

Click Save to save the changes.

actifio | actifio.com | Actifio Resiliency Director Server
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Listing the Available Actifio Appliances

You can see the available Actifio Appliances on the Resiliency Director Server.

To list the Actifio Appliances:

1. In the left navigation pane, click Actifio Appliance.

2. The Appliance page provides the list of available Actifio Appliances.

APPLIANCE

Appliance

teeitaoi A admin @

4 ADD APPLIANCE

to search..
O | IP/HOST NAME

O actsky0Z rd.actifio.com
O acksky04.rd.actifio.com
O actsky0s.rd.actifio.com
0O 172274415

O 172274411

H
e
=%
L3
=

Q

USER NAME APPLIANCE NAME

admin

admin

admin

admin

admin

ackskyZ rd.actifio.com
acksky04.rd.actifio.com
ackskyli.rd.actifio.com
rdeds2

rdedsd

EMAIL NOTIFICATION

False

False

False

False

Etrue

AUTHENTICATION SOU...

False

false

False

false

true

\

ORGANIZATIONS

IP/HOST NAME

USER NAME

APPLIANCE NAME

EMAIL NOTIFICATION

AUTHENTICATION
SOURCE

ORGANIZATIONS

Listing Actifio Appliances

Actifio Appliance Details Table - Field Elements

Field/ltem Description

Displays the hostname or the IP address of the Actifio Appliance.

Displays the user name that is used to communicate with the Actifio Appliance.

Displays the name of the Actifio Appliance.

True if email notification is enabled.

True if authentication source is enabled.

Displays the organization name.

18

Actifio Resiliency Director Server | actifio.com | acfifio



Modifying an Actifio Appliance Details
To edit an Actifio Appliance details:

1. In the left navigation pane, click Actifio Appliance. The list of available Actifio Appliances appears.
2 Select the Actifio Appliance you want to modify, then click Edit. The Edit Appliance page appears.
3 Modify the IP address or Host name of the Actifio Appliance in the IP/Host Name field.

4. Select the organization from the Organization drop-down field.

5 Enter the respective user credentials in the User Name and Password fields.

If you want to use the Actifio Appliance authentication mode, then select the check box Use Actifio
Appliance as authentication source for RD.

Optionally, you can select Use Actifio Appliance as Configuration Source for Sending Emails option.

APPLIANCE ssigfcaletea A admin @

Edit Appliance - RDCDS4

IP/HOST NAME *
[ 1723000411

ORGANIZATIONS

= v
- USER NAME *
=
admin
=
PASSWORD *

* 8

USE ACTIFIO APPLIANCE AS CONFIGURATION SOURCE FOR SENDING EMAILS

[

@) USEACTIFIO APPLIANCE AS AUTHENTICATION SOURCE FOR RD

Note: Enabling authentication source for this Actifio Appliance will disable any previously configured authentication scurce

Cance

6. Click the Save button. A pop-up message appears with the HTTPS certificate for the Actifio appliance.

Accept the certificate to add the appliance

VERSION : V2

SUBJECT : ColJS, STaMA, LaWALTHAM, (M=17226.11.44
SICNATURE ALCORITHM : SHAZSEWITHRES

IKEY : UM HSA PUBLIC KEY, 2048 BITS

VALIDITY ; VALIGHTY: [FAOM: TUE MAR 05 11:20:08 1ST 2019,
Tk PRI MAR 0F 11:20:03 15T 2009]

ISSUER : C=U5, 5T=MA, L=WALTHAM, CN=172.29.11.44
TYPE: X509

IPADDRESS 172281744

SERIAL NUMBER: 215175712

MODULUS:

SUN BiTs

206555634779 10672976467 36662360349947 1052301 589475283 26625302566341 74919434
4525417482301 19879300522 37230080 T 163573 145648641316
TREIGIA42TOISE0LRE 0256625165371 TEIR150 5391527338031 5003722
103965680602000260601 286233004 TITS0G926868739101 03526 TTOIEGI05401 9650372138
A1SANGT ARG TET VT INGARTAAL DA 14T 1S T2S 1 TAST AR 1AE0A 1A TR 1 THATAITARGAT

Accept

7 Click the Accept button to add the Actifio appliance.
8. Click Okay in the confirmation dialog.
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Deleting an Actifio Appliance from the Resiliency Director Server

Before you delete, make sure to verify the dependencies, deleting an Actifio Appliance also removes the associated
application groups, recovery plans if any.

To delete an Actifio Appliance:
1. In the left navigation pane, click Actifio Appliance. The list of available Actifio Appliances appears.

2. Select the Actifio Appliance from the list that you want to delete and click Delete. The Delete Actifio
Appliance dialog box appears asking for the confirmation to delete the selected Actifio Appliance.

Note: You can delete multiple Actifio Appliances at a time. Use the Ctrl key to select multiple Actifio
Appliances.

3. Click Delete to remove the Actifio Appliance. Deleting an Actifio Appliance record also deletes the
associated application groups, if any.

Delete

Deleting Actifio Appliance would invalid all related
Recovery plan(s). Are you sure you want to delete Actifio
Appliance? warning: This Actifio Appliance is set as
authentication source by the admin.Only admin can login if
the Actifio Appliance is deleted.

cancel Delete

Note: You cannot delete the Actifio Appliance if application groups on the Resiliency Director Collector are part of
the recovery plan.
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5 Adding and Managing Virtual
Management Servers

This chapter provides the details to add, list, edit, and delete the virtual management servers used by the Actifio
Resiliency Director Server.

This chapter contains the following topics:
U Adding a Virtual Management Server on page 22
o Listing the Virtual Management Servers on page 23
o Modifying a Virtual Management Server on page 24

o Deleting a Virtual Management Server on page 25

actifio | actifio.com | Actifio Resiliency Director Server

21



Adding a Virtual Management Server

You must provide the credentials and IP address to connect to a virtual management server. The Actifio Resiliency
Director Server can connect to multiple virtual management servers.

Note: You cannot add the same server with different IP addresses.

To add a virtual management server:

1.

2
3
4.
5

In the left navigation pane, click Virtual Management Server.

Click on +Add Virtual Management Server. The Add Virtual Management Server page appears.

Enter the IP address or Host name of the virtual management server in the IP/Host Name field.
Select organization name from Organizations drop down list.

Enter the user credentials in the User Name and Password fields.

Optionally, you can use the Test button to verify the connection to the Server with provided credentials.

Enter the virtual management server port number in the Port field. The default port number is 443.

Note: Resiliency Director Collector requires the Alarms, Global, Network, Resource, Schedule task, vApp,
and Virtual machine permissions for vCenter Server credentials. For more details, see
vCenterPermissions_collector.fm on page 61.

Click Save to add the virtual management server.

In the confirmation dialogue box, click Okay.

VIRTUAL MANAGEMENT SERVER asizfCsleutts L admin @

Add Virtual Managment Server

IP/HOST NAME *

172xx.xx.11

ORGANIZATIONS
W

USER NAME *

admin Test
PASSWORD *
PORT

443

Cancel Save

Note: Configure a DNS server between the source and destination to permit you to add a server using its
hostname.
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Listing the Virtual Management Servers

To list the virtual management servers:

1. In the left navigation pane, click Virtual Management Server.

The list of available virtual management servers appears.

VIRTUAL MANAGEMENT SERVER sfceicuzs & admin @)
Virtual Managment Server
type to search.. Q &

O | IF/HOST NAME USER NAME TYPE ORGANIZATIONS NO.OF RECOVER PLAN

O 172.29.11.105 root WMWARE 2

0O 17229.113 admin WMWARE 1

O 17229.11.8 admin WMWARE 5

O syskst?-vc sga.actifio.com administrator@systst2-vcdom VMWARE 1

O 17229115 root WMWARE 0

Listing Virtual Management Servers

Virtual Management ServersTable - Field Elements

Field/ltem Description

IP/HOST NAME

USER NAME

TYPE

ORGANIZATIONS

NO. OF RECOVERY
PLANS

Displays the hostname or the IP address of the server.

Displays the user name that is used to communicate with the server.
Displays the type of the virtual server.

Displays the organization name.

Displays the number of recovery plans for the server.
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Modifying a Virtual Management Server

To edit a virtual management server:

1.

7.
8.

In the left navigation pane, click Virtual Management Server.

The list of available virtual management servers appears.

Select the virtual management server that you want to edit and then right-click and Edit.

The Edit Virtual Management Server page appears.

Enter the IP address or Host name of the virtual management server in the IP/Host Name field.
Select the organization name from the Organization field.

Enter the user credentials in the User Name and Password fields.

Optionally, you can use the Test button to verify the connection to the Server with provided credentials.

Enter the virtual management server port number in the Port field. The default port number is 443.

VIRTUAL MANAGEMENT SERVER psiafcalets L admin @

Edit Virtual Managment Server

IP/HOST NAME ¥

172.29.11.5
ORGANIZATIONS
W
USER NAME *
PASSWORD ¥
PORT
443

Cancel Save

Click Save to save the changes you have made.

In the confirmation dialogue box, click Okay.
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Deleting a Virtual Management Server
To delete a virtual management server:
1. In the left navigation pane, click Virtual Management Servers.
The list of available virtual management servers appears.
2. Select the virtual management server(s) that you want to delete and then right-click and Delete.

The Delete Virtual Management Server dialog box appears asking for the confirmation to delete the
selected virtual management server.

3. Click Confirm to delete the virtual management server.
Deleting a virtual management server also deletes the associated recovery plans.

DELETE VIRTUAL MANAGEMENT SERVER?

Deleting Virtual Management Server would delete all related Recovery Plan(s).

Are you sure you want to delete the Virtual Management Server?

Note: You can delete multiple virtual management servers at a time. Use the appropriate check-boxes to select
multiple virtual management servers.
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6 Managing Application Groups

An application group consists of virtual machines and virtual applications that represent a logical unit of collectively
functioning applications. When creating a recovery plan on the Resiliency Director Server, all the application groups
present on the selected Actifio Resiliency Director Collector are fetched and are used in the recovery plan.

All the created application groups are listed for a Resiliency Director Collector site. The Resiliency Director lists
application groups only after they are added to a recovery plan.

This chapter contains the following topics:
U Listing Application Groups on page 27
U Viewing Application Group Details on page 28
Listing Application Groups
To list the application groups:
1. In the left navigation pane, click Application Groups.
The list of available application groups appears.

2. Click the required application group name to view the following details of the selected group.

APPLICATION GROUP asisfcaict L admin @

Application Group

Search by Name, Appliance, Application Q m |
@ | NAME ~ CREATED ON VM(s) NON-VM(S) VAPP(S) APPLIANCE ORGANIZAT... MODIFIED D...

01/01/1970 05:3.... 03/07/2019 21:5....

AG-SQL-ApPpO1

View Details

AG-SQL-nstances  01/01/1970053... 03/07/2019 21:5...

O OracleVMs 01/01/1970053... 2 0 0 03/07/2019 21:5...
O WindowsVMs 01/01/1970053... 3 0 0 03/07/2019 21:5...
O centosvM 01/01/1970053... 2 0 0 03/07/2019 21:5...
D fsag 01/01/1970053... 20 20 0 03/08/2019 22:5....
O Ffsagl 01/01/1970053... 3 3 0 03/08/2019 22:0...
O nagl 01/01/1970053... 1 0 0 03/08/2019 14:5...
O rhelvms 01/01/1970053... 9 0 0 03/07/2019 21:5...
O slesvMs 01/01/1970053... 2 0 0 03/07/2019 21:5...

View Details

Listing Application Groups
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Viewing Application Group Details

To view an application group details:

1.

o
B

I

In the left navigation pane, click Application Groups.

The list of available application groups appears.

Click the required application group name to view the details of the selected group.

The Application Group Details page displays the details.

APPLICATION GROUP DETAILS asiafCaleutts - & admin

Application Group: OracleVMs

APPLICATL... | SEQUENCE VCPU MEMORY (MB) | NICS

TARGET APPLIANCE
rd-OEL71vm... 1 0 6144 1 ackskyo2.rd....
rd-Oracle11... 1 0 6144 1 actskyo2.rd....

Back to Application Group List

Viewing Application Group Details
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Field/Item

Application GroupsTable - Field Elements

Description

Name

Created On

VM(s)

Non VM(s)

vApp(s)

Appliance

Organizations

Modified Date

Field/Item

Displays the application group name.

Displays the date when the application group is created.

Displays the number of VMs in the application group.

Displays the number of non VMs in the application group.

Displays the number of vApps in the application group.

Displays the name of the Actifio appliance configured for the application group.
Displays the name of the organization configured for the application group.

Displays the date when the application group details last edited.

Details of the Selected Application Group

Description

Application
Sequence
VCPU
Memory (MB)
NIC(s)

Target

Appliance

Displays the name of the Application.

Displays the order of the recovery you have set.

Displays the number of CPUs in the selected application group.
Displays the memory size of the selected application group.
Displays the number of NICs in the selected application group.
Name of the target.

Name of the Appliance
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7 Creating and Managing
Organizations

This chapter introduces features related to managing organizations.
. Creating an Organization on page 32
. Editing an Organization Details on page 34
U Deleting an Organization on page 35

Organizations and Roles work together to enforce rules set up by Actifio Appliance administrators for users.
Organization membership governs which users can access/manage their corresponding resources within an Actifio
Appliance. Roles govern what actions users can take on the resources under their control. Organizations can be
defined in a hierarchical fashion to match your organizational structure.

Eng
L
HostENGL
Dev QA
L |
Hosto Hostasl

Organizations and their access relationships

In this figure, there are three organizations: Eng, Dev, and QA.

o User A, Host-ENG1, Dev and QA are the resources of organization ENG.

. User B and Host-D1 are the resources of organization Dev.

o User C and Host-QA1 are the resources of organization QA.
. User A can access all the hosts.

] User B can access Host-D1 and cannot access other hosts.
. User C can access Host-QA1 and cannot access other hosts.

An organization can have multiple dependents but only one parent organization. Circular reference of dependent
organizations is not allowed.
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Actifio Appliance Organizations

An Actifio Appliance provides two predefined organizations: ALL and PUBLIC. You can create other organizations as
needed.

ALL: All Actifio Appliance resources of types other than user are resources of this organization. A user
added to the organization “ALL" has access to every Actifio Appliance resource (this is usually reserved for
administrators).

PUBLIC: Every Actifio Appliance user is a member of this organization. Every Actifio Appliance user has
access to an Actifio Appliance resource (of type other than user) added to organization “PUBLIC”

Creating an Organization
To create an Organization:
1. In the left navigation pane, click Settings > Security and Administration > Organizations.
The Organizations page displays.
2. Click +ADD ORGANIZATION to create a new organization.
The Add Organization page appears.
3. Enter the Organization Name in the Name field.

SECURITY AND ADMINISTRATION soaiscns A admin @

User Roles Organizations Resource Pool Port Group Server Passwords Upgrade

Add Organization

ORGANIZATION DEFINITION ORGANIZATION MAPPING FROM CDS
——

NAME*
sales

DESCRIPTION

sales organization

CHILD OF

Hame Mepped Apoliance Orgenizetions

H
=
|
o
B
H

4. Enter the organization description in the Description field.

5. Select the child-of organizations that should be dependents of the new organization in the CHILD -OF
section.

0. Click Next.

32 Actifio Resiliency Director Server | actifio.com | acfifio



SECURITY AND ADMINISTRATION asigiczicuta & admin @

Resource Peol Port Croup Server Passwords Upgrade

User Roles Organizations

Add Organization

ORGANIZATION DEFINITION ( ORGANIZATION MAPPING FROM (DS )

m .~

B | APPLIANCE ORGANIZATIONS

&  puBLIC

0O AL
=)
L
A
=)
7 Select the check-boxes for existing appliance that should be configured for the new organization,

8. Click Finish to create the Organization.
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Editing an Organization Details
The Resiliency Director Server supports modifying the name, email contact, and address of an organization.
To edit the organization details:
1. In the left navigation pane, click Settings > Security & Administration > Organizations.
The Organizations page displays.

2. Select the organization that you want to edit and click Edit. The Edit Organization page appears.

SECURITY AND ADMINISTRATION . 2 s @
s (R frcasod g s s
Add Organization

=

-]

[ |

o

.3

=

3. Edit the Organization Name and Description in their respective fields and click Next.

SECURITY AND ADMINISTRATION AsefCelcaza § admin @

User Roles Organizations Resource Poal Port Group Server Passwords Upgrade

Add Organization

ORGANIZATION DEFINITION [ ORGANIZATION MAPPING FROM CDS

£ | APPLIANCE ORGANIZATIONS

O  pusLC

=
]
=
&
L3
=

4. Select the Appliance Organizations using the respective name check boxes.

5. Click Finish to save the changes made to the organization.
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Deleting an Organization

To delete an organization:
1. In the left navigation pane, click Click Settings > Security and Administration > Organizations.

The Organizations page displays.
2. Select the organization that you want to delete and click Delete. The Delete Organization dialog box
appears asking for the confirmation to delete the organization.

Delete Organization?

Are you sure you want ko delete the selected Organization?
You will lose 'RD Collectors’ and "'Recovery plan' attached with this Organization.

- iE

3. Click Yes to delete the organization.
Deleting an organization also deletes the entities associated with the recovery plans.

Note: You can delete multiple organization at a time. Use the appropriate check boxes to select multiple
organization.
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8 Managing the Actifio Resiliency
Director Collectors

This chapter provides the details to add, list, edit, and delete the Actifio Resiliency Director Collectors.
This chapter contains:

U Adding an Actifio Resiliency Director Collector on page 37

o Listing the Actifio Resiliency Director Collectors on page 38

o Updating an Actifio Resiliency Director Collector on page 39

o Deleting an Actifio Resiliency Director Collector on page 40
Adding an Actifio Resiliency Director Collector
This section provides the details to add an organization Resiliency Director Collector for existing organizations.
To add a Resiliency Director Collector:

1. In the left navigation pane, click RD Collectors. The RD Collectors page appears.

2. Click +Add Collector. The Add RD Collector page appears.

3. Enter the following:

o IP/Host Name: Enter the IP address or Host name of the Resiliency Director Collector in the IP/
Host Name field.

o Description: (Optional) Enter description of the Resiliency Director collector that you want to add in
the Description field.

o Organization: Select the organization name from the Organization drop-down list to register in the
Resiliency Director Server.

o User Name and Password: Enter the user credentials in the User Name and Password fields.

RD COLLECTOR ssfcaicars & admin @

Add RD Collector

FHOST NAME *

172.29.11.44|

DESCRIPTION*
Collector For Oracle backup

ORGANIZATIONS

USER NAME *

Cra

PASSWORD *

=
o
[
23]

el

4, Click Save to add the Resiliency Director Collector.
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Listing the Actifio Resiliency Director Collectors
To list the Resiliency Director Collector,
1. In the left navigation pane, click RD Collectors.

The list of available RD Collectors appears.

RD COLLECTOR asiaeu & admin @
RD Collector S AEDEELETEY
type to search... Q m &
O | IP/HOST NAME CREATED ON RD VERSION DESCRIPTION ORGANIZATION ~ | USER NAME

0 172291145 03/20/2019 12:41:35 2001229 Collector for Appi(s) and VM(s) Actifio admin

=
o
[
= |

Resiliency Director CollectorsTable - Field Elements

IP/Host Name Displays the host name or IP address of the Resiliency Director Collector.
Created On Displays the date when the Resiliency Director Collector was created.
RD Version Displays the Resiliency Director version.

Description Displays your notes about the Resiliency Director Collector.

Organization Displays name of the Resiliency Director organization.

User Name Displays the logged in user name.
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Updating an Actifio Resiliency Director Collector
To edit a Resiliency Director Collector:
1. In the left navigation pane, click RD Collector. The RD Collectors page appears.
2. Select the Resiliency Director Collector that you want to edit and click Edit.
The Edit RD Collector page appears.
3. Edit the following:

o IP/Host Name: Enter the IP address or Host name of the Resiliency Director Collector in the IP/
Host Name field.

o Description: Enter the description about the Resiliency Director collector that you want to add in
the Description field.

o Organization: (Optional) Edit the organization name.

o User Name and Password: Enter the user credentials in the User Name and Password fields. The

maximum character limit is set to 95.

RD COLLECTOR ssnitaicus A admin @

Edit RD Collector

F/HOST NAME *
172.29.11.45
DESCRIPTION*
Collector For App(s) and VM(s)
ORGANIZATIONS
Actifio
USER NAME *
admin

PASSWORD *

o “

4. Click Save to update the changes.
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Deleting an Actifio Resiliency Director Collector

The Resiliency Director Server supports deleting an existing Resiliency Director Collectors. You can delete multiple
Resiliency Director Collectors at a time.

To delete a Resiliency Director Collector:
1. In the left navigation pane, click RD Collector. The list of available Resiliency Director Collectors appears.

2. Select the Resiliency Director Collector that you want to delete and click Delete.

asiafcaleuts. & admin e

RD COLLECTOR

RD Collector

type to search. Q I«

& | IP/HOSTN... CREATED ... RD VERSION DESCRIPTL... ORGANIZA... USER NAME

172.29.11.45 02/16/201919_.  8.0.0.1195

3. In the Delete RD Collector dialogue, click Confirm.

Note: Deleting an Resiliency Director Collector also deletes associated entities such as recovery plans.
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9 Managing Resource Pool

This chapter provides the details to discover, update, and delete resource pools. You can discover, update and delete

child resource pool of any host. The CPU and memory resources for your resource pool are the guaranteed physical
resources the host servers for a resource pool.

This chapter contains:
U Add Resource Pool Mapping on page 42
o Updating the Resource Pool Mapping on page 43
. Deleting the Resource Pool Mapping on page 43
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Add Resource Pool Mapping

This section provides the details to add a resource pool for any Virtual Management Server and its corresponding
Organizations.

To add a resource pool mapping:

1.
2.
3.

In the left navigation pane, Security and Administration > Resource Pool.
The Resource Pool page displays.

Click +Add Resource Pool. The Add Resource Pool page displays.

SECURITY AND ADMINISTRATION AmiClcue A admin @

Add Resource Pool Mapping

WVIRTUAL MANAGEMENT SERVER ™

syststZ-vcsga.actifio.com -

SELECT RESOURCE POOL TO ADD ™

© | NAME TOTAL MEMORY(MB) TOTAL CPU(MHZ) ORGANIZATIONS
O windows-VMs 0 o Select -
=
O cox 0 [ Select hd
==
=
O Automation 0 0 Select -
O Katie 0 [ Select -
Cancel Save

Select the Virtual Management Server for which you want to discover the resource pool and click Save.

Note: For any resource pool names that are already available and you want to add Resource Pool for any
specific organization.Click Save.

Click name and select the corresponding Organizations from the drop down list and click Save.
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Updating the Resource Pool Mapping

To update the resource pool mapping:

1.

In the left navigation pane, click Security & Administration > Resource Pool. The Resource Pool page
displays.

Select the resource pool name from Name column and click Update Mapping. The Update Mapping
page displays.

sseCalcuzs 3 admin @

+ ADD RESOURCE POOL

SECURITY AND ADMINISTRATION

Port Group Server Passwords Upgrads

User Roles Organizations

Resource Pool

TOTAL MEMORY(MB) TOTAL CPU{MHZ)

VM SERVER

ORGANIZATIONS

B Linux-VMs syskst2-ve sga.actifio.com 0

Test + | 17229.113 0 Update Mapping

0 ResourcePoolas

Delete

Update Mapping -

Click on resource pool name to update the mapping.

Click on Organizations drop down list for the corresponding resource pool name for which you want to
update the mapping and click Save.

Deleting the Resource Pool Mapping
You can delete any Resource Pool mapping. To delete the resource mapping:

In the left navigation pane, click Security & Administration > Resource Pool. The Resource Pool page
displays.
Select the resource pool name that you want to delete and click Delete.

ApafCeloutzs B admin @

SECURITY AND ADMINISTRATION

User Roles QOrganizations Port Group Sarver Passwords Upgrade
Resource Pool + ADD RESOURCE POOL
n
=] NAME ORGANIZATIONS VM SERVER TOTAL MEMORY{MB) TOTAL CPU(MHZ)

B LinwcVMs systst2-ve sqa.actifio.com 0

ResourcePool 94 Test =| 17229113 ] Update Mapping

o

Delete

EH * & 0 @ g

Update Mapping -

Click Delete in the confirmation dialog box.

Note: If a resource pool is deleted then all the VMs are reassigned to parent pool.

actifio | actifio.com | Actifio Resiliency Director Server

43



44

Actifio Resiliency Director Server | actifio.com | acfifio



10 Managing Port Group Security

Port groups in the Resiliency Director aggregate multiple ports under a common configuration that provides a stable
anchor for virtual machines connecting to labeled VMs. The Resiliency Director allows you to map to the VMs or
Organizations corresponding to specific VMs.

This chapter provides the details to discover, update and map the port groups. The port groups can mapped for virtual
machines or physical machines in the CSP environment.

This chapter contains the following topics:
o Discovering and Mapping Port Groups on page 46
. Updating the Port Group Mapping on page 47
. Deleting the Port Groups on page 47

actifio | actifio.com | Actifio Resiliency Director Server

45



Discovering and Mapping Port Groups

This section provides the details to discover the port groups for Virtual Management Servers and its corresponding
Hosts and Clusters.

To discover port groups:
1. In the left navigation pane, click Settings > Security and Administration > Port Group.
The Port Group page displays.
2. Click Add Port Group.
The Add Port Group Mapping page displays.

SECURITY AND ADMINISTRATION acycaoen L admin @

Add Port Group Mapping

VIRTUAL MANAGEMENT SERVER*
17228.11.8

CLUSTER NAME*
dluster-08

SELECT PORT GROUP TO ADD ™

Q 1l

=] NAME TYPE ORGANIZATIONS

O FortGroup.10 virtuzl Portgroup select -

O Eorcroup virtuzl Portgroup select

O FortGrowp.3 virtuzl Portgroup select

O Eorcroups virtual Portgroup select

O FortGrouwp.s virtuzl Portgroup select

O ForGroup.§ virtuzl Portgroup select

O FortGrowp.? virtuzl Portgroup select

O ForGroup. virtuzl Portgroup select - -
3. Select the virtual management server from Virtual Management Server drop down list.
4. Select the desired host or cluster from the Cluster drop down list.

Select the Port Group name from the corresponding port group row and select the Organization using the
drop-down list.

6. Click Save.
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Updating the Port Group Mapping
To update the port group mapping:
1. In the left navigation pane, click Settings > Security and Administration > Port Group.

The Port Group page displays the available Port Groups.

EECURMY AND ADMINISTRATION sazcaots L admin @

p —
User Rioles Orgenizations ResuurDquul Port Croup . Server Passwonds Upgrads
—_—

Port Group

ORGANIZATION

CLUSTER NAME

PORT GROUP

Virtual Portgroup

PortGroup.1 cluster-08 | Update Mapping - virtual Portgroup

Delete

AD-Cluster-03 - | virtusl Portgroup

PortGroupd

- Virteal Portgroup

Update Mapping | =

2. Right-click the port group and Click Update Mapping. The Port Group page displays.

RO-Cluster-03

PortGroup1d

H* 8| w g

3. Select the Organizations name from the corresponding port group you want to discover.
The Port Group page displays.
4. Click Update Mapping.

Deleting the Port Groups
This section describes the steps to delete the port groups. To delete the port groups:

1. In the left navigation pane, click Settings > Security and Administration > Port Group. The Port Group
page displays.

2. Select the port groups from the Port Group column and click Delete.

SECURITY AND ADMINISTRATICN saacaots X admin

UserRoles Crgenizations Resource Poal Sereer Fasswords Upgrade
Port Group + ADD PORT GROUP

|

ORGANIZATION

PORT GROUP CLUSTER NAME

Cluster-08 Update Mapping wvirtusl Porbgroup
| Delete

PortGroup.1

« | virtusl Portgrovp

PortGroupl AD-Cluster-03

- Virtual Portgroup

Update Mapping | =

RO-Cluster-03

PortGroup1d

A confirmation dialogue appears.

3. Click Delete in the confirmation dialogue.

Note: Before deleting the selected port group(s), ensure that there are no dependencies associated with it, once
you delete the port group, once you delete the port group, users edited the recovery plans unable to access them.
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11 Managing the Recovery Plans

This chapter provides the details to add, list, modify, disable, delete, and execute a recovery plan for the registered
Resiliency Director organizations.

Note: For a CDS user who wants to run a recovery plan in the Resiliency Director, ensure that the organization for
corresponding user has rights configured on the VVMware vCenter Server, Protected VMs, Profile and Template with
which VM is protected, as well as ESX hosts where we are executing the recovery plan.

This chapter contains:
U Adding a Recovery Plan on page 50
o Listing Recovery Plans on page 55

o Modifying a Recovery Plan on page 59

. Executing a Recovery Plan on page 61
o Deleting a Recovery Plan on page 65
U Canceling a Recovery Plan execution on page 64
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Adding a Recovery Plan

Resiliency Director supports creating a recovery plan for an organization and setting the recovery order to recover the
application groups. Adding a recovery plan is a wizard based process. The wizard is divided into five steps:

Application Groups
Recovery Order
Network Settings
Schedule

Summary

Note: Port groups are entities present on a standard virtual switch / distributed virtual switch (DVSwtich). Before a
CSP creates a recovery plan, you must create a virtual switch with pre-defined port groups on the corresponding
virtual management server.

Preserving the UUID and Ethernet PCI Slot Number

RD Collector collects the UUID and PCI slot numbers of all NIC cards during creation or update of application group. If
you do not wish to preserve these values on the recovered VM, you need to set the following properties to false:

preserveuuid: This property is set to true by default, based on this value, you can preserve the uuid.bios
of the original VM on to the recovered VM.

preserve-nic-pcislotnumber: This property is set to true by default, based on this value you can
preserve the PCl Slot Numbers of Network Interface Cards that are present in Original VM on to the
recovered VM.

If you do not wish to preserve these parameters, you can change them using the following commands:

rdtask setproperty -property preserve-nic-pcislotnumber -value false

rdtask setproperty -property preserveuuid -value false

While creating a recovery plan, you can define:

Existing application groups for which you can select one or more VMs
VM resources

Target resource pool on virtual management server

Network Settings

Pre-scripts/post-scripts for individual VM(s) and Application Group(s)
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To add a recovery plan:

1.
2.
3.

In the left navigation pane, click Recovery Plans. The Recovery Plans page appears.
Click +Add Recovery Plan. The Add Recovery Plan page appears.

Enter the recovery plan name in Recovery Plan Name field. You can provide maximum 100 alphanumeric

characters. Only “-" and “_" special characters are supported.
Select the Resiliency Director Collector from the RD Collector drop-down list.

You may optionally select an organization from the Organization drop-down list, organization membership
can be used to limit users to only accessing a subset of recovery plans.

Select the application groups from the Select Application Group(s) list.
RECOVERY PLAN Aseleicus & admin @

Add Recovery Plan

APPLICATION GROUPS RESOURCE ALLOCATION NETWORK AND SCRIPT SETTINGS

SELECT APPLICATION GROUP(S) SET RECOVERY ORDER

Q Q
APPLICATION GROUP(S) O APPLICATION G... ORDER
= o
o OracleVMs
= -

To add Application Groups to the recovery plan, select them one at a time and click the “+" add button.
Application groups will be executed in the order they are added. To change the order, remove application
groups and re-add them using the “-" and “+" buttons. Application groups are always added at the end of
the list and click Next.

The Resource Allocation page appears.
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8. Select:
o

(0]

RECOVERY PLAN Usfemeen L admin @

Add Recovery Plan

APPLICATION GROUPS  RESOURCE ALLOCATION NETWORK AND SCRIPT SETTINGS

RECOVERY PLAN NAME VIRTUAL MANAGEMENT SERVER *  DEFAULT RESOURCE POOL *

"2

USE DIFFERENT PORT GROUPS FOR TEST VS ACTUAL FAILOVER (™

ACTH

CROUP * UAL FORT GROUF *

VIRTUAL MACHINES

VM NAME REQUIRED VCPU (... REQUIRED MEMO... TARGET APPLIANCE = RESOURCE POOL TEST PORT GROUP ACTUAL PORT GR...
- AC
w»  Sequencel Inherit Default  ~ PortGroup3 v ~ Inherit Default =
» sky.._ 169-bil 4 2048 actsky04.rd actifio. Inherit Default  ~ Inherit Default  ~ Inherit Default -
c Back Next

The virtual management server from the Virtual Management Server drop-down list.

The resources from the Default Resource Pool drop-down list. For details about resource pool
validations, see Resource Pool Validation on page 54.

The default resource pool may optionally be overridden for any listed sequence or VM if it is desired
to recover VMs into a different resource pool than the default for the recovery plan.

The default port group from the Default Port Group drop-down list.

The default port group may optionally be overridden for any listed sequence, VM, or NIC if it is
desired to recover the VMs or NICs into a different port group than the default for the recovery plan.

Use Different Port Groups for Test Vs. Actual Failover option to choose port groups separately for
test and actual recovery.

9. Click Next. The Network and Script Settings page appears displaying the list of selected VMs or vApps or
File Systems or SQL applications.
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RECOVERY PLAN asycaaes X admin @

Add Recovery Plan

ENABLE SCHEDULE

u APPLICATIONS
g
= APP NAME TARGET / VM NAME CONFIGURATIONS
o - Sequencei -
(. acsqlo3 Actifio_actsqlo3 Optional
= -
Actifio_sqlvMinstance Configured
w  saguencel
ACTORCLS\SQLS... torclos.rd actifio.co  Acifio_sg configured
*  saguences

', {actsqlos.rd actific.com) Aactifio_actsqlos Configured

10.  Use the Enable Schedule option to enable a schedule (Monthly, Weekly, Daily).

Actifio Resiliency Director Server supports creating recovery plan schedules for the following types of
intervals:

o Daily: Create a daily schedule as per the defined start time. For example, if you provide the start
time 9.00, then the recovery plan executes daily at 9.00 a.m.

o Weekly: Creates a weekly recovery schedule as per the defined day of the week. For example, if
you provide the start time as 9.00 and select Monday, then the recovery plan executes every
Monday at 9.00.

o Monthly: Creates a monthly recovery schedule as per the defined date of the month. For example,
if you provide the start time as 9.00 and select 10 as date, then the recovery plan executes every
month on 10th at 9.00.

1. To bulk-change VM names used during recovery with a prefix, modify the value for VM Name Prefix to any
value. All VMs that have not had their names manually changed will be updated with the new prefix.

Note: for each VM being recovered, you may override the recovery plan's VM Name Prefix, as well as the
entire VM name, by modifying the value in the “Target /VVM Name” column.

12.  You can proceed without configuring the required applications and recovery plan state becomes Ready (info
required). When you run the recovery plan, it will ask you to configure the application(s). For configuring the
following applications:

o For configuring a VM or create a new VM, refer Configuring the VM section in Actifio Resiliency
Director Collector guide.

o For configuring a Database Application, refer Configuring the Database section in Actifio
Resiliency Director Collector guide.

o For configuring a File System Application, refer Configuring the File System section in Actifio
Resiliency Director Collector guide.
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Note: Configuration details for each application can be configured in the Application Group, and optionally
you can override the configuration details in the Recovery plan.

13.  Click Finish to complete the process

Resource Pool Validation
The following conditions are validated while verifying the resource pool:
. Sum up values for required CPU and RAM reservations (if any) for all VMs is assigned to the resource pool.

. Compare the required CPU and RAM to the resource pool LIMIT. Flag condition "ERROR" if the limit is lower
than the required CPU or RAM. If pool is set to unlimited, there is no error possible.

o Compare the required CPU and RAM to the resource pool RESERVATION. Flag condition "WARNING" if the
reservation is lower than the required CPU or RAM. However, if the limit is set to unlimited, then do not
flag as warning status.

Note: It is recommended to configure the VM resources (CPU and memory) with finite limits instead of using the
unlimited resource configuration.

If you want to configure a particular VM resource using unlimited settings, then the corresponding resource pool to be
used must have unlimited resource consumption setting. The Resiliency Director allows the user to create a recovery
plan if the resource pool have “Unlimited” flag enabled for the resource pool limit.
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Listing Recovery Plans

The Recovery Plans screen includes a list of existing recovery plans in the Resiliency Director Server site. It has the
Add, Manage, Edit, Run, and Delete options.

The details of the Recovery Plans page are described in the following table.

RECOVERY PLAN

Recovery Plan

a

Refreshes in: 12 seconds

LsefCaleures § admin @

o~
[+

+ ADD RECOVERY PLAN

O | RECOVERY PLAN
[u] testrp1

O rpstaticip

O rpwindowsVMs
O rprhelvms

O rp-centosvms

0 e

O rpfeag

O RP-SQLInstances

O Cancel_test

ORGANIZATION

STATUS

Ready (info complete)
Ready (info complete)
Ready (info complete)
Ready (info complete)
Ready (info complete)
Ready (info complete)
Ready (info required)
Partial Success

Ready (info complete)

APPLICATIONS

2in 1 groups

1in 1 groups

3in 1 groups

9in 1 groups

2in 1 groups

4in 1groups

401in 1 groups

10in 1 groups

2in 1 groups

APPLIANCES

actsky02.rd.actifio.c.

actsky02.rd.actifio.c...
actsky0.rd.actifio.c..
actskyoz.rd actifio.c ..
actsky02.rd.actifio.c...

actsky08.rd.actifio.c...

rdedsa

rdeds4

actsky02.rd actifio.c...

EDITED

2019-03-08 14:30:12

2019-03-05 11:14:05

2019-02-18 19:49:26

2019-02-18 19:47:04

2019-02-18 19:47:57

2019-03-1118:19:39

2019-03-12 12:47:13

2019-03-12 14:03:58

2019-03-12 141452

LASTRUN

2019-03-06 16:42:48

2019-03-06 12:23:06

2019-03-06 16:43:05

2019-03-1120:15:03

2019-03-08 23:18:29

2019-03-12 14:10:14

SCHEDULED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

Field/Item

Recovery PlansTable - Field Elements

Description

Recovery Plan
Organization
Status
Applications
Appliances
Edited

Last Run

Scheduled

Displays the name of the recovery plan.

Displays the name of the organization configured for the recovery.

Displays the status of the recovery plan.

Shows the number of applications and application groups in a recovery plan.

Name of the Actifio Appliances used

Last modified date and time of recovery plan.

Last run date and time of recovery plan.

Whether schedule is enabled or disabled.

Note: Any recovery plan that executes at the given schedule time does so in the test recovery mode. You have an
option to separately execute a recovery in test recovery mode by clicking the Run Now button present in the
recovery plan listing accordion.

actifio | actifio.com | Actifio Resiliency Director Server

55



Recovery Plan Execution Status Description
Actifio Resiliency Director Server provides the following recovery plan execution statuses:
Ready (info complete)

When a recovery plan is created and all validations for the recovery plan are successful, the status of a recovery plan
becomes Ready (info complete).You can execute a recovery plan whose status is Ready (info complete).

Ready (Info required)

When a recovery plan is created and all validations for the recovery plan are not successful, the status of a recovery
plan becomes Ready (info required).You can use execute once a recovery plan whose status is Ready (info
required).

In Progress

When you execute a recovery plan, the status becomes In progress. as the recovery plan execution is in progress.

Failed

When the execution of a recovery plan encounters any error or if recovery of a critical VM fails, the status of a
recovery plan becomes Failed.

Success

When a recovery plan is executed successfully, the status of a recovery plan becomes Success.

Partial Success

When you execute a recovery plan, and recovery of a non critical VM fails; the status of a recovery plan becomes
Partial Success.

Canceling

When you cancel a recovery plan, the status of a recovery plan becomes Canceling.

Canceled

When cancellation of a recovery plan is successful, the status of a recovery plan becomes Canceled.

Resetting

When you reset a recovery plan, the status of a recovery plan becomes Resetting.

Reset Failed

When resetting a recovery plan fails, the status of a recovery plan becomes Reset Failed.

Resetting the Recovery Plan Status

If status of the recovery plan is not Ready (info required) or Ready (info complete), you can change it to Ready
(info required) or Ready (info complete). However, if status of the recovery plan is in In progress, you have to wait
until the recovery plan process is complete.

Note: To reset manually from the Actifio Appliance, see To reset a recovery plan, executed in an actual recovery
mode:. For more information on actual mode, see Actual mode recovery on page 61.
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To reset a recovery plan executed in test recovery mode:

1. Select the recovery plan of which you want to change the status and then right-click Reset. The Reset
Recovery Plan dialog appears asking for the confirmation to reset the recovery plan status.

Reset Recovery Plan

jou want to reset the Recovery Plan? Once
rted. Please confirm by typing

[ RESET|

Warning:
Reset operation may power off the recoversd VMs. Syncback
and failback of all the VMs in a recovery plan needs to be
complated on the Actifio Appliance bafore running the

2. Type RESET in the given field to confirm the operation and click Reset to reset the recovery plan status.
If you click the Reset button, you cannot cancel the recovery plan that is initiated for the reset operation.

Note: Reset for Test mode will unmount-delete the copies which will also delete \VMs and remove applications
from DR CDS/Sky.

To reset a recovery plan, executed in an actual recovery mode:
A clean-up is required from Actifio Appliance side to reset a recovery plan executed in an actual mode.

1. Clean-up the failover images from Actifio Appliance.

Note: For actual recovery of a ready VM, you must rename the VM to its previous name before cleaning-up

the failover images from Actifio Appliance.

2. From vCenter Server, delete the vApp created by recovery plan.

3. On the Recovery Plans page of Resiliency Director Server Ul, click Reset. The Reset dialog box appears
asking for the confirmation to reset the recovery plan status.

4. Type RESET in the given field to confirm the operation and click Reset to reset the recovery plan status.

Note: If you click the Reset button, you cannot cancel the recovery plan that is initiated for the reset
operation.
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Recovery plan (Run Once):

For any recovery plan that needs more information before it can be run, Actifio uses the status “Ready (info

required)’.

To Run the recovery plan once:

1. Right-click the recovery plan and select Run.

The Run Recovery Plan wizard appears, which shows the configuration status for all the applications, and
indicates the applications that need more information. Any plan that has “To be Determined (TBD)" for the
target or has a blank required field (like SQL Instance), shows “Incomplete”

Run Recovery Plan

RECOVERY PLAN:  rp-fsag

APPLICATIONS

APP NAME
- Sequence 2
J12(Fsrhel7s)
J13 (Ferhel7s)
J1a (fsrhel7s)
E\ (Fswin2012vm)

Jv8 (Fs-rhel73)

H
=
=
o
L3
H

C\ (acksqlo1.rd.actifio.com)
C\ (acksqlo5.rd.actifio.com)
F2\ (actsql05.rd.actifio.com)

G\ (Fswin2012vm)

A1 4B b nl7E

The Run dialogue appears.

o &~ W N

RECOVER PLAN CONFICURATION DETAILS

Click Run to confirm the operation.

Please update all applications to provide any missing information.

TARGET / VM NAME

MRC_rh72vm05
MRC_rh72vm06
MRC_rh74vmo7
MRC_win16vm05
MRC_rh74vm03
MRC_win16vm02
MRC_win16vm03
MRC_win16vm06
MRC_win16vm04

AN kT ena

soaiscns A admin @
Updating Recovery plan data..

SHOW INCOMPLETE APPS ONLY

CONFIGURATIONS

Configured

Configured

Run Once Recovery Plan

Once you configure the incomplete applications in the recovery plan Run Once wizard, and click Next.

Type RECOVER in the given field, and choose the mode (Test or Actual).

Once you resets that recovery plan, then it should again go to Ready (info required) status.

58

Actifio Resiliency Director Server | actifio.com | acfifio



Modifying a Recovery Plan

Actifio Resiliency Director Server supports modifying the Actifio Appliance, virtual management server, resource pool,
and recovery order of a recovery plan. You can also stop a recovery plan schedule by using the Edit option.

If Organization Site Administrator modifies the application groups on Resiliency Director Collector site, the status of
corresponding recovery plans having the modified application groups become Invalid on the Resiliency Director Server
site. You must edit these recovery plans to validate them and move them back to Ready To Run state.

Note: You can modify the recovery plans with the Ready (info required) or Ready (info complete) status only.
Modifying the recovery plans will not remove the VVMs from the virtual management server.

To modify a recovery plan:
1. In the left navigation pane, click Recovery Plans. The Recovery Plans page appears.

2. Select a recovery plan that you want to edit and then click Edit. The Edit Recovery Plan page appears.

RECOVERY PLAN soaiscns A admin @

Edit Recovery Plan

APPLICATION GROUPS RESOURCE ALLOCATION NETWORK AND SCRIPT SETTINGS
—

RECOVERY PLAN MAME * RD COLLECTOR * ORGANIZATION

rpwindows\iMs

SELECT APPLICATION CROUP(S) SET RECOVERY ORDER

m Q Q

g 0O | APPLICATION GROUP(S) 0O | APPLICATIONG... ORDER
[+ 1 e

- o WindowsVMs 1

% @

& REMOVE

H No Application Groups

Edit Recovery Plan

3. Modify the recovery plan name in Recovery Plan Name field.

4. You can modify select the Resiliency Director, Organization and Application group details using the
respective drop-down list.

5. Modify the Application Groups if required, by adding the Application Groups to the Set Recovery Order
section to define the recovery order. The recovery order appears in the ascending order. You can filter the
Application Groups in the Select Application Groups section, if required and click Next.

The Resource Allocation page appears.
6. Modify the fields if required for the following:
o  The virtual management server from the Virtual Management Server drop-down list.

o The resources from the Default Resource Pool drop-down list. For details about resource pool
validations, see Resource Pool Validation on page 54.
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o The default port group from the Default Port Group drop-down list.

7 Click Next. The Network and Script Settings page appears displaying the list of selected VMs or vApps
for the recovery plan.

8. Use the Enable Schedule option to enable a schedule (Monthly, Weekly, Daily).
9. Click Finish to complete the process.

The modified details are listed in the accordion and recovery plan listing grid.
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Executing a Recovery Plan

The Actifio Resiliency Director Server supports executing recovery plan in the test and actual mode. If a recovery plan
execution is triggered manually, it precedes over the scheduled recovery plan execution.

Test mode recovery

When you execute a recovery plan in test mode, the recovery plan uses less resources if alternate values are entered
for CPU and memory of the VMs being recovered. The Reset operation after a test recovery will cleanup all VMs. Also
note that the test recovery performs a test-fail over on the associated Actifio Appliance, which does not enable change
tracking for reverse incremental replication (Sync-back).

Actual mode recovery

When you execute a recovery plan in actual mode, a recovery plan uses all the resources that are required by the
virtual machine. The reset of the recovery plan will not cleanup the recovered VMs, that RD will initiate a “failover” for
each VM on the associated Actifio Appliance, and therefore the user has the ability to manually perform reverse
incremental replication (sync-back), as well as restores and fail-back using the Actifio Appliance directly.

The following conditions are applicable for the ESXi server having local or shared storages:

o In the Resiliency Director Server, the ESXi server used for a recovery plan (via. a resource pool) should have
sufficient single shared storage.

o If the ESXi server has a local storage, after executing the recovery plan, the restored VMs resides in the
local storage and the VMSs are not available for migration.

. If the ESXi server has a shared storage, after executing the recovery plan, the restored VMs reside in the
shared storage. Then the VMs are available for migration.

° If the ESXi server has local storage and shared storage, then by default, Resiliency Director uses the shared
storage.

Note: In the ESXi server, you must first add the shared (SAN) storage. Resiliency Director selects the shared
storage (configured local storage is selected last).

To execute a recovery plan:

1. In the left navigation pane, click Recovery Plan. The Recovery Plan page appears.
2. Right-click the recovery plan and choose the Manage option to see the recovery plan details.
3. To run a recovery plan:

’

Note: Applicable for recovery plans with status ‘Ready (Info Complete)’ and ‘Ready (Info Required)’.

Note: For recovery plans with the status: ‘Ready (Info Required), you need to provide the required
information using the Run Recovery Plan page.

o Choose a recovery plan, right-click and select the Run. The Run confirmation dialog appears.
o Inthe Run confirmation dialog, type RECOVER in the text box.
o Select the mode of recovery, Actual or Test from the Mode drop-down list.

o Click Run. The details about test and actual mode are described in the Test mode recovery and
Actual mode recovery sections. You cannot modify a recovery plan when recovery is in progress.
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4. To reset a recovery plan:

Note: Applicable for recovery plans with status ‘Success’, Failed’ and ‘Reset Failed’.

o Choose the recovery plan with status, right-click the plan and select the Reset. The Reset Recovery
Plan confirmation dialog appears.

o Inthe confirmation dialog, type RESET the text box.
o Click Reset.
Recovering a Single VM

By using the Single VM Recovery feature, you can recover a single VM in a recovery plan. If a recovery plan is
canceled or a single VM is failed during recovery plan execution then you can select that particular VM for recovery
without affecting the other VMs.

To recover a single VM:
1. In the left navigation pane, click Recovery Plans. The Recovery Plans page appears.

2. Select the failed recovery plan of which you want to recover a single VM and right-click and select Manage
to view the failed VMs.

The Manage Recovery Plan page appears.

MANAGE RECOVERY PLAN eourc L admin @

Refreshes in: 11 seconds 2

Manage RPRhel

Recovery Plan Status: Falled

APPLICATL.. APPLIANCE TARGET CRITICAL STATUS MESSAGE ACTION
¥ ACRhel NO
—
=
v nce
=
.24 RD_HYD_D... Recovered_... NO Failed Virtual Mac.. RECOVER

* 8

[T

3. Click Recover with respect to the failed VM. The Recover VM dialog box appears asking for the
confirmation to recover the selected single VM.

Recover VM
Are you sure you want to recover the
application? This action cannot be

reverted. Please confirm by typing
"RECOVER" in the box.

| RECOVER |

cance Recover

4. Type RECOVER in the text field to confirm the operation and click OK. The recovery plan status changes to
In progress.

Note: You cannot cancel the single VM recovery process that is initiated.
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Recovering parallel VM

For parallel VM recovery feature to work efficiently, you have to tweak the following of properties for vCenter server,
Resiliency Director server and ESX host:

vCenter

. Memory (RAM) / CPU: Increase RAM/CPU based on the number of VMs to be recovered in the single
sequence. Preferably use a multi CPU machine instead of using multi core machine.

o Java heap size: Increasing Java heap size for the inventory service and storage profiles usually helps in
improving the performance.

. Database type: Separate installation of database instead of depending on embedded database would
enhance the performance.

ESX host
o Increase the heap size to 256MB.

RD Server

Set the JVM max heap size (xmx) value to 4GB. To change the heap size perform the following steps:
1. Open file /act/rdprovider/rdstartup.sh
2. Replace -xmx<value> with the desired heap size value to which you want to increase.

o Example: If you want to increase the heap size t 0 4 GB, first the convert the value to MB (4096 MB), and
then replace -xmx256 with -xmx4096

IP Address Retention

IP address retention is a feature that allows you to retain the same IP addresses for the virtual machines, present on
the Actifio Resiliency Director Server site that were configured on the Actifio Resiliency Director Collector site.

Replicate the DHCP server of the Actifio Resiliency Director site to the Actifio Resiliency Director site to retain the IP
address (dynamic or static) for the corresponding VMs. If the DHCP server is not replicated then IP address retention
may not work for the DHCP server that is getting used on the Actifio Resiliency Director Server site.

Actifio Resiliency Director clones the MAC addresses of the virtual machines at the time of recovery plan execution to
retain the IP addresses. IP addresses are retained irrespective of the IP address type (dynamic or static) allocated to
the VMs on the Actifio Resiliency Director Collector site.

Note: If the Actifio Resiliency Director Collector user, enforces the IP address type as static to a virtual machine
while adding or editing an application group under the VM Settings page > VM Configuration, then for such
virtual machines Actifio Resiliency Director will not clone the MAC addresses.

During the recovery plan execution, if a MAC address conflict is detected for a virtual machine, then the recovery
status for that virtual machine is marked as failed. Over all recovery plan execution status depends on whether the
failed virtual machine is critical or not. For example: If MAC address conflict occurs for a critical virtual machine, then
over all recovery plan execution status is Failed. And for non critical virtual machine, recovery plan execution status is
Partial Success.
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Canceling a Recovery Plan execution

This section describes how to cancel a recovery plan while it's executing. You can cancel the recovery plan execution
in progress at any point-in-time, if that plan is executed by mistake, or most of the virtual machines are failing due to
unknown, or resource insufficiency reasons.

To cancel a recovery plan execution:
1. In the left navigation pane, click Recovery Plans. The Recovery Plans page appears.

2. Select the recovery plan of which you want to cancel the execution and then right-click and select Cancell.

L @

Befreshes in T sscondy 03

Recovery Plan [ + o0 REcovERY PLA |

a

STATUS EDITED

LAST RUN SCHEDL..

&  RECOVE.. ORGANL.. APPLICA... APPLIA..,

nprogiens 1101 groups

BEFA2 0w H

Canceling a Recovery Plan

The Cancel Execution dialog box appears asking for the confirmation to cancel

Cancel Execution

Are you sure you want to cancel the
Recovery Plan?

3. Click Yes to start the recovery plan execution cancellation.
If you click the Yes button, you cannot cancel the recovery plan that is initiated for the cancel operation.

Note: On canceling a recovery plan execution, the Actifio Resiliency Director exits after the next VM processing
(recovering) is complete.
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Deleting a Recovery Plan

This section guides you how to delete a recovery plan.

Note: You can only delete the recovery plans with status Ready (info required) or Ready (info complete).

To delete the recovery plan:
1. In the left navigation pane, click Recovery Plan. The Recovery Plan page appears.

2. Right-click the Recovery Plan that you want to delete and click Delete. The Delete Recovery Plan dialog
box appears asking for the confirmation to delete the selected recovery plan.

3. A confirmation dialogue appears, click Delete.

RECOVERY PLAN AseiCzicus 8 admin @

Refreshes in: 04 seconds £

Recovery Plan

Eype bo search a

B | RECOVERY PL... ORGANIZATION STATUS APPLICATIONS APPLIANCES EDITED LAST RUN SCHEDULED

Daylight Ready (info compl..  2in 1 aroups actsky02.rd.i . 2019-03-1110:01337 ENABLED

rp-fsag Ready (info requir... RIS 4 2019-03-08 23:03:46
Edit )
O testrpl Ready (info compl... kyoz.rd.actifio...  2019-03-08 14:30:12 DISABLED
Delete
0  rpnagl Ready (info requir... ky02 rd actifio...  2019-03-08 14:38:29 DISABLED
Run__

2019-03-0823:18:20  DISABLED

O rpstaticip Ready (info compl... kyo2.rd.actifio..  2018-03-05 11:14:05 DISABLED
0O rpwindowsVMs Ready (info compl...  3in 1 groups actsky02.rd.actifio...  2019-02-1819:49:26  2019-03-06 16:42:48  DISABLED
O rprhelvms Ready (nfocompl...  9in 1 groups actsky02 rd.actifio..  2019-02-1819:47:04  2019-03-06 12:23:06  DISABLED

Deleting a Recovery Plan
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12 Adding and Managing User

Access Controls

The Actifio Resiliency Director allows you to create and manage multiple user access controls. This chapter describes
how to create and manage various types of user access controls by assigning rights. Controls correlate with groups of

users that share similar responsibilities and have similar requirements when using the Actifio Resiliency Director.

Permissions are assigned to roles to grant or deny access to various features.

This chapter contains the following topics:

o Creating roles and assigning permissions on page 69
. Modifying roles and changing permissions on page 71
. Deleting roles on page 72

All user access controls in the Actifio Resiliency Director are managed by the user roles. Following table describes the

roles associated with user access rights:

Roles Description

RD Admin This role grants administrative rights
to the users. Depending on RD
deployment all management rights
comes under this role.

RD Manage This role grants limited rights to the
users to manage RD Server.

RD View This role grants view only rights to
the users.
RD Run This role grants “Recovery Plan Run”

rights and all view rights to the users.

Associated Rights

Grants the user with all the available rights.

Appliance View, Server View, Application
Group View, Virtual Management Server
View, Upgrade View, Download RD logs,
Resource Pool Manage, Resource Pool
View, Port Group Manage, Port Group View,
Virtual Management Server View

Appliance View, Application Group View,

Collector View, Server View, Organization
View, Recovery Plan View, Security View,
Upgrade View, Resource Pool View, Port

Group View, Virtual Management Server

View

Appliance View, Server View, Application
Group View, Collector View, Organization
View, Recovery Plan Run, Recovery Plan
View, Resource Pool View, Port Group View,
Virtual Management Server View, Upgrade
View, Security View.
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Following table describes the user access controls types that are allowed in the Actifio Resiliency Director:

User Access Rights Description

Appliance Manage Allows user to perform create, read, update, and delete
operations on the Actifio Appliance entity.

Appliance View Allows user to view the Actifio Appliance entity.

Application Group Manage Allows user to perform create, read, update, and delete
operations on Application Group entity

Application Group View Allows user to view the operations performed on Application
Group entity.

Download RD logs Allows user to download RD logs.

Organization Manage Allows user to perform create, read, update, and delete
operation of an organization.

Organization View Allows user to view the operation performed for an
organization.

Security Manage This user can assign roles to users, and can assign rights to
roles. All users on appliance are available to be assigned roles,
even if they have never logged-in to RD.

Security View This user can view roles to users and rights associated to the
roles.

Collector Manage Allows user to perform all operations on Collector entity.

Collector View Allows user to view Collector entity.

Upgrade Manage Allows user to perform create, read, update, and delete

operations on Upgrade entity.
Upgrade View Allows user to view operations performed on Upgrade entity.

Virtual Management Server Manage Allows user to perform create, read, update, delete operations
on Virtual Management Server entity.

Virtual Management Server View Allows user to view operations performed on the Virtual
Management Server entity.

Manage Authentication Source Allows user to enable or disable the authentication source.
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Creating roles and assigning permissions

This section describes the steps to create a new role and assign permissions to them. By default, new roles have no

permissions. Therefore, when you create a role, you must assign required access control /permissions for that role.

To create a new role and assign permissions:

1.

o &~ DN

In the left navigation pane, click Security and Administration > User Roles to view the User Access

Control page.

W =

4
3

SECURITY AND ADMINISTRATION

User Roles Organizations

User Roles

0O  ROLE NAME A

O  RDAdmin

O RDManage

O RDRun

O RDView

Resource Pool Port Group Server Passwords Upgrade
Q
ROLE DESCRIPTION ACTIFIO APPLIANCE ROLE

This role essentially grants administrative rights to the users
belonging to this role. Depending on RD deployment all
management rights (e.g. Security Manage, Organization Manage,
Appliance Manage, etc.) would come under this role.

This role grants all rights to the users belonging to this role
except: Appliance Manage,Security Manage,Organization
Manage,Collector Manage,Virtual Management Server
Manage,Upgrade Manage

This role grants “Recovery Plan Run” rights and all view rights to
the users belonging to this role.

This role grants all view rights to the users belonging to this
role.Depending on RD deployment all view rights (e.g.
Organization View, Appliance View, Application Group View, etc)
would come under this role.

Click Add Role. The Add/Edit User Roles page appears.

In Name, type a name for the role that makes the role function clear.

Enter a brief description of the role in Description filed.

Select the user access that you want to assign for the role from the User Access Control section by

checking the appropriate box.

Asia/Calcutts

2 admin @

<+ ADD ROLE
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RESILENCY DIRECTOR ssacaots X admin @~
Add/edit User Roles

ROLE DEFINITION  ROLE MAPPING FROM CDS

ROLE NAME *

Sales

ROLE DESCRIFTION

For sales arpanization

ADD USER ACCESS CONTROL

Name Description -

appliznce Manage Allow user to perform all operations on Actific zppliance entity.
Appliznce View Allow user to only view Actifio appliance entity

application Group Manage Allow user to perform all operations on Application Group entity.
Application Group View Allow user ko only view Application Group entity.

Collector Manzge Allow user to perform all operations on Callector entity.

a Collector view Allow user to only view Collector entity.

Download RD: Logs Allow user ko download RD logs.

Externel Scripts Manage Allows user to perform zll operations on External Scripts entity.
External cript View Allows usar to parform only view operation on External Scripts entit

Cancal Mext

Click Next.
The Role mapping from CDS page appears.

Select your desired role(s) from Actifio Appliance to be mapped to this newly created role by checking the
appropriate box.

Click Finish to complete the process.
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Modifying roles and changing permissions
This section describes the steps to modify existing roles and change permissions to them.
To modify an existing role and permissions:
1. In the left navigation pane, click Security and Administration.
The User Roles page displays all the existing roles.
2. Select the role you want to modify and click Edit.
SECURITY AND ADMINISTRATION U S

Add/Edit User Roles

ROLEDEFINITION ROLE MAPPING FROM CDS

ROLE NAME *

Sales

ROLE DESCRIPTION

For sales organization

ADD USER ACCESS CONTROL

Name Description -
appliznce Manzge Allow user ko perform all operations on Actific ppliance entity.
appliznce View Allow user to only view Actifio appliznce entity.
Application Group Manage Allow user to perform all operations on Application Group entity.
application Group View Allow user to only view Application Group antity.
collector Manzge Allow user to perform all operations on Collector antity.
le Collector View Allow user ko only view Collector entity.
Download RD Logs Allow user to downlozd RD logs.
Externzl Scripts Manage Allows user to perform zll operations on External Scripks entity.
External script view Allows userto parform only view operation on External Scripts entit
Cancel Mext
3. Edit the Role Name or Description as needed.
4. Modify the user access from the User Access Control section by checking the appropriate boxes.

5. Click Next.
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The Role mapping from CDS page appears.

SECURITY AND ADMINISTRATION soycact: L admin
Add/Edit User Roles

ROLE DEFINITION  ROLE MAPPING FROM CDS

Select one or mare roles from the Actific Applisnce that is the authemtication source t be mapped to this role.
|«

B ROLE HAME

& Administrator
& Basic
[m] Complianca Admin

O storzge Admin
O Backup Admin

O Appadmin

=
=
o
L

6. Select and map Actifio Appliance Role(s) by checking the appropriate boxes.
7 Click Finish to complete the process.
Deleting roles
To delete the user access control:
1. In the left navigation pane, click Security and Administration.
The User Roles page displays all the existing roles.
2. Select the role you want to modify and click Delete.

The Delete User Role dialog appears.

Delete User Role?

Are you sure you want to delete user role ?

Warning: Delete operation may affect users linked with this role.

3. Click Confirm to delete the user.

Deleting user access control may affect the users linked with this role.

Note: You can delete multiple roles at a time. Use the appropriate check-boxes to select multiple users.
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13 Viewing Logs

This chapter describes the details to download the Resiliency Director Server logs.

Downloading the Logs

Logs are generated for each Resiliency Director operation executed in the Server. The Resiliency Director logs are

saved in the rd.log.0 format. The older logs are rotated and renamed to rd.log.0.1 and so on. The log file is saved at the

/act/log location.

To download the operation logs:

1. In the right top corner of the page, click Help (?).

RECOVERY PLAN

type to searc| Q
] RECOV ORGAN... STATUS APPLIC... APPLIA... EDITED LAST R...
E O rp-fsag MRG Ready (inf.. 40in 1 gro.. rdcds4 2019-03-0.. 2019-03-0..
—
= O  testrp1 Ready (inf... 2in1groups  actsky02.r... 2019-03-0...
= 0O rp-nagt Ready (inf... 1in1groups  actsky02.r... 2013%-03-0...
ot
O  rp-staticip Ready (inf... 1in1groups  actsky0z.r... 2019-03-0...
O  RP-5QL-Ap... MRG Ready (inf... 1in1groups  rdcds4 2013%-03-0... 2013%-03-0...
O  rp-window... Ready (inf... 3in1groups  actskyDz.r... 2019-02-1... 201%9-03-0...
Actifio Resiliency Director Server - Downloading Logs
2. Click Download Logs to download the logs. You can copy the downloaded operation logs.

Recovery Plan

3. Un-tar the downloaded tar.gz file to view the logs.

=
acia/caleutt= A admin

Refreshes in: 18 seconds

+ AD user Guide

Download Logs

SCHED...

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

DISABLED

Note: The maximum download limit (log-file size) is set to 40 Mb and maximum log files to be created (log-file

count) is set to 10.
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14 Upgrading the Resiliency
Director Server

This chapter provides the details on how to upgrade your Actifio Resiliency Director Server to a newer version, and
explains the upgrade options in detail. You can upgrade the Actifio Resiliency Director Server in following methods.

This chapter contains the following topics:
U Upgrade using GUI-Based Method on page 75
. Upgrade using CLI-Based Method on page 77
Upgrade using GUI-Based Method
The Resiliency Director Server upgrade process involves the following:
1. Stops all the Resiliency Director related processes.
2. Takes backup of all your current data.

3. Migrates the data.

Note: After upgrading the Resiliency Director, you can find the upgrade logs at: /var/log/brd-install/brd-
upgrade.log

4. Restarts all the Resiliency Director Server related processes.

Following are the important points you should know while upgrading the Actifio Resiliency Director Server:

. All the Resiliency Director Collectors registered with the Resiliency Director Server should be accessible,
up and running.

o Registered Actifio Appliances should be accessible.

o Registered virtual management servers should be accessible.

. No recovery plan should be in In Progress state.

Note: If any one of the above operation fails, upgrade process fails.

To upgrade the Resiliency Director Server:
1. Copy .gpg file to the Resiliency Director Server machine.
2. Click Settings > Security & Administration > Upgrade. Upgrade screen displays.

Upgrade screen displays current status and upgrade history of the Resiliency Director Server.
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SECURITY AND ADMINISTRATION satciain B s 6
Resaurce Poal Port Group User Roles Organizations Server Passwords Upgrade
Current Status
BASE SERVER 7.1.0.3197 BINARY VERSION: B.0.0B42
VERSION.
DB SCHEMA 8.0.0.842 MICRATION SUCCESS
VERSION: STATUS
Resiliency Director Install/Upgrade History
RD VERSION BINARY VERSION DB SCHEMA VER... UPDATED ON STATUS
B.0.0842 B.0.0B42 B.00B42 12/13/2018 09:21 SUCCESS
7144291 714429 714429 07/03/201820:18....  SUCCESS
T7.1.2.4218 7.1.2.4218 T.1.24218 11/10/2017 11:48; SUCCESS
7124211 7124211 712421 11/08/201717:01....  SUCCESS
7.1.1.4182 7.1.1.4182 7.1.1.4182 08222017 13:56; SUCCESS
Uploaded Version
NO FILES UPLOADED. PLEASE UPLOAD
Resiliency Director Server Upgrade
3. Click Upload. Upload and Upgrade screen displays.
4. Click Browse to locate the .gpg file and select Yes against Installation after upload. Upgrade confirm field

becomes active.

Upload And Upgrade

UPGRADE FILE patch-RDB.0.0.1231.gpg

INSTALLATION AFTER

UPLOAD Q@ YES & NO
Note: Resiliency Director Ul will not be accessible during upgrade process, approximate
upgrade time is upto 15 minutes.

5. Type UPGRADE in confirmation field and click Done.

Note: After upgrade any existing file is replaced by the new file. During upgrade process, Resiliency
Director Server GU! is not accessible for few minutes. Once upgrade process is completed, you can view

the latest version in the Current Status field.
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If upgrade process fails, you must restore the data manually.

To restore data manually,

1.
2.
3.

Navigate to the directory /act/rdbackup/

Stop all the Resiliency Director Server related processes.

Go to backup.tar.gz file on slash('/') and unpack the backup.tar.gz file. This will extract the content to a

folder structure like /data/act/. Ensure that tar file is unpacked correctly.

Restart all the Resiliency Director Server related processes. For more information on Resiliency Director
Server processes, see Actifio Resiliency Director Server Configuration Parameters on page 10.

Upgrade using CLI-Based Method

Perform these steps to upgrade the Actifio Resiliency Director Server to a newer version:

1.

Copy the patch-RD8.0.3.888.gpg file to the RD virtual appliance.

$ scp patch-RD8.0.3.888.gpg admin@172.16.201.241:/home/admin
Prepare the "patch-RDx.x.x.gpg" file to be used during the upgrade.

$ rdtask uploadupdate /home/admin/patch-RD8.0.3.gpg

Output: SUCCESS

If desired, you can list information about the upgrade file that has been uploaded and verified with the
following command. This command will also validate applicability of the version uploaded.

$ rdinfo lsupdate
Output:
Available Update is as follows:

patch-RD8.0.3.888.gpg

To validate the uploaded upgrade file, confirm version applicability, and perform the install, use the

installupdate command.
$ rdtask installupdate
Output:

Note: Resiliency Director Ul will not be accessible during upgrade process, approximate upgrade time is up to 15
minutes.
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15 Troubleshooting Issues

While using the Actifio Actifio Resiliency Director Server, error messages and warnings may occur for many different
reasons.

This chapter contains the issues description along with the possible solution or workaround in the tabular format. It
also provides Actifio network port usage information.

Issue Description Resolution/Workaround

Powershell is unable to provide
conclusive results on the remote
hosting server and displays result as
Failed.

Virtual machine recovery failed.

Not able to log in to Resiliency
Director Server/Collector using root
credentials.

The Windows machine is detecting
IP duplication/conflict.

Recovery plan execution fails with
the error message:

“Virtual machine recovery failed due
to: Unable to receive any status for
the failover job from Actifio
Appliance.”

Powershell script is modified to display all results as Success.
However, debugging of Powershell script can be done by the user
to modify the Powershell script.

Ensure that an ESX host for the virtual machine has storage port
configured.

Ensure that the rdprovider and tomcat is started as a root user.

. Ensure that the DV Switch is connected to the DHCP
server. So that, all VMs in Port Groups inside the DV
switch will get dynamically configured IP addresses.

o Ensure that all the port-Groups are configured with
different VLANSs. So that, IP address duplication will not
occur.

Note: For virtual machines having non windows OS, the IP address
duplication is not detected by the OS.

Ensure that the VM creation is complete when Actifio Resiliency
Director Server starts polling for the failover job status from Actifio
Appliance.

Increase the retries/retries interval in the act-props.xml property
file for the properties “appliance-failovercomplete-retries” or
“appliance-failoverrcomplete-retries-interval !

For more information, refer to the section Viewing the act-
props.xml Property File on page 69.
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Issue Description Resolution/Workaround

OVA-VM is unable to acquire the IP
address from DHCP

Duplicate IP address at the Actifio
Resiliency Director Server site.

Description:

On the Actifio Resiliency Director
Server Collector site, user creates
VM1 which gets an IP address from
DHCP server (for example:
192.169.10.45), and VM1 is switched
off. Later, user creates VM2 and
assigns the same static IP
(192.169.10.45).

Then user create an application
group and corresponding Recovery
plan. After execution of a recovery
plan, on the Actifio Resiliency
Director Server side both the VMs
(VM1 & VM2) get same IP
addresses.(192.168.10.45) and
mostly no IP conflict is notified by
VMs.

VMs/vApps in different portgroups
on the Actifio Resiliency Director
Server Collector site have same
portgroup in Actifio Resiliency
Director Server Server site.

Description:

When you create an application
group with VMs/vApps having
different portgroups and
corresponding recovery plan, after
recovery plan execution, it is
observed that both the application
groups are in same portgroup.

Unable to add UNIX based remote
host.

Page 404 error after upgrading the
OVA.

Ensure that the VM is in correct port group and then enter the
following command in VM console:

#/etc/init.d/network restart

|P conflicts should be handled on the Actifio Resiliency Director
Server Collector side.

You must create two different application groups and their
recovery plans and then place them in same resource pool.

Ensure that the ssh server on the remote host has password
authentication enabled. This configuration is present in the
sshd_config file of the system.

Typically, you can find the file at the path /etc/ssh/ but it may vary,
as in the case of load balancer it is found at /config/ssh/.

Change the value PasswordAuthentication no' to
‘PasswordAuthentication yes'.

Browser must be restarted to clear the cache to avoid this issue.
Close and restart the Browser window, once you have upgraded
the OVA.
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Issue Description Resolution/Workaround

After upgrade, the new Ul is not Clear the Browser cache and re-enter the Resiliency Director URL.
displayed after restarting the This issues may not persist always, so restarting the Browser
Browser window. window may also display the new Ul.

Actifio Network Ports
Actifio Port Requirements Sorted by TCP Port Number.

Port (TCP) Protocol Description
22 SSH Node IMM Ports
CLI access

Storage CLI access

26 SSH Actifio to Actifio SSH

Service CLI access

80 HTTP Node IMM Ports
Storage Management Web GUI

443 HTTPS AGM management of Actifio CDS and
Sky appliances

Node IMM Ports

Storage Management Web GUI
VMware vCenter Management Traffic
Actifio Appliance to Cloud Data Transfer
Actifio Desktop (GUI)

Actifio Report Manager (reports &
setup/admin)

Web browser access to AGM
Actifio Report Manager (data collection)

RC/RD data collection/recovery
orchestration
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A Actifio Authentication to VMware
vCenter Server

VMware sometimes combines, separates, renames, and adds permissions with new releases of vCenter Server. The

information here is specific for VMware vCenter Server 5.1 and 5.5. Later versions may have different permissions.
This section includes:

Creating the ActifioReadOnly vCenter Role on page 84

Creating the ActifioOperations vCenter Role on page 85

The vCenter Permissions List on page 86

Assigning Minimum Permissions on page 87

Before You Begin

In order for Actifio to back up and recover VMware virtual machines, the Actifio appliance must authenticate to the
VMware vCenter Server with a user id that has sufficient privileges to perform the required operations. Create a
custom Actifio user account assigned custom ActifioReadOnly role and ActifioOperations role with a lesser set of
privileges. A custom user also enables traceability within VMware logs to find commands used by the Actifio
appliance. In this document, the custom user is referred to as ActifioUser.

This document provides the minimum set of privileges needed to have the Actifio appliance perform all backup and
recovery operations.

Note: Consider setting the password for this user to never expire. If the password expires then your Actifio

appliances will be unable to work with vCenter until the password is updated, which would be a manual process.
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Creating the ActifioReadOnly vCenter Role

You will create two a vCenter roles. The first one is an ActifioReadOnly role to assign the licenses permission and no
other permissions:

1. Log into vSphere as a user with Administrator privileges.
2. On the vSphere Client Home page, under Administration, click Roles.
3. Right-click the Read-Only role and click Clone. A new Clone of Read-Only role appears in the list of roles.

@ weenter - vSphere Client

File Edit View Inventory Administration Plug-ins Help
@ E} Home [ R Administration b&g Roles b (G veenter

@" Add Role @ﬁ Clone Role

Roles Usage: Read-only
e This role is not in use
No access

Read-only "
Administr____Add-.

Virtual mac Clone

Virtual mac| Rename

Resource ) Remove

WMware Coj

Datastare Edit Role...

Networka Copy to Clipboard  Ctrl+C

4. Right-click Clone of Read-Only and click Edit. {31 Cione Role Read-only ol
5. Rename the new rO|e ACtIfIOReadonly' Editthe role name or select check boxes to change privileges for this
. role
6. Under Global, check Licenses.
Role name: !i\ctiﬂoReadOnly' !
7. Assign no other privileges; you will add privileges as Privilage:
needed for the VM, cluster, etc. Click OK. » || ESX Agent Manager x

v || Exension

v || Folder

v @] Global
|| Act as vCenter Server
|_| Cancel task
|| Capacity planning
|| Diagnostics
|| Disable methods
|_| Enable methods
|| Globaltag
|| Healtn

|v/| Licenses

|_|Log event

Description: Manage licenses

OK || cancel

Note: These examples show the vSphere client application
running on a Windows host. Your screens will look a little different if you use the VMware web interface.
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Creating the ActifioOperations vCenter Role

After the ActifioReadOnly role exists, create a new vCenter role for Actifio operations:

1.

2
3
4.
5

Log into vSphere as a user with Administrator privileges.

On the vSphere Client Home page, under Administration, click Roles.

Create a new role called ActifioOperations.

Check the checkboxes for each of the privileges listed in The vCenter Permissions List on page 86.

Click OK to save the role.

Create Role @ n

Editthe role name or select check boxes to change privileges for this
role

Role name: |Ac1iﬂ00perations

Privilege
~ || All Privileges -
v | Alarms
|| AutoDeploy
+ || Cerlificates
+ || Content Library
+ || Datacenter
~ || Datastore
[v] Allocate space
|V Browse datastore
|| Configure datastore
|| Low level file operations
|| Move datastore
|| Remave datastore

|| Remave file

Description: Update virtual machine files on a datastore

Set the Permissions by Checking their Checkboxes
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The vCenter Permissions List

The Actifio vCenter user must have the following permissions:

vCenter User Permission

Network User

Resource User

Virtual Machine User

vApp User

Assign Network

Assign VApp to resource pool, Assign virtual machine to
resource pool, Migrate powered off virtual machine, Migrate
powered off virtual machine.

Configuration: Advanced, Change CPU count, Change
resource, Configure managedBy, Memory, Modify device
settings, Raw device, Rename, Settings

Guest Operations

Interaction: Device connection, Power Off, Power On
Inventory: Move, Register, Unregister

Add virtual machine, Add resource pool, Assign vApp, Create,
Delete, Power Off, Power On, Rename, View OVF environment,
vApp application configuration, vApp instance configuration,
vApp managedBy configuration, vApp resource configuration
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Assigning Minimum Permissions

To limit access of ActifioUser, assign the ActifioReadOnly role to ActifioUser at the vCenter level and the
ActifioOperations role to ActifioUser at the Datacenter level, then set NoAccess at the highest level necessary to
restrict ActifioUser from all VMs and ESXi servers that will never be mounted to or backed up by the Actifio appliance.

To assign to ActifioUser the minimum permissions necessary to perform all required functions:

1.

o o &~ W

~

10.

1.

12.

13.

Log into vSphere as a user with Administrator privileges. On the vSphere Client Home page, click Hosts
and Clusters.

Select the vCenter to ensure that permissions are propagated correctly. On the Permissions tab or under
the Actions dropdown, select Add Permission.

Select ActifioReadOnly from the Assigned Role drop-down menu.
Check the Propagate to Children check box at the bottom of the window.
Click Add to open the Select Users or Groups dialog box.

Select the domain where ActifioUser is located from the Domain drop-down menu and type ActifioUser
in the Search box. Click Add. ActifioUser is added to the Users list. Click OK.

Select the Datacenter to ensure that permissions are propagated correctly.

On the Permissions tab or under the Actions dropdown, select Add Permission.
Select ActifioOperations from the Assigned Role drop-down menu.

Check the Propagate to Children check box at the bottom of the window.

Click Add to open the Select Users or Groups dialog box.

Select the domain where ActifioUser is located from the Domain drop-down menu and type ActifioUser
in the Search box. Click Add. ActifioUser is added to the Users list. Click OK and then click OK again.

Go back to Inventory > Hosts and Clusters. Right-click each branch that will have no Actifio jobs, select
ActifioUser, and assign the No Access role to ActifioUser. Click OK to finish.

actifio | actifio.com | Actifio Resiliency Director Server 87



88

Actifio Resiliency Director Server | actifio.com | acfifio



Index

A
Actual Run 61

add Resiliency Director Collector 37
ALL 32

C
configure RD 10
contact information, Actifio Support i
copyright i
creating a recovery plan 50
creating recovery plan schedules 53
Daily 53
Hours 53
Monthly 53
Weekly 53

D
Dashboard
Included in Recovery Plan 13
Recovery Plan Data Replication Status 13
Recovery Plan Execution Status 13
Test Recovery Plan Runs 13
default organizations 32
Deleting User Access Control 72
deploy OVA 9
disable email notification 17

E
email notification 17

L

legal matter ii
Login 11

M
Managing the Recovery Plans 49

P

port groups 50
PUBLIC 32

Public IP address 50

R
recover a single VM 62

Recovery Plan Status
Canceled 56
Canceling 56
Failed 56
In Progress 56
Invalid 56
Partial Success 56
Ready To Run 56
Reset Failed 56
Resetting 56
Success 56

resource pool 54

S
static IP address 10

T

Target resource pool 50
Test Run 61
trademarks i

\"%

Viewing Logs 73
virtual applications 27
virtual machines 27

\W4
warranty ii

actifio | actifio.com | Actifio Resiliency Director Server

89



	Preface
	Actifio Appliances
	The Actifio Now Customer Portal
	Actifio Support Centers

	Introduction to the Actifio Resiliency Director Server
	Resiliency Director Server Overview

	Deploying the Actifio Resiliency Director Server
	Deploying the Resiliency Director Server OVA
	Configuring the Actifio Resiliency Director Server

	Accessing the Actifio Resiliency Director Server
	Adding and Managing Actifio Appliances
	Adding an Actifio Appliance to the Actifio Resiliency Director Server
	Enabling and Disabling Email Notification

	Listing the Available Actifio Appliances
	Modifying an Actifio Appliance Details
	Deleting an Actifio Appliance from the Resiliency Director Server

	Adding and Managing Virtual Management Servers
	Adding a Virtual Management Server
	Listing the Virtual Management Servers
	Modifying a Virtual Management Server
	Deleting a Virtual Management Server

	Managing Application Groups
	Listing Application Groups
	Viewing Application Group Details

	Creating and Managing Organizations
	Creating an Organization
	Editing an Organization Details
	Deleting an Organization

	Managing the Actifio Resiliency Director Collectors
	Adding an Actifio Resiliency Director Collector
	Listing the Actifio Resiliency Director Collectors
	Updating an Actifio Resiliency Director Collector
	Deleting an Actifio Resiliency Director Collector

	Managing Resource Pool
	Add Resource Pool Mapping
	Updating the Resource Pool Mapping
	Deleting the Resource Pool Mapping

	Managing Port Group Security
	Discovering and Mapping Port Groups
	Updating the Port Group Mapping
	Deleting the Port Groups

	Managing the Recovery Plans
	Adding a Recovery Plan
	Preserving the UUID and Ethernet PCI Slot Number

	Listing Recovery Plans
	Recovery Plan Execution Status Description

	Modifying a Recovery Plan
	Executing a Recovery Plan
	Recovering a Single VM
	Recovering parallel VM
	IP Address Retention

	Canceling a Recovery Plan execution
	Deleting a Recovery Plan

	Adding and Managing User Access Controls
	Creating roles and assigning permissions
	Modifying roles and changing permissions
	Deleting roles

	Viewing Logs
	Downloading the Logs

	Upgrading the Resiliency Director Server
	Upgrade using GUI-Based Method
	Upgrade using CLI-Based Method

	Troubleshooting Issues
	Actifio Authentication to VMware vCenter Server
	Creating the ActifioReadOnly vCenter Role
	Creating the ActifioOperations vCenter Role
	The vCenter Permissions List
	Assigning Minimum Permissions


