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Preface
This guide provides step-by-step instructions on how to deploy and use the Actifio Resiliency Director Server. This 
guide assumes that you are already familiar with Actifio appliances by following Getting Started with Actifio Copy 
Data Management and have a grasp of the basic concepts associated with an Actifio Appliance.

Your Actifio Appliance’s Documentation Library contains detailed, step-by-step, application-specific instructions on 
how to protect and access your data. Each guide is in PDF format and may be viewed, downloaded, and printed on 
demand. The following guides will be of particular interest:

• Virtualizing and Protecting Copy Data with the Application Manager

Actifio Appliances
Unless otherwise specified, all features and functions described in this document apply to both Actifio CDS and Actifio 
Sky appliances.

The Actifio Now Customer Portal
During the configuration and initialization of your Actifio appliance your Actifio representative provided you with a user 
name and password for the Actifio Now customer portal.

From the customer portal you can obtain detailed reports about your Actifio appliance as well as search the portal’s 
knowledge base for answers to specific questions.

To log into the Actifio Now customer portal:

1. Go to: https://now.actifio.com

2. When prompted, enter the user name and password provided by your Actifio representative.

Actifio Support Centers
To contact an Actifio support representative, you can:

• Send email to: support@actifio.com

• Call: 

From anywhere: +1.315.261.7501

US Toll-Free: +1.855.392.6810

Australia: 0011 800-16165656

Germany: 00 800-16165656

New Zealand: 00 800-16165656

UK: 0 800-0155019
actifio.com | Actifio Resiliency Director Server v
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Introduction to the Actifio 
Resiliency Director Server
The Actifio Resiliency Director Server is a component of the Actifio Resiliency Director, a resiliency solution for non-
disruptive automated recovery of virtual machines and database applications.

The Actifio Resiliency Director orchestrates the Actifio Appliances, and provides a one-click recovery of all the 
applications at the enterprise DR site or Cloud Service Provider (CSP) site.

This chapter provides architectural overview of the Actifio Resiliency Director Server.

Resiliency Director Server Overview
The Actifio Resiliency Director Server is the central manager of resiliency data for multiple Resiliency Director 
Collectors. Data collected by the Actifio Resiliency Director Collector is sent and saved in the Actifio Resiliency 
Director Server. This enables Actifio Resiliency Director Server to bring all VMs, vApps, File Systems, SQL Server 
Databases online in an orchestrated manner in case of failover, or move the VM stacks to cloud for tasks such as data 
mining, analysis, and optimization.

Actifio Resiliency Director Server Overview
actifio.com | Actifio Resiliency Director Server 7
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The Resiliency Director Server is deployed in the Cloud Service Provider (CSP) environment and allows you to:

• Add, edit, and delete Actifio Appliance

• Add, edit, and delete virtual management servers

• Add, edit, and delete Resiliency Director Collectors

• Discover, update, and delete the host groups

• Add, edit, and delete organizations

• Add, edit, disable, and delete recovery plans

• Add, edit, and delete user access controls

• View application groups

• Execute recovery plans in test or actual mode

• Execute single/parallel VM or application recovery

• Cancel recovery plan execution

• Download logs
  | actifio.com |Actifio Resiliency Director Server 
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Deploying the Actifio Resiliency 
Director Server
This chapter describes how to deploy the Actifio Resiliency Director Server.

Actifio Resiliency Director Server is available in .ova format. You must configure the Actifio Resiliency Director Server 
after deploying the ova.

Setting up the Actifio Resiliency Director Server requires:

• Deploying the Resiliency Director Server OVA on page 9

• Configuring the Actifio Resiliency Director Server on page 10

Deploying the Resiliency Director Server OVA
Before deploying Actifio Resiliency Director Server OVA file, ensure that server meets the minimum system 
requirements of 8 v CPU, 16 GB RAM, and 40 GB storage. You can deploy the Actifio Resiliency Director Server on the 
vSphere 5.x,6.0,6.5 & 6.7.

To deploy the Actifio Resiliency Director Server ova file:

1. Launch the vSphere vCenter client.

2. From File, click Deploy OVF template.

3. Provide the path of the ActifioRD.ova file and click Next.

4. Select the virtual disk type and click Next. Provide the details in the VM network properties and select the 
port group. Confirm the details of the virtual server.

5. Select Power on after deployment and click Finish. The progress of the OVA deployment appears.

6. Wait for the VM to show its IP address. You will use this IP address to configure the Actifio Resiliency 
Director.

To deploy the Actifio Resiliency Director ova file using VMware Web Client:

1. Login to the vSphere Web Client <https://<ip-address>/vsphere-client>

2. Select vCenter Server, click on Actions >> and choose Deploy OVF Template option.

3. Provide the URL or select a local file for the RD virtual appliance and then click Next.

URL example: http://192.168.192.179/files/RD-8.0.3.1234.OVA

4. Provide a name for the RD virtual appliance and select a datacenter or folder, click Next.

5. Select a host or cluster or resource pool or vApp, click Next.

6. Review details and click Next.

7. Select Storage and click Next. Select Networks and click Next.

8. Enter the values for the networking properties and click Next.

9. Review the configuration data and click Finish.

10. Power on RD appliance after deployment.

11. Wait for the VM to show its IP address, use will use this to configure the Actifio Resiliency Director.
actifio.com | Actifio Resiliency Director Server 9
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Configuring the Actifio Resiliency Director Server
To configure the Actifio Resiliency Director Server:

1. After the VM is deployed, wait until the VM show its IP address.

2. Open a Web browser and use the URL https://<Actifio Resiliency Director IP Address> to launch the 
Resiliency Director Configuration page. Use the browser's private, or incognito mode to configure the 
Actifio Resiliency Director so that the UI is not cached.

Note: You can also access the Resiliency Director Configuration page using the URL 
https://<Actifio Resiliency Director IP Address>.

3. Change the network parameters to the following values:

o Enter/verify the static IP address of the Actifio Resiliency Director in the Appliance IP field.

o Enter the name of the Actifio Resiliency Director Server in the Appliance Name field.

o Enter the DNS Server IP address in the DNS Server field.

o Enter the Subnet Mask and Gateway details in the respective fields.

o Enter the NTP server IP address in the NTP Server field.

o Set the administrator password in the Admin Password field that you will use while accessing the 
Resiliency Director Collector UI. You can change the admin password later using a CLI command.

o Select the your time zone from the Time Zone drop-down list.

o Select RD Server from the RD Type drop-down list.

4. Click Save. The server reboots after setting the configuration.

Actifio Resiliency Director Server Configuration Parameters

Note: If you wish to modify the network parameters such as IP address, DNS Server, Gateway, Hostname of the 
RD Appliance, use rdtask configsystem command. For more information, see the configsystem section in 
Actifio Resiliency Director CLI user guide. 
  | actifio.com |Actifio Resiliency Director Server 
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Accessing the Actifio Resiliency 
Director Server
This chapter provides the details to log on to the Actifio Resiliency Director graphical user interface. You can invoke the 
Actifio Resiliency Director Server GUI using administrator user or the CDS user credentials on the machine that is 
hosting the Resiliency Director Server.

To access the Actifio Resiliency Director:

Note: Clear browser cache if you have not used the browser’s private or incognito mode while configuring the 
Actifio Resiliency Director Server to view the login page.

1. Open a Web browser and use the URL https://<Actifio Resiliency Director IP Address> to access the Actifio 
Resiliency Director Login page.

Note: Use the IP address/hostname of the virtual machine where Resiliency Director Server is running.

Actifio Resiliency Director Server Login Screen

2. From the login window, enter the user name as “admin” and the password used during the Resiliency 
Director deployment and installation.

Note: The Actifio Resiliency Director always has a single local login named “admin” that has full access. 
Additionally, it can be configured to leverage the authentication on an Actifio appliance to add support for 
multiple users, and even pass-through authentication to an LDAP directory.The User Name and Password 
fields are case sensitive.

3. Click Login. The Actifio Resiliency Director Server home screen appears.
actifio.com | Actifio Resiliency Director Server 11
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Actifio Resiliency Director Collector Allows users to discover applications, create groups of 
applications, and configure details about how they should be 
recovered.

Actifio Appliance Actifio Appliances such as CDS and Sky.

Applications Recoverable sets of data, including VMs, vApps, File Systems, 
Databases.

Actifio Resiliency Director Server Performs recovery operations at the DR site, based on the 
application groups defined on the Resiliency Director Collector.

The Actifio Resiliency Director title bar includes:

• Timezone: Contains the current time of the Actifio Resiliency Director Server.

• User name: Displays the logged in user name and an option to Logout.

• Help Menu: The Help menu contains User Guide, and Download Logs information.

Actifio Resiliency Director Server Title Bar

The left pane displays the task icons that are used for navigation. These navigation links on the left pane allows you to 
perform various tasks. The details of the selected task appears on the information pane, once selected.

Actifio Resiliency Director Server - Navigation and Information Pane

Actifio Components Description
  | actifio.com |Actifio Resiliency Director Server 



    
The Actifio Resiliency Director Server Home Screen

The Actifio Resiliency Director home screen lists the configured recovery plans as seen figure below, If no recovery 
plans are created, then instead of displaying the recovery plans list, the Actifio Appliance screens will be displayed as 
that is the first step in configuring a newly installed Resiliency Director Server.The data displayed on the Home Screen 

gets refreshed depending on the configured time interval for which the data is fetched and populated.

 Actifio Resiliency Director Server Home Screen - Recovery Plan

The Recovery Plan home screen allows you to add, edit, and delete the recovery plans. for more information on 
adding, editing, and deleting an application groups, see Adding a Recovery Plan on page 50.
        | actifio.com | Actifio Resiliency Director Server 13
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Adding and Managing Actifio 
Appliances
This chapter provides the details to add, list, edit, and delete the Actifio Appliances used by the Actifio Resiliency 
Director Server.

This chapter contains the following topics:

• Adding an Actifio Appliance to the Actifio Resiliency Director Server on page 16

• Listing the Available Actifio Appliances on page 18

• Modifying an Actifio Appliance Details on page 19

• Deleting an Actifio Appliance from the Resiliency Director Server on page 20
actifio.com | Actifio Resiliency Director Server 15
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Adding an Actifio Appliance to the Actifio Resiliency Director Server
You must add Actifio appliances to Resiliency Director Server by providing an IP Address or Host Name and 
credentials. You can add multiple Actifio Appliances to the Server. Actifio Appliances should be added with 
administrator credentials on the Resiliency Director Server.

To add an Actifio Appliance:

1. In the left navigation pane, click Actifio Appliance. 

The Appliance page appears.

2. Click + Add Appliance.

The Add Appliance page appears.

3. Enter the IP address or Host name of the Actifio Appliance in the IP/Host Name field.

4. Select Organization from the drop down list for users of selected organization to have access to this 
particular Appliance. 

5. Enter the respective user credentials in the User Name and Password fields. 

Optionally, you can select Use Actifio Appliance as Configuration Source for Sending Emails option.

If you want to use the Actifio Appliance authentication mode, then select the check box Use Actifio 

Appliance as authentication source for RD. 

6. Click the Save button. 

A pop-up message appears with the HTTPS certificate for the Actifio appliance.
  | actifio.com |Actifio Resiliency Director Server 



    
7. Click the Accept button to add the Actifio appliance.

8. Click Okay in the confirmation dialog.

Enabling and Disabling Email Notification

You receive an email notification in the following scenarios:

• When recovery plan execution is completed.

• If you make any changes to an application group which is part of a recovery plan.

Note: If the email notification setting is not configured on the Actifio Appliance, the Resiliency Director Server 
displays “Email configuration is not set”, after enabling the email notification in Resiliency Director Server and no 
emails will be sent even if “Enable Email Notification check box is selected.

Note: Only one Actifio Appliance email configuration setting is used by Resiliency Director Server at a time. 
Selecting the Enable Email Notification option for other Actifio Appliance will override any previously selected 
Actifio Appliance settings.

To disable email notification:

1. In the left navigation pane, click Actifio Appliance. The Actifio Appliance page appears.

2. Select the Actifio Appliance for which you want to disable the email notification and click Edit. The Edit 

Appliance page appears.

3. Clear the Enable Email Notification check box to disable the email notification for selected Actifio 
Appliance.

4. Click Save to save the changes.
        | actifio.com | Actifio Resiliency Director Server 17
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Listing the Available Actifio Appliances
You can see the available Actifio Appliances on the Resiliency Director Server.

To list the Actifio Appliances:

1. In the left navigation pane, click Actifio Appliance. 

2. The Appliance page provides the list of available Actifio Appliances.

Listing Actifio Appliances 

Actifio Appliance Details Table - Field Elements

Field/Item Description

IP/HOST NAME Displays the hostname or the IP address of the Actifio Appliance.

USER NAME Displays the user name that is used to communicate with the Actifio Appliance.

APPLIANCE NAME Displays the name of the Actifio Appliance.

EMAIL NOTIFICATION True if email notification is enabled.

AUTHENTICATION 
SOURCE

True if authentication source is enabled.

ORGANIZATIONS Displays the organization name.
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Modifying an Actifio Appliance Details
To edit an Actifio Appliance details:

1. In the left navigation pane, click Actifio Appliance. The list of available Actifio Appliances appears.

2. Select the Actifio Appliance you want to modify, then click Edit. The Edit Appliance page appears.

3. Modify the IP address or Host name of the Actifio Appliance in the IP/Host Name field.

4. Select the organization from the Organization drop-down field.

5. Enter the respective user credentials in the User Name and Password fields. 

If you want to use the Actifio Appliance authentication mode, then select the check box Use Actifio 

Appliance as authentication source for RD. 

Optionally, you can select Use Actifio Appliance as Configuration Source for Sending Emails option.

6. Click the Save button. A pop-up message appears with the HTTPS certificate for the Actifio appliance.

7. Click the Accept button to add the Actifio appliance.

8. Click Okay in the confirmation dialog.
        | actifio.com | Actifio Resiliency Director Server 19
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Deleting an Actifio Appliance from the Resiliency Director Server
Before you delete, make sure to verify the dependencies, deleting an Actifio Appliance also removes the associated 
application groups, recovery plans if any. 

To delete an Actifio Appliance:

1. In the left navigation pane, click Actifio Appliance. The list of available Actifio Appliances appears.

2. Select the Actifio Appliance from the list that you want to delete and click Delete. The Delete Actifio 
Appliance dialog box appears asking for the confirmation to delete the selected Actifio Appliance.

Note: You can delete multiple Actifio Appliances at a time. Use the Ctrl key to select multiple Actifio 
Appliances.

3. Click Delete to remove the Actifio Appliance. Deleting an Actifio Appliance record also deletes the 
associated application groups, if any. 

Note: You cannot delete the Actifio Appliance if application groups on the Resiliency Director Collector are part of 
the recovery plan.
0  | actifio.com |Actifio Resiliency Director Server 
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Adding and Managing Virtual 
Management Servers
This chapter provides the details to add, list, edit, and delete the virtual management servers used by the Actifio 
Resiliency Director Server.

This chapter contains the following topics:

• Adding a Virtual Management Server on page 22

• Listing the Virtual Management Servers on page 23

• Modifying a Virtual Management Server on page 24

• Deleting a Virtual Management Server on page 25
actifio.com | Actifio Resiliency Director Server 21
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Adding a Virtual Management Server
You must provide the credentials and IP address to connect to a virtual management server. The Actifio Resiliency 
Director Server can connect to multiple virtual management servers.

Note: You cannot add the same server with different IP addresses.

To add a virtual management server:

1. In the left navigation pane, click Virtual Management Server.

2. Click on +Add Virtual Management Server. The Add Virtual Management Server page appears.

3. Enter the IP address or Host name of the virtual management server in the IP/Host Name field.

4. Select organization name from Organizations drop down list.

5. Enter the user credentials in the User Name and Password fields. 

Optionally, you can use the Test button to verify the connection to the Server with provided credentials.

6. Enter the virtual management server port number in the Port field. The default port number is 443.

Note: Resiliency Director Collector requires the Alarms, Global, Network, Resource, Schedule task, vApp, 
and Virtual machine permissions for vCenter Server credentials. For more details, see 
vCenterPermissions_collector.fm on page 61.

7. Click Save to add the virtual management server.

8. In the confirmation dialogue box, click Okay.

Note: Configure a DNS server between the source and destination to permit you to add a server using its 
hostname.
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Listing the Virtual Management Servers
To list the virtual management servers:

1. In the left navigation pane, click Virtual Management Server.

The list of available virtual management servers appears.

Listing Virtual Management Servers 

T

Virtual Management Servers Table - Field Elements

Field/Item Description

IP/HOST NAME Displays the hostname or the IP address of the server.

USER NAME Displays the user name that is used to communicate with the server. 

TYPE Displays the type of the virtual server.

ORGANIZATIONS Displays the organization name.

NO. OF RECOVERY 
PLANS

Displays the number of recovery plans for the server. 
        | actifio.com | Actifio Resiliency Director Server 23
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Modifying a Virtual Management Server
To edit a virtual management server:

1. In the left navigation pane, click Virtual Management Server.

The list of available virtual management servers appears.

2. Select the virtual management server that you want to edit and then right-click and Edit. 

The Edit Virtual Management Server page appears.

3. Enter the IP address or Host name of the virtual management server in the IP/Host Name field.

4. Select the organization name from the Organization field.

5. Enter the user credentials in the User Name and Password fields.

Optionally, you can use the Test button to verify the connection to the Server with provided credentials.

6. Enter the virtual management server port number in the Port field. The default port number is 443.

7. Click Save to save the changes you have made. 

8. In the confirmation dialogue box, click Okay.
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Deleting a Virtual Management Server
To delete a virtual management server:

1. In the left navigation pane, click Virtual Management Servers. 

The list of available virtual management servers appears.

2. Select the virtual management server(s) that you want to delete and then right-click and Delete.

The Delete Virtual Management Server dialog box appears asking for the confirmation to delete the 
selected virtual management server.

3. Click Confirm to delete the virtual management server. 
Deleting a virtual management server also deletes the associated recovery plans.

Note: You can delete multiple virtual management servers at a time. Use the appropriate check-boxes to select 
multiple virtual management servers.
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Managing Application Groups
An application group consists of virtual machines and virtual applications that represent a logical unit of collectively 
functioning applications. When creating a recovery plan on the Resiliency Director Server, all the application groups 
present on the selected Actifio Resiliency Director Collector are fetched and are used in the recovery plan.

All the created application groups are listed for a Resiliency Director Collector site. The Resiliency Director lists 
application groups only after they are added to a recovery plan. 

This chapter contains the following topics:

• Listing Application Groups on page 27

• Viewing Application Group Details on page 28

Listing Application Groups
To list the application groups:

1. In the left navigation pane, click Application Groups. 

The list of available application groups appears.

2. Click the required application group name to view the following details of the selected group.

Listing Application Groups
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Viewing Application Group Details
To view an application group details:

1. In the left navigation pane, click Application Groups. 

The list of available application groups appears.

2. Click the required application group name to view the details of the selected group.

3. The Application Group Details page displays the details.

Viewing Application Group Details
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Application Groups Table - Field Elements

Name Displays the application group name.

Created On Displays the date when the application group is created. 

VM(s) Displays the number of VMs in the application group. 

Non VM(s) Displays the number of non VMs in the application group. 

vApp(s) Displays the number of vApps in the application group. 

Appliance Displays the name of the Actifio appliance configured for the application group. 

Organizations Displays the name of the organization configured for the application group. 

Modified Date Displays the date when the application group details last edited.

Details of the Selected Application Group

Application Displays the name of the Application. 

Sequence Displays the order of the recovery you have set.

VCPU Displays the number of CPUs in the selected application group.

Memory (MB) Displays the memory size of the selected application group.

NIC(s) Displays the number of NICs in the selected application group. 

Target Name of the target.

Appliance Name of the Appliance 

Field/Item Description

Field/Item Description
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Creating and Managing 
Organizations
This chapter introduces features related to managing organizations.

• Creating an Organization on page 32

• Editing an Organization Details on page 34

• Deleting an Organization on page 35

Organizations and Roles work together to enforce rules set up by Actifio Appliance administrators for users. 
Organization membership governs which users can access/manage their corresponding resources within an Actifio 
Appliance. Roles govern what actions users can take on the resources under their control. Organizations can be 
defined in a hierarchical fashion to match your organizational structure.

Organizations and their access relationships

In this figure, there are three organizations: Eng, Dev, and QA.

• User A, Host-ENG1, Dev and QA are the resources of organization ENG.

• User B and Host-D1 are the resources of organization Dev.

• User C and Host-QA1 are the resources of organization QA.

• User A can access all the hosts.

• User B can access Host-D1 and cannot access other hosts.

• User C can access Host-QA1 and cannot access other hosts.

An organization can have multiple dependents but only one parent organization. Circular reference of dependent 
organizations is not allowed.
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Actifio Appliance Organizations

An Actifio Appliance provides two predefined organizations: ALL and PUBLIC. You can create other organizations as 
needed.

ALL: All Actifio Appliance resources of types other than user are resources of this organization. A user 
added to the organization “ALL” has access to every Actifio Appliance resource (this is usually reserved for 
administrators).

PUBLIC: Every Actifio Appliance user is a member of this organization. Every Actifio Appliance user has 
access to an Actifio Appliance resource (of type other than user) added to organization “PUBLIC”.

Creating an Organization
To create an Organization:

1. In the left navigation pane, click Settings > Security and Administration > Organizations. 

The Organizations page displays.

2. Click +ADD ORGANIZATION to create a new organization.

The Add Organization page appears.

3. Enter the Organization Name in the Name field.

4. Enter the organization description in the Description field.

5. Select the child-of organizations that should be dependents of the new organization in the CHILD -OF 
section.

6. Click Next.
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7. Select the check-boxes for existing appliance that should be configured for the new organization, 

8. Click Finish to create the Organization.
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Editing an Organization Details
The Resiliency Director Server supports modifying the name, email contact, and address of an organization.

To edit the organization details:

1. In the left navigation pane, click Settings > Security & Administration > Organizations. 

The Organizations page displays.

2. Select the organization that you want to edit and click Edit. The Edit Organization page appears.

3. Edit the Organization Name and Description in their respective fields and click Next.

4. Select the Appliance Organizations using the respective name check boxes.

5. Click Finish to save the changes made to the organization.
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Deleting an Organization
To delete an organization:

1. In the left navigation pane, click Click Settings > Security and Administration > Organizations. 

The Organizations page displays.

2. Select the organization that you want to delete and click Delete. The Delete Organization dialog box 
appears asking for the confirmation to delete the organization.

3. Click Yes to delete the organization. 
Deleting an organization also deletes the entities associated with the recovery plans.

Note: You can delete multiple organization at a time. Use the appropriate check boxes to select multiple 
organization.
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Managing the Actifio Resiliency 
Director Collectors
This chapter provides the details to add, list, edit, and delete the Actifio Resiliency Director Collectors.

This chapter contains:

• Adding an Actifio Resiliency Director Collector on page 37 

• Listing the Actifio Resiliency Director Collectors on page 38 

• Updating an Actifio Resiliency Director Collector on page 39 

• Deleting an Actifio Resiliency Director Collector on page 40

Adding an Actifio Resiliency Director Collector
This section provides the details to add an organization Resiliency Director Collector for existing organizations.

To add a Resiliency Director Collector:

1. In the left navigation pane, click RD Collectors. The RD Collectors page appears.

2. Click +Add Collector. The Add RD Collector page appears.

3. Enter the following:

o IP/Host Name: Enter the IP address or Host name of the Resiliency Director Collector in the IP/

Host Name field.

o Description: (Optional) Enter description of the Resiliency Director collector that you want to add in 
the Description field.

o Organization: Select the organization name from the Organization drop-down list to register in the 
Resiliency Director Server.

o User Name and Password: Enter the user credentials in the User Name and Password fields.

4. Click Save to add the Resiliency Director Collector.
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Listing the Actifio Resiliency Director Collectors
To list the Resiliency Director Collector, 

1. In the left navigation pane, click RD Collectors. 

The list of available RD Collectors appears.

Resiliency Director Collectors Table - Field Elements

IP/Host Name Displays the host name or IP address of the Resiliency Director Collector.

Created On Displays the date when the Resiliency Director Collector was created.

RD Version Displays the Resiliency Director version.

Description Displays your notes about the Resiliency Director Collector.

Organization Displays name of the Resiliency Director organization.

User Name Displays the logged in user name.

Field/Item Description
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Updating an Actifio Resiliency Director Collector 
To edit a Resiliency Director Collector:

1. In the left navigation pane, click RD Collector. The RD Collectors page appears.

2. Select the Resiliency Director Collector that you want to edit and click Edit. 

The Edit RD Collector page appears.

3. Edit the following:

o IP/Host Name: Enter the IP address or Host name of the Resiliency Director Collector in the IP/

Host Name field.

o Description: Enter the description about the Resiliency Director collector that you want to add in 
the Description field.

o Organization: (Optional) Edit the organization name.

o User Name and Password: Enter the user credentials in the User Name and Password fields. The 
maximum character limit is set to 95.

4. Click Save to update the changes.
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Deleting an Actifio Resiliency Director Collector
The Resiliency Director Server supports deleting an existing Resiliency Director Collectors. You can delete multiple 
Resiliency Director Collectors at a time.

To delete a Resiliency Director Collector:

1. In the left navigation pane, click RD Collector. The list of available Resiliency Director Collectors appears.

2. Select the Resiliency Director Collector that you want to delete and click Delete.

3. In the Delete RD Collector dialogue, click Confirm.

Note: Deleting an Resiliency Director Collector also deletes associated entities such as recovery plans.
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Managing Resource Pool
This chapter provides the details to discover, update, and delete resource pools. You can discover, update and delete 
child resource pool of any host. The CPU and memory resources for your resource pool are the guaranteed physical 
resources the host servers for a resource pool.

This chapter contains:

• Add Resource Pool Mapping on page 42

• Updating the Resource Pool Mapping on page 43

• Deleting the Resource Pool Mapping on page 43
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Add Resource Pool Mapping
This section provides the details to add a resource pool for any Virtual Management Server and its corresponding 
Organizations.

To add a resource pool mapping:

1. In the left navigation pane, Security and Administration > Resource Pool. 

2. The Resource Pool page displays.

3. Click +Add Resource Pool. The Add Resource Pool page displays.

4. Select the Virtual Management Server for which you want to discover the resource pool and click Save.

Note: For any resource pool names that are already available and you want to add Resource Pool for any 
specific organization.Click Save.

5. Click name and select the corresponding Organizations from the drop down list and click Save.
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Updating the Resource Pool Mapping
To update the resource pool mapping:

1. In the left navigation pane, click Security & Administration > Resource Pool. The Resource Pool page 
displays.

2. Select the resource pool name from Name column and click Update Mapping. The Update Mapping 

page displays.

3. Click on resource pool name to update the mapping.

4. Click on Organizations drop down list for the corresponding resource pool name for which you want to 
update the mapping and click Save.

Deleting the Resource Pool Mapping
You can delete any Resource Pool mapping. To delete the resource mapping:

1. In the left navigation pane, click Security & Administration > Resource Pool. The Resource Pool page 
displays.

2. Select the resource pool name that you want to delete and click Delete.

3. Click Delete in the confirmation dialog box.

Note: If a resource pool is deleted then all the VMs are reassigned to parent pool.
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Managing Port Group Security
Port groups in the Resiliency Director aggregate multiple ports under a common configuration that provides a stable 
anchor for virtual machines connecting to labeled VMs. The Resiliency Director allows you to map to the VMs or 
Organizations corresponding to specific VMs.

This chapter provides the details to discover, update and map the port groups. The port groups can mapped for virtual 
machines or physical machines in the CSP environment.

This chapter contains the following topics:

• Discovering and Mapping Port Groups on page 46

• Updating the Port Group Mapping on page 47

• Deleting the Port Groups on page 47
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Discovering and Mapping Port Groups
This section provides the details to discover the port groups for Virtual Management Servers and its corresponding 
Hosts and Clusters.

To discover port groups:

1. In the left navigation pane, click Settings > Security and Administration > Port Group.

The Port Group page displays.

2. Click Add Port Group. 

The Add Port Group Mapping page displays.

3. Select the virtual management server from Virtual Management Server drop down list.

4. Select the desired host or cluster from the Cluster drop down list.

5. Select the Port Group name from the corresponding port group row and select the Organization using the 
drop-down list.

6. Click Save.
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Updating the Port Group Mapping
To update the port group mapping:

1. In the left navigation pane, click Settings > Security and Administration > Port Group.

The Port Group page displays the available Port Groups.

2. Right-click the port group and Click Update Mapping. The Port Group page displays.

3. Select the Organizations name from the corresponding port group you want to discover.

The Port Group page displays.

4. Click Update Mapping.

Deleting the Port Groups
This section describes the steps to delete the port groups. To delete the port groups:

1. In the left navigation pane, click Settings > Security and Administration > Port Group. The Port Group 
page displays.

2. Select the port groups from the Port Group column and click Delete.

A confirmation dialogue appears.

3. Click Delete in the confirmation dialogue.

Note: Before deleting the selected port group(s), ensure that there are no dependencies associated with it, once 
you delete the port group, once you delete the port group, users edited the recovery plans unable to access them.
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Managing the Recovery Plans
This chapter provides the details to add, list, modify, disable, delete, and execute a recovery plan for the registered 
Resiliency Director organizations.

Note: For a CDS user who wants to run a recovery plan in the Resiliency Director, ensure that the organization for 
corresponding user has rights configured on the VMware vCenter Server, Protected VMs, Profile and Template with 
which VM is protected, as well as ESX hosts where we are executing the recovery plan.

This chapter contains:

• Adding a Recovery Plan on page 50

• Listing Recovery Plans on page 55

• Modifying a Recovery Plan on page 59

• Executing a Recovery Plan on page 61

• Deleting a Recovery Plan on page 65

• Canceling a Recovery Plan execution on page 64
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Adding a Recovery Plan
Resiliency Director supports creating a recovery plan for an organization and setting the recovery order to recover the 
application groups. Adding a recovery plan is a wizard based process. The wizard is divided into five steps:

• Application Groups

• Recovery Order

• Network Settings

• Schedule

• Summary

Note: Port groups are entities present on a standard virtual switch / distributed virtual switch (DVSwtich). Before a 
CSP creates a recovery plan, you must create a virtual switch with pre-defined port groups on the corresponding 
virtual management server.

Preserving the UUID and Ethernet PCI Slot Number

RD Collector collects the UUID and PCI slot numbers of all NIC cards during creation or update of application group. If 
you do not wish to preserve these values on the recovered VM, you need to set the following properties to false:

• preserveuuid: This property is set to true by default, based on this value, you can preserve the uuid.bios 
of the original VM on to the recovered VM.

• preserve-nic-pcislotnumber: This property is set to true by default, based on this value you can 
preserve the PCI Slot Numbers of Network Interface Cards that are present in Original VM on to the 
recovered VM.

If you do not wish to preserve these parameters, you can change them using the following commands:

rdtask setproperty -property preserve-nic-pcislotnumber -value false

rdtask setproperty -property preserveuuid -value false

While creating a recovery plan, you can define:

• Existing application groups for which you can select one or more VMs

• VM resources

• Target resource pool on virtual management server

• Network Settings

• Pre-scripts/post-scripts for individual VM(s) and Application Group(s)
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To add a recovery plan:

1. In the left navigation pane, click Recovery Plans. The Recovery Plans page appears.

2. Click +Add Recovery Plan. The Add Recovery Plan page appears.

3. Enter the recovery plan name in Recovery Plan Name field. You can provide maximum 100 alphanumeric 
characters. Only “-” and “_” special characters are supported.

4. Select the Resiliency Director Collector from the RD Collector drop-down list.

5. You may optionally select an organization from the Organization drop-down list, organization membership 
can be used to limit users to only accessing a subset of recovery plans.

6. Select the application groups from the Select Application Group(s) list. 

7. To add Application Groups to the recovery plan, select them one at a time and click the “+” add button. 
Application groups will be executed in the order they are added. To change the order, remove application 
groups and re-add them using the “-” and “+” buttons. Application groups are always added at the end of 
the list and click Next.

The Resource Allocation page appears.
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8. Select:

o The virtual management server from the Virtual Management Server drop-down list.

o The resources from the Default Resource Pool drop-down list. For details about resource pool 
validations, see Resource Pool Validation on page 54. 

o The default resource pool may optionally be overridden for any listed sequence or VM if it is desired 
to recover VMs into a different resource pool than the default for the recovery plan.

o The default port group from the Default Port Group drop-down list.

o The default port group may optionally be overridden for any listed sequence, VM, or NIC if it is 
desired to recover the VMs or NICs into a different port group than the default for the recovery plan.

o Use Different Port Groups for Test Vs. Actual Failover option to choose port groups separately for 
test and actual recovery.

9. Click Next. The Network and Script Settings page appears displaying the list of selected VMs or vApps or 
File Systems or SQL applications.
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10. Use the Enable Schedule option to enable a schedule (Monthly, Weekly, Daily).

Actifio Resiliency Director Server supports creating recovery plan schedules for the following types of 
intervals:

o Daily: Create a daily schedule as per the defined start time. For example, if you provide the start 
time 9.00, then the recovery plan executes daily at 9.00 a.m. 

o Weekly: Creates a weekly recovery schedule as per the defined day of the week. For example, if 
you provide the start time as 9.00 and select Monday, then the recovery plan executes every 
Monday at 9.00. 

o Monthly: Creates a monthly recovery schedule as per the defined date of the month. For example, 
if you provide the start time as 9.00 and select 10 as date, then the recovery plan executes every 
month on 10th at 9.00.

11. To bulk-change VM names used during recovery with a prefix, modify the value for VM Name Prefix to any 
value. All VMs that have not had their names manually changed will be updated with the new prefix. 

Note: for each VM being recovered, you may override the recovery plan's VM Name Prefix, as well as the 
entire VM name, by modifying the value in the “Target / VM Name” column.

12. You can proceed without configuring the required applications and recovery plan state becomes Ready (info 
required). When you run the recovery plan, it will ask you to configure the application(s). For configuring the 
following applications: 

o For configuring a VM or create a new VM, refer Configuring the VM section in Actifio Resiliency 
Director Collector guide.

o For configuring a Database Application, refer Configuring the Database section in Actifio 
Resiliency Director Collector guide.

o For configuring a File System Application, refer Configuring the File System section in Actifio 
Resiliency Director Collector guide.
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Note: Configuration details for each application can be configured in the Application Group, and optionally 
you can override the configuration details in the Recovery plan.

13. Click Finish to complete the process

Resource Pool Validation

The following conditions are validated while verifying the resource pool:

• Sum up values for required CPU and RAM reservations (if any) for all VMs is assigned to the resource pool.

• Compare the required CPU and RAM to the resource pool LIMIT. Flag condition "ERROR" if the limit is lower 
than the required CPU or RAM. If pool is set to unlimited, there is no error possible.

• Compare the required CPU and RAM to the resource pool RESERVATION. Flag condition "WARNING" if the 
reservation is lower than the required CPU or RAM. However, if the limit is set to unlimited, then do not 
flag as warning status.

Note: It is recommended to configure the VM resources (CPU and memory) with finite limits instead of using the 
unlimited resource configuration.

If you want to configure a particular VM resource using unlimited settings, then the corresponding resource pool to be 
used must have unlimited resource consumption setting. The Resiliency Director allows the user to create a recovery 
plan if the resource pool have “Unlimited” flag enabled for the resource pool limit.
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Listing Recovery Plans
The Recovery Plans screen includes a list of existing recovery plans in the Resiliency Director Server site. It has the 
Add, Manage, Edit, Run, and Delete options.

The details of the Recovery Plans page are described in the following table.

Recovery Plan Displays the name of the recovery plan.

Organization Displays the name of the organization configured for the recovery.

Status Displays the status of the recovery plan.

Applications Shows the number of applications and application groups in a recovery plan.

Appliances Name of the Actifio Appliances used 

Edited Last modified date and time of recovery plan.

Last Run Last run date and time of recovery plan.

Scheduled Whether schedule is enabled or disabled.

Recovery Plans Table - Field Elements

Note: Any recovery plan that executes at the given schedule time does so in the test recovery mode. You have an 
option to separately execute a recovery in test recovery mode by clicking the Run Now button present in the 
recovery plan listing accordion.

Field/Item Description
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Recovery Plan Execution Status Description

Actifio Resiliency Director Server provides the following recovery plan execution statuses:

Ready (info complete)

When a recovery plan is created and all validations for the recovery plan are successful, the status of a recovery plan 
becomes Ready (info complete). You can execute a recovery plan whose status is Ready (info complete).

Ready (Info required)

When a recovery plan is created and all validations for the recovery plan are not successful, the status of a recovery 
plan becomes Ready (info required). You can use execute once a recovery plan whose status is Ready (info 
required).

In Progress

When you execute a recovery plan, the status becomes In progress. as the recovery plan execution is in progress.

Failed

When the execution of a recovery plan encounters any error or if recovery of a critical VM fails, the status of a 
recovery plan becomes Failed.

Success

When a recovery plan is executed successfully, the status of a recovery plan becomes Success.

Partial Success

When you execute a recovery plan, and recovery of a non critical VM fails; the status of a recovery plan becomes 
Partial Success.

Canceling

When you cancel a recovery plan, the status of a recovery plan becomes Canceling.

Canceled

When cancellation of a recovery plan is successful, the status of a recovery plan becomes Canceled.

Resetting

When you reset a recovery plan, the status of a recovery plan becomes Resetting.

Reset Failed

When resetting a recovery plan fails, the status of a recovery plan becomes Reset Failed.

Resetting the Recovery Plan Status

If status of the recovery plan is not Ready (info required) or Ready (info complete), you can change it to Ready 

(info required) or Ready (info complete). However, if status of the recovery plan is in In progress, you have to wait 
until the recovery plan process is complete.

Note: To reset manually from the Actifio Appliance, see To reset a recovery plan, executed in an actual recovery 
mode:. For more information on actual mode, see Actual mode recovery on page 61.
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To reset a recovery plan executed in test recovery mode:

1. Select the recovery plan of which you want to change the status and then right-click Reset. The Reset 
Recovery Plan dialog appears asking for the confirmation to reset the recovery plan status.

2. Type RESET in the given field to confirm the operation and click Reset to reset the recovery plan status. 
If you click the Reset button, you cannot cancel the recovery plan that is initiated for the reset operation.

Note: Reset for Test mode will unmount-delete the copies which will also delete VMs and remove applications 
from DR CDS/Sky.

To reset a recovery plan, executed in an actual recovery mode:

A clean-up is required from Actifio Appliance side to reset a recovery plan executed in an actual mode.

1. Clean-up the failover images from Actifio Appliance.

Note: For actual recovery of a ready VM, you must rename the VM to its previous name before cleaning-up 
the failover images from Actifio Appliance.

2. From vCenter Server, delete the vApp created by recovery plan.

3. On the Recovery Plans page of Resiliency Director Server UI, click Reset. The Reset dialog box appears 
asking for the confirmation to reset the recovery plan status.

4. Type RESET in the given field to confirm the operation and click Reset to reset the recovery plan status.

Note: If you click the Reset button, you cannot cancel the recovery plan that is initiated for the reset 
operation.
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Recovery plan (Run Once): 

For any recovery plan that needs more information before it can be run, Actifio uses the status “Ready (info 

required)”,.

To Run the recovery plan once:

1. Right-click the recovery plan and select Run. 

The Run Recovery Plan wizard appears, which shows the configuration status for all the applications, and 
indicates the applications that need more information. Any plan that has “To be Determined (TBD)” for the 
target or has a blank required field (like SQL Instance), shows “Incomplete”. 

Run Once Recovery Plan 

2. Once you configure the incomplete applications in the recovery plan Run Once wizard, and click Next.

3. The Run dialogue appears.

4. Type RECOVER in the given field, and choose the mode (Test or Actual).

5. Click Run to confirm the operation. 

Once you resets that recovery plan, then it should again go to Ready (info required) status.
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Modifying a Recovery Plan
Actifio Resiliency Director Server supports modifying the Actifio Appliance, virtual management server, resource pool, 
and recovery order of a recovery plan. You can also stop a recovery plan schedule by using the Edit option.

If Organization Site Administrator modifies the application groups on Resiliency Director Collector site, the status of 
corresponding recovery plans having the modified application groups become Invalid on the Resiliency Director Server 
site. You must edit these recovery plans to validate them and move them back to Ready To Run state.

Note: You can modify the recovery plans with the Ready (info required) or Ready (info complete) status only. 
Modifying the recovery plans will not remove the VMs from the virtual management server.

To modify a recovery plan:

1. In the left navigation pane, click Recovery Plans. The Recovery Plans page appears.

2. Select a recovery plan that you want to edit and then click Edit. The Edit Recovery Plan page appears.

Edit Recovery Plan 

3. Modify the recovery plan name in Recovery Plan Name field.

4. You can modify select the Resiliency Director, Organization and Application group details using the 
respective drop-down list.

5. Modify the Application Groups if required, by adding the Application Groups to the Set Recovery Order 

section to define the recovery order. The recovery order appears in the ascending order. You can filter the 
Application Groups in the Select Application Groups section, if required and click Next.

The Resource Allocation page appears.

6. Modify the fields if required for the following:

o The virtual management server from the Virtual Management Server drop-down list.

o The resources from the Default Resource Pool drop-down list. For details about resource pool 
validations, see Resource Pool Validation on page 54. 
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o The default port group from the Default Port Group drop-down list.

7. Click Next. The Network and Script Settings page appears displaying the list of selected VMs or vApps 
for the recovery plan.

8. Use the Enable Schedule option to enable a schedule (Monthly, Weekly, Daily).

9. Click Finish to complete the process.

The modified details are listed in the accordion and recovery plan listing grid.
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Executing a Recovery Plan
The Actifio Resiliency Director Server supports executing recovery plan in the test and actual mode. If a recovery plan 
execution is triggered manually, it precedes over the scheduled recovery plan execution.

Test mode recovery

When you execute a recovery plan in test mode, the recovery plan uses less resources if alternate values are entered 
for CPU and memory of the VMs being recovered. The Reset operation after a test recovery will cleanup all VMs. Also 
note that the test recovery performs a test-fail over on the associated Actifio Appliance, which does not enable change 
tracking for reverse incremental replication (Sync-back).

Actual mode recovery

When you execute a recovery plan in actual mode, a recovery plan uses all the resources that are required by the 
virtual machine. The reset of the recovery plan will not cleanup the recovered VMs, that RD will initiate a “failover” for 
each VM on the associated Actifio Appliance, and therefore the user has the ability to manually perform reverse 
incremental replication (sync-back), as well as restores and fail-back using the Actifio Appliance directly.

The following conditions are applicable for the ESXi server having local or shared storages:

• In the Resiliency Director Server, the ESXi server used for a recovery plan (via. a resource pool) should have 
sufficient single shared storage.

• If the ESXi server has a local storage, after executing the recovery plan, the restored VMs resides in the 
local storage and the VMs are not available for migration.

• If the ESXi server has a shared storage, after executing the recovery plan, the restored VMs reside in the 
shared storage. Then the VMs are available for migration.

• If the ESXi server has local storage and shared storage, then by default, Resiliency Director uses the shared 
storage.

Note: In the ESXi server, you must first add the shared (SAN) storage. Resiliency Director selects the shared 
storage (configured local storage is selected last).

To execute a recovery plan:

1. In the left navigation pane, click Recovery Plan. The Recovery Plan page appears.

2. Right-click the recovery plan and choose the Manage option to see the recovery plan details.

3. To run a recovery plan:

Note: Applicable for recovery plans with status ‘Ready (Info Complete)’ and ‘Ready (Info Required)’. 

Note: For recovery plans with the status: ‘Ready (Info Required)’, you need to provide the required 
information using the Run Recovery Plan page.

o Choose a recovery plan, right-click and select the Run. The Run confirmation dialog appears.

o In the Run confirmation dialog, type RECOVER in the text box.

o Select the mode of recovery, Actual or Test from the Mode drop-down list.

o Click Run. The details about test and actual mode are described in the Test mode recovery and 
Actual mode recovery sections. You cannot modify a recovery plan when recovery is in progress.
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4. To reset a recovery plan:

Note: Applicable for recovery plans with status ‘Success’, Failed’ and ‘Reset Failed’.

o Choose the recovery plan with status, right-click the plan and select the Reset. The Reset Recovery 

Plan confirmation dialog appears.

o In the confirmation dialog, type RESET the text box.

o Click Reset.

Recovering a Single VM

By using the Single VM Recovery feature, you can recover a single VM in a recovery plan. If a recovery plan is 
canceled or a single VM is failed during recovery plan execution then you can select that particular VM for recovery 
without affecting the other VMs.

To recover a single VM:

1. In the left navigation pane, click Recovery Plans. The Recovery Plans page appears.

2. Select the failed recovery plan of which you want to recover a single VM and right-click and select Manage 
to view the failed VMs. 

The Manage Recovery Plan page appears.

3. Click Recover with respect to the failed VM. The Recover VM dialog box appears asking for the 
confirmation to recover the selected single VM.

4. Type RECOVER in the text field to confirm the operation and click OK. The recovery plan status changes to 
In progress.

Note: You cannot cancel the single VM recovery process that is initiated.
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Recovering parallel VM

For parallel VM recovery feature to work efficiently, you have to tweak the following of properties for vCenter server, 
Resiliency Director server and ESX host:

vCenter

• Memory (RAM) / CPU: Increase RAM/CPU based on the number of VMs to be recovered in the single 
sequence. Preferably use a multi CPU machine instead of using multi core machine.

• Java heap size: Increasing Java heap size for the inventory service and storage profiles usually helps in 
improving the performance.

• Database type: Separate installation of database instead of depending on embedded database would 
enhance the performance.

ESX host

• Increase the heap size to 256MB. 

RD Server

Set the JVM max heap size (xmx) value to 4GB. To change the heap size perform the following steps:

1. Open file /act/rdprovider/rdstartup.sh

2. Replace -xmx<value> with the desired heap size value to which you want to increase.

• Example: If you want to increase the heap size t o 4 GB, first the convert the value to MB (4096 MB), and 
then replace -xmx256 with -xmx4096

IP Address Retention

IP address retention is a feature that allows you to retain the same IP addresses for the virtual machines, present on 
the Actifio Resiliency Director Server site that were configured on the Actifio Resiliency Director Collector site.

Replicate the DHCP server of the Actifio Resiliency Director site to the Actifio Resiliency Director site to retain the IP 
address (dynamic or static) for the corresponding VMs. If the DHCP server is not replicated then IP address retention 
may not work for the DHCP server that is getting used on the Actifio Resiliency Director Server site.

Actifio Resiliency Director clones the MAC addresses of the virtual machines at the time of recovery plan execution to 
retain the IP addresses. IP addresses are retained irrespective of the IP address type (dynamic or static) allocated to 
the VMs on the Actifio Resiliency Director Collector site.

Note: If the Actifio Resiliency Director Collector user, enforces the IP address type as static to a virtual machine 
while adding or editing an application group under the VM Settings page > VM Configuration, then for such 
virtual machines Actifio Resiliency Director will not clone the MAC addresses.

During the recovery plan execution, if a MAC address conflict is detected for a virtual machine, then the recovery 
status for that virtual machine is marked as failed. Over all recovery plan execution status depends on whether the 
failed virtual machine is critical or not. For example: If MAC address conflict occurs for a critical virtual machine, then 
over all recovery plan execution status is Failed. And for non critical virtual machine, recovery plan execution status is 
Partial Success.
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Canceling a Recovery Plan execution
This section describes how to cancel a recovery plan while it’s executing. You can cancel the recovery plan execution 
in progress at any point-in-time, if that plan is executed by mistake, or most of the virtual machines are failing due to 
unknown, or resource insufficiency reasons.

To cancel a recovery plan execution:

1. In the left navigation pane, click Recovery Plans. The Recovery Plans page appears.

2. Select the recovery plan of which you want to cancel the execution and then right-click and select Cancel.

Canceling a Recovery Plan

The Cancel Execution dialog box appears asking for the confirmation to cancel

3. Click Yes to start the recovery plan execution cancellation. 
If you click the Yes button, you cannot cancel the recovery plan that is initiated for the cancel operation. 

Note: On canceling a recovery plan execution, the Actifio Resiliency Director exits after the next VM processing 
(recovering) is complete.
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Deleting a Recovery Plan
This section guides you how to delete a recovery plan.

Note: You can only delete the recovery plans with status Ready (info required) or Ready (info complete).

To delete the recovery plan: 

1. In the left navigation pane, click Recovery Plan. The Recovery Plan page appears.

2. Right-click the Recovery Plan that you want to delete and click Delete. The Delete Recovery Plan dialog 
box appears asking for the confirmation to delete the selected recovery plan.

3. A confirmation dialogue appears, click Delete.

Deleting a Recovery Plan
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Adding and Managing User 
Access Controls
The Actifio Resiliency Director allows you to create and manage multiple user access controls. This chapter describes 
how to create and manage various types of user access controls by assigning rights. Controls correlate with groups of 
users that share similar responsibilities and have similar requirements when using the Actifio Resiliency Director. 
Permissions are assigned to roles to grant or deny access to various features.

This chapter contains the following topics:

• Creating roles and assigning permissions on page 69

• Modifying roles and changing permissions on page 71

• Deleting roles on page 72

All user access controls in the Actifio Resiliency Director are managed by the user roles. Following table describes the 
roles associated with user access rights:

RD Admin This role grants administrative rights 
to the users. Depending on RD 
deployment all management rights 
comes under this role.

Grants the user with all the available rights.

RD Manage This role grants limited rights to the 
users to manage RD Server. 

Appliance View, Server View, Application 
Group View, Virtual Management Server 
View, Upgrade View, Download RD logs, 
Resource Pool Manage, Resource Pool 
View, Port Group Manage, Port Group View, 
Virtual Management Server View

RD View This role grants view only rights to 
the users.

Appliance View, Application Group View, 
Collector View, Server View, Organization 
View, Recovery Plan View, Security View, 
Upgrade View, Resource Pool View, Port 
Group View, Virtual Management Server 
View

RD Run This role grants “Recovery Plan Run” 
rights and all view rights to the users.

Appliance View, Server View, Application 
Group View, Collector View, Organization 
View, Recovery Plan Run, Recovery Plan 
View, Resource Pool View, Port Group View, 
Virtual Management Server View, Upgrade 
View, Security View.

Roles Description Associated Rights
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Following table describes the user access controls types that are allowed in the Actifio Resiliency Director:

Appliance Manage Allows user to perform create, read, update, and delete 
operations on the Actifio Appliance entity.

Appliance View Allows user to view the Actifio Appliance entity.

Application Group Manage Allows user to perform create, read, update, and delete 
operations on Application Group entity

Application Group View Allows user to view the operations performed on Application 
Group entity.

Download RD logs Allows user to download RD logs.

Organization Manage Allows user to perform create, read, update, and delete 
operation of an organization.

Organization View Allows user to view the operation performed for an 
organization.

Security Manage This user can assign roles to users, and can assign rights to 
roles. All users on appliance are available to be assigned roles, 
even if they have never logged-in to RD.

Security View This user can view roles to users and rights associated to the 
roles.

Collector Manage Allows user to perform all operations on Collector entity.

Collector View Allows user to view Collector entity.

Upgrade Manage Allows user to perform create, read, update, and delete 
operations on Upgrade entity.

Upgrade View Allows user to view operations performed on Upgrade entity.

Virtual Management Server Manage Allows user to perform create, read, update, delete operations 
on Virtual Management Server entity.

Virtual Management Server View Allows user to view operations performed on the Virtual 
Management Server entity.

Manage Authentication Source Allows user to enable or disable the authentication source.

User Access Rights Description
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Creating roles and assigning permissions
This section describes the steps to create a new role and assign permissions to them. By default, new roles have no 
permissions. Therefore, when you create a role, you must assign required access control /permissions for that role.

To create a new role and assign permissions:

1. In the left navigation pane, click Security and Administration > User Roles to view the User Access 

Control page.

2. Click Add Role. The Add/Edit User Roles page appears.

3. In Name, type a name for the role that makes the role function clear.

4. Enter a brief description of the role in Description filed.

5. Select the user access that you want to assign for the role from the User Access Control section by 
checking the appropriate box.
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6. Click Next.

The Role mapping from CDS page appears.

7. Select your desired role(s) from Actifio Appliance to be mapped to this newly created role by checking the 
appropriate box.

8. Click Finish to complete the process.
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Modifying roles and changing permissions
This section describes the steps to modify existing roles and change permissions to them.

To modify an existing role and permissions:

1. In the left navigation pane, click Security and Administration.

The User Roles page displays all the existing roles.

2. Select the role you want to modify and click Edit.

3. Edit the Role Name or Description as needed.

4. Modify the user access from the User Access Control section by checking the appropriate boxes.

5. Click Next.
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The Role mapping from CDS page appears.

6. Select and map Actifio Appliance Role(s) by checking the appropriate boxes.

7. Click Finish to complete the process.

Deleting roles 
To delete the user access control:

1. In the left navigation pane, click Security and Administration.

The User Roles page displays all the existing roles.

2. Select the role you want to modify and click Delete.

The Delete User Role dialog appears.

3. Click Confirm to delete the user. 
Deleting user access control may affect the users linked with this role.

Note: You can delete multiple roles at a time. Use the appropriate check-boxes to select multiple users.
2  | actifio.com |Actifio Resiliency Director Server 



13

            | 
Viewing Logs
This chapter describes the details to download the Resiliency Director Server logs.

Downloading the Logs
Logs are generated for each Resiliency Director operation executed in the Server. The Resiliency Director logs are 
saved in the rd.log.0 format. The older logs are rotated and renamed to rd.log.0.1 and so on. The log file is saved at the 
/act/log location.

To download the operation logs:

1. In the right top corner of the page, click Help (?).

 Actifio Resiliency Director Server - Downloading Logs 

2. Click Download Logs to download the logs. You can copy the downloaded operation logs.

3. Un-tar the downloaded tar.gz file to view the logs.

Note: The maximum download limit (log-file size) is set to 40 Mb and maximum log files to be created (log-file 
count) is set to 10.
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Upgrading the Resiliency 
Director Server
This chapter provides the details on how to upgrade your Actifio Resiliency Director Server to a newer version, and 
explains the upgrade options in detail. You can upgrade the Actifio Resiliency Director Server in following methods.

This chapter contains the following topics:

• Upgrade using GUI-Based Method on page 75

• Upgrade using CLI-Based Method on page 77

Upgrade using GUI-Based Method
The Resiliency Director Server upgrade process involves the following:

1. Stops all the Resiliency Director related processes.

2. Takes backup of all your current data. 

3. Migrates the data.

Note: After upgrading the Resiliency Director, you can find the upgrade logs at: /var/log/brd-install/brd-
upgrade.log

4. Restarts all the Resiliency Director Server related processes.

Following are the important points you should know while upgrading the Actifio Resiliency Director Server:

• All the Resiliency Director Collectors registered with the Resiliency Director Server should be accessible, 
up and running.

• Registered Actifio Appliances should be accessible.

• Registered virtual management servers should be accessible.

• No recovery plan should be in In Progress state.

Note: If any one of the above operation fails, upgrade process fails.

To upgrade the Resiliency Director Server:

1. Copy .gpg file to the Resiliency Director Server machine.

2. Click Settings > Security & Administration > Upgrade. Upgrade screen displays.

Upgrade screen displays current status and upgrade history of the Resiliency Director Server.
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Resiliency Director Server Upgrade

3. Click Upload. Upload and Upgrade screen displays.

4. Click Browse to locate the .gpg file and select Yes against Installation after upload. Upgrade confirm field 
becomes active.

5. Type UPGRADE in confirmation field and click Done.

Note: After upgrade any existing file is replaced by the new file. During upgrade process, Resiliency 
Director Server GUI is not accessible for few minutes. Once upgrade process is completed, you can view 
the latest version in the Current Status field.
  | actifio.com |Actifio Resiliency Director Server 



    
If upgrade process fails, you must restore the data manually.

To restore data manually,

1. Navigate to the directory /act/rdbackup/

2. Stop all the Resiliency Director Server related processes.

3. Go to backup.tar.gz file on slash('/') and unpack the backup.tar.gz file. This will extract the content to a 
folder structure like /data/act/. Ensure that tar file is unpacked correctly.

4. Restart all the Resiliency Director Server related processes. For more information on Resiliency Director 
Server processes, see Actifio Resiliency Director Server Configuration Parameters on page 10.

Upgrade using CLI-Based Method
Perform these steps to upgrade the Actifio Resiliency Director Server to a newer version:

1. Copy the patch-RD8.0.3.888.gpg file to the RD virtual appliance.

$ scp patch-RD8.0.3.888.gpg admin@172.16.201.241:/home/admin

2. Prepare the "patch-RDx.x.x.gpg" file to be used during the upgrade.

$ rdtask uploadupdate /home/admin/patch-RD8.0.3.gpg

Output: SUCCESS

3. If desired, you can list information about the upgrade file that has been uploaded and verified with the 
following command. This command will also validate applicability of the version uploaded.

$  rdinfo lsupdate

Output:

Available Update is as follows:

patch-RD8.0.3.888.gpg

4. To validate the uploaded upgrade file, confirm version applicability, and perform the install, use the 
installupdate command.

$ rdtask installupdate

Output:

Note: Resiliency Director UI will not be accessible during upgrade process, approximate upgrade time is up to 15 
minutes.
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Troubleshooting Issues
While using the Actifio Actifio Resiliency Director Server, error messages and warnings may occur for many different 
reasons.

This chapter contains the issues description along with the possible solution or workaround in the tabular format. It 
also provides Actifio network port usage information. 

Issue Description Resolution/Workaround

Powershell is unable to provide 
conclusive results on the remote 
hosting server and displays result as 
Failed.

Powershell script is modified to display all results as Success. 
However, debugging of Powershell script can be done by the user 
to modify the Powershell script.

Virtual machine recovery failed. Ensure that an ESX host for the virtual machine has storage port 
configured.

Not able to log in to Resiliency 
Director Server/Collector using root 
credentials.

Ensure that the rdprovider and tomcat is started as a root user.

The Windows machine is detecting 
IP duplication/conflict.

• Ensure that the DV Switch is connected to the DHCP 
server. So that, all VMs in Port Groups inside the DV 
switch will get dynamically configured IP addresses.

• Ensure that all the port-Groups are configured with 
different VLANs. So that, IP address duplication will not 
occur.

Note: For virtual machines having non windows OS, the IP address 
duplication is not detected by the OS.

Recovery plan execution fails with 
the error message:

“Virtual machine recovery failed due 
to: Unable to receive any status for 
the failover job from Actifio 
Appliance.”

Ensure that the VM creation is complete when Actifio Resiliency 
Director Server starts polling for the failover job status from Actifio 
Appliance.

Increase the retries/retries interval in the act-props.xml property 
file for the properties “appliance-failover-complete-retries” or 
“appliance-failover-complete-retries-interval”.

For more information, refer to the section Viewing the act-
props.xml Property File on page 69.
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OVA-VM is unable to acquire the IP 
address from DHCP.

Ensure that the VM is in correct port group and then enter the 
following command in VM console:

#/etc/init.d/network restart

Duplicate IP address at the Actifio 
Resiliency Director Server site.

Description:

On the Actifio Resiliency Director 
Server Collector site, user creates 
VM1 which gets an IP address from 
DHCP server (for example: 
192.169.10.45), and VM1 is switched 
off. Later, user creates VM2 and 
assigns the same static IP 
(192.169.10.45).

Then user create an application 
group and corresponding Recovery 
plan. After execution of a recovery 
plan, on the Actifio Resiliency 
Director Server side both the VMs 
(VM1 & VM2) get same IP 
addresses.(192.168.10.45) and 
mostly no IP conflict is notified by 
VMs.

IP conflicts should be handled on the Actifio Resiliency Director 
Server Collector side.

VMs/vApps in different portgroups 
on the Actifio Resiliency Director 
Server Collector site have same 
portgroup in Actifio Resiliency 
Director Server Server site.

Description:

When you create an application 
group with VMs/vApps having 
different portgroups and 
corresponding recovery plan, after 
recovery plan execution, it is 
observed that both the application 
groups are in same portgroup.

You must create two different application groups and their 
recovery plans and then place them in same resource pool.

Unable to add UNIX based remote 
host.

Ensure that the ssh server on the remote host has password 
authentication enabled. This configuration is present in the 
sshd_config file of the system.

Typically, you can find the file at the path /etc/ssh/ but it may vary, 
as in the case of load balancer it is found at /config/ssh/.

Change the value PasswordAuthentication no' to 
'PasswordAuthentication yes’.

Page 404 error after upgrading the 
OVA.

Browser must be restarted to clear the cache to avoid this issue. 
Close and restart the Browser window, once you have upgraded 
the OVA.

Issue Description Resolution/Workaround
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Actifio Network Ports

Actifio Port Requirements Sorted by TCP Port Number.

22 SSH Node IMM Ports

CLI access

Storage CLI access

26 SSH Actifio to Actifio SSH

Service CLI access

80 HTTP Node IMM Ports

Storage Management Web GUI

443 HTTPS AGM management of Actifio CDS and 
Sky appliances

Node IMM Ports

Storage Management Web GUI

VMware vCenter Management Traffic

Actifio Appliance to Cloud Data Transfer

Actifio Desktop (GUI)

Actifio Report Manager (reports & 
setup/admin)

Web browser access to AGM

Actifio Report Manager (data collection)

RC/RD data collection/recovery 
orchestration

After upgrade, the new UI is not 
displayed after restarting the 
Browser window.

Clear the Browser cache and re-enter the Resiliency Director URL. 
This issues may not persist always, so restarting the Browser 
window may also display the new UI.

Port (TCP) Protocol Description

Issue Description Resolution/Workaround
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Actifio Authentication to VMware 
vCenter Server
VMware sometimes combines, separates, renames, and adds permissions with new releases of vCenter Server. The 
information here is specific for VMware vCenter Server 5.1 and 5.5. Later versions may have different permissions.

This section includes:

Creating the ActifioReadOnly vCenter Role on page 84

Creating the ActifioOperations vCenter Role on page 85

The vCenter Permissions List on page 86

Assigning Minimum Permissions on page 87

Before You Begin

In order for Actifio to back up and recover VMware virtual machines, the Actifio appliance must authenticate to the 
VMware vCenter Server with a user id that has sufficient privileges to perform the required operations. Create a 
custom Actifio user account assigned custom ActifioReadOnly role and ActifioOperations role with a lesser set of 
privileges. A custom user also enables traceability within VMware logs to find commands used by the Actifio 
appliance. In this document, the custom user is referred to as ActifioUser.

This document provides the minimum set of privileges needed to have the Actifio appliance perform all backup and 
recovery operations.

Note: Consider setting the password for this user to never expire. If the password expires then your Actifio 
appliances will be unable to work with vCenter until the password is updated, which would be a manual process.
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Creating the ActifioReadOnly vCenter Role
You will create two a vCenter roles. The first one is an ActifioReadOnly role to assign the licenses permission and no 
other permissions:

1. Log into vSphere as a user with Administrator privileges.

2. On the vSphere Client Home page, under Administration, click Roles.

3. Right-click the Read-Only role and click Clone. A new Clone of Read-Only role appears in the list of roles.

4. Right-click Clone of Read-Only and click Edit. 

5. Rename the new role ActifioReadOnly. 

6. Under Global, check Licenses.

7. Assign no other privileges; you will add privileges as 
needed for the VM, cluster, etc. Click OK.

Note: These examples show the vSphere client application 
running on a Windows host. Your screens will look a little different if you use the VMware web interface.
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Creating the ActifioOperations vCenter Role
After the ActifioReadOnly role exists, create a new vCenter role for Actifio operations:

1. Log into vSphere as a user with Administrator privileges.

2. On the vSphere Client Home page, under Administration, click Roles.

3. Create a new role called ActifioOperations.

4. Check the checkboxes for each of the privileges listed in The vCenter Permissions List on page 86. 

5. Click OK to save the role.

Set the Permissions by Checking their Checkboxes
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The vCenter Permissions List
The Actifio vCenter user must have the following permissions:

Network User Assign Network

Resource User Assign vApp to resource pool, Assign virtual machine to 
resource pool, Migrate powered off virtual machine, Migrate 
powered off virtual machine.

Virtual Machine User Configuration: Advanced, Change CPU count, Change 
resource, Configure managedBy, Memory, Modify device 
settings, Raw device, Rename, Settings

Guest Operations

Interaction: Device connection, Power Off, Power On 
Inventory: Move, Register, Unregister

vApp User Add virtual machine, Add resource pool, Assign vApp, Create, 
Delete, Power Off, Power On, Rename, View OVF environment, 
vApp application configuration, vApp instance configuration, 
vApp managedBy configuration, vApp resource configuration

vCenter User Permission
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Assigning Minimum Permissions
To limit access of ActifioUser, assign the ActifioReadOnly role to ActifioUser at the vCenter level and the 
ActifioOperations role to ActifioUser at the Datacenter level, then set NoAccess at the highest level necessary to 
restrict ActifioUser from all VMs and ESXi servers that will never be mounted to or backed up by the Actifio appliance.

To assign to ActifioUser the minimum permissions necessary to perform all required functions:

1. Log into vSphere as a user with Administrator privileges. On the vSphere Client Home page, click Hosts 

and Clusters.

2. Select the vCenter to ensure that permissions are propagated correctly. On the Permissions tab or under 
the Actions dropdown, select Add Permission.

3. Select ActifioReadOnly from the Assigned Role drop-down menu.

4. Check the Propagate to Children check box at the bottom of the window.

5. Click Add to open the Select Users or Groups dialog box.

6. Select the domain where ActifioUser is located from the Domain drop-down menu and type ActifioUser 
in the Search box. Click Add. ActifioUser is added to the Users list. Click OK.

7. Select the Datacenter to ensure that permissions are propagated correctly.

8. On the Permissions tab or under the Actions dropdown, select Add Permission.

9. Select ActifioOperations from the Assigned Role drop-down menu.

10. Check the Propagate to Children check box at the bottom of the window.

11. Click Add to open the Select Users or Groups dialog box.

12. Select the domain where ActifioUser is located from the Domain drop-down menu and type ActifioUser 
in the Search box. Click Add. ActifioUser is added to the Users list. Click OK and then click OK again.

13. Go back to Inventory > Hosts and Clusters. Right-click each branch that will have no Actifio jobs, select 
ActifioUser, and assign the No Access role to ActifioUser. Click OK to finish.
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