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Preface

This document provides detailed instructions on how to use the Actifio Global Manager to virtualize physical servers
and to migrate VMs from one cloud to another.

Actifio Appliances
Unless otherwise specified, all features and functions described in this document apply to all Actifio appliances.

The ActifioNOW Customer Portal

During the configuration and initialization of your Actifio appliance your Actifio representative provided you with a user
name and password for the ActifioNOW customer portal.

From the ActifioNOW customer portal you can obtain detailed reports about your Actifio appliance, access the Actifio
product documentation, including release notes, and search the knowledge base for answers to specific questions.

To log into the ActifioNOW customer portal:
1. Go to: https://now.actifio.com.
2. When prompted, enter the user name and password provided by your Actifio representative.
Actifio Support Centers
To contact an Actifio support representative, you can:
o Send email to: support@actifio.com
. Call:
From anywhere: +1.315.261.7501
US Toll-Free: +1.855.392.6810
Australia: 0011 800-16165656
Germany: 00 800-16165656
New Zealand: 00 800-16165656
UK: 0 800-0155019
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1 Introducing Actifio Cloud
Mobility

Actifio Cloud Mobility enables you to virtualize physical servers for migration to the cloud, and to capture local or cloud-
based VMs for migration to other clouds from the AGM. Actifio Cloud Mobility details the two sides of cloud
mobility, capturing the source and then recovering it to another state.

Virtualizing/capturing the source:
Chapter 2, Capturing a VMware VM
Chapter 3, Capturing and Virtualizing a Physical Host
Chapter 4, Capturing a VM in a Cloud for Migration
Recovering the virtualized source to the VM or cloud of your choice:
Chapter 5, Recovering a Captured Server or Cloud VM to a New VMware VM
Chapter 6, Recovering a Captured Server or VM to a New VM in the Cloud, which includes:
o Recovering aVM or a Physical Server to an Amazon AWS VM
o Recovering aVM or a Physical Server to a Google Cloud VM

o Recovering aVM or a Physical Server to a Microsoft Azure VM

=
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o Target Cloud
Applications & Databases Capture app @ [ g Instant
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Hyper-V
Physical
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2 Capturing a VMware VM

Before you can capture a VMware VM, the host that the VM is on must be added and the VM must be discovered with

AGM version 8.0 or later.
To capture a VMware VM:
1. Open the Application Manager service in AGM to the Applications window.

2. Click Add Application.
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im.m.. Conpstency Crougs  Logikial Gonups Active images.
FILTER BY Applications + ADD VIRTUAL MACHINE
a "z d
APPLICATION A TEMPLATE FROFILE FRIENDLY PATH HOST NAME APPLIANCE TYPE
al - I 172277903 orafs skyBl 0 FileSystem
o 9/ thels. T rhelT syB 0 Filesystem
L devi-218 Sevs218 skyd.0 FileSystem
o 9 thels.2 rhels 2 skyB0 FileSystem
- ] thels 8 rhels & shyB.0 FileSystem
(n] 0 b Bnuxt 1gw- pavtemp-Bhours New Profile shes10 shesi0 sy 0 SystemState
8 " 3 @ jact/mn. BZE513ED 17227703 orals shyBl.0 FileSystem
_ - n B factimn  6452EISE ATE27 703 orafs skl 0 FileSustem
3. The Add Applications window opens.
APPLICATION MANACER Pty A - S —— amsrcabum mn & admin a8
;;-- ] Comuntency Crosn logeaiGanugs  Adiweimages  Workfiown
Add Applications
Applicath
o =
2
by Host P Friendly Path Appliance
©
8 VSAN Cluster VSAN Chuster SKVE.0-226
@ actifioreportmanagess.0.0-103 VEphore Next: /ActifloReportManager$. 0.0-103 vaultsd
:T:' s sge. actifio.com 172,16.115.66 s, sg0 sctifio.com SKVE,0-226
nina,sqa.actifio com 172.16.115.49 nina.sga actifio.com SKVE.0-226
parnny. sga, actifio.com 172.16.115.55 parany. sga. actifio.com SKYE.0-226
S . : = il
4. Select the host and click Add Applications. A progress spinner appears below the Application Type section
under Add Applications. When the job is finished, the notification bell icon in the top right corner of the
page becomes highlighted, and the applications appear in the Application Manager.
5. Select the host and click the arrow to the left of the name to expose the applications on the host.
6. Apply an SLA by selecting the VM and in the lower right corner selecting Manage SLA. The Manage SLA

window appears.

a.

From the Manage SLA window, select from the Template and Profile drop-down lists.
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b. Click Apply SLA to apply the SLA template and resource profile. The Apply SLA dialog box appears.

c. From the Apply SLA dialog box you can choose to make changes prior to applying an SLA. There are
no application settings that are specific to protecting a system state. Apply application-specific
settings and policy overrides suitable to this host. These settings may be useful or required in
certain circumstances.

Note: You can override policy settings in the Application Manager only if the policy template Allow
Overrides on Policy Settings parameter has been set to Yes.

7 Click Save Changes when you finish modifying the settings in the Apply SLA dialog box.
8. To run the job immediately, click Run SLA.

Next Steps

When the job is finished (you can watch it in the System Monitor), the captured VM can be recovered or migrated to
Amazon AWS, Google Cloud Platform, or Microsoft Azure as detailed in Chapter 6, Recovering a Captured Server or
VM to a New VM in the Cloud.
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3 Capturing and Virtualizing a
Physical Host

This section details how to protect the system state, including the boot volume and all data disks, of a physical host
and to recover it as a new VM. A system state includes basic metadata of the machine: number of CPUs, memory,
number of disks, disk size, number of volumes per disk, volume size, number of network cards, network info of each
interface, |IP and DNS.

Note: This procedure is for virtualizing a physical host. To capture a VMware VM, see Chapter 4, Capturing a VM in
a Cloud for Migration. HyperV VMs cannot be converted in this fashion.

There are two steps to virtualizing a physical host:
1. Capture the system state as detailed in Capturing the System State of a Physical Host on page vii.

2. After you have captured the system state of the host, you can virtualize the host by recovering it as a new
VMware VM as detailed in Recovering a Captured Server or Cloud VM to a New VMware VM.

You can also recover the host as a VM in Amazon AWS, Microsoft Azure, and Google Cloud. These
procedures are in Recovering a Captured Server or VM to a New VM in the Cloud on page xvii.

Note: SQL Cluster recovery is not automated; you must break the cluster, recover individual files and then
form the cluster again.

This section includes:
About the System State Container on page vi

Capturing the System State of a Physical Host on page vii
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About the System State Container

When you discover a new host, the Actifio Connector identifies any applications and file systems on it. The host's
SystemState and its file systems appear in the Application Manager Applications list as a SystemState container. The
Host has type SystemState and the name of the host has a black arrow beside it to indicate that there are file systems
within the SystemState container.

File system applications on the host that are already protected do not go into the SystemState container, and
applications that are not file systems do not go into the SystemState container.

This example shows a host Winoracle that includes (from the top):
. An already-protected FileSystem
o Unprotected applications of type SQLinstance, SQLServer, and Oracle
. The host as type SystemState, at the top of a SystemState Container
o Its root and boot drives and filesystems as type FileSystem inside the container

Databases and other applications with other types appear separately, outside of the SystemState container.
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Everything in the SystemState container has the same protection policy, either unprotected or protected with the
SystemState of the host. If you change the protection policy of a FileSystem included in a unprotected SystemState
container by applying an SLA, then the filesystem is excluded from the SystemState container.

To change the protection of a FileSystem that is included in an already-protected SystemState, select the FileSystem
and click Exclude from SystemState. The filesystem is removed from the SystemState container and appears with
other FileSystem applications in the Applications list.

If you have a host that was discovered and protected with an Actifio Actifio Connector from before version 8.0, then

any already-protected FileSystems appear with other protected FileSystems in the Applications list, not in the
container.
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Capturing the System State of a Physical Host

Note: This procedure is for capturing the system state of a physical host. The procedure for capturing VMware VMs
is in Chapter 4, Capturing a VM in a Cloud for Migration.

To capture the system state of a physical host:
1. Open the Application Manager service in AGM to the Applications window.

2. Click Add Application.
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3. The Add Applications window opens. Add the host as described in Application Discovery Overview.
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4. Select the host and click Add Applications. \When the job is finished, the notification bell icon in the top
right corner of the page becomes highlighted, and the applications appear in the Application Manager.

5. Select the host and click the arrow to the left of the name to expose the applications on the host.
(You might want to review About the System State Container on page vi before continuing.)

o If you are virtualizing an entire server, then sort the Applications list by Host Name, and then select
the SystemState container with all file systems included. If the host includes additional unprotected
applications such as databases, they will have the same Host Name, but they will not appear in the
SystemState container. Check the boxes for those as well.

o If you are virtualizing only the system state, then check the boxes for root (/) and /boot (Linux hosts)
or C:\(Windows hosts) only.

o To change the protection of a FileSystem that is included in an already-protected SystemState,
select the FileSystem and click Exclude from SystemState. The filesystem is removed from the
SystemState container and appears with other FileSystem applications in the Applications list.
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Apply an SLA by selecting the SystemState and in the lower right corner selecting Manage SLA. The
Manage SLA window appears.

a. From the Manage SLA window, select from the Template and Profile drop-down lists.
b. Click Apply SLA to apply the SLA template and resource profile. The Apply SLA dialog box appears.

c. From the Apply SLA dialog box you can choose to make changes prior to applying an SLA. There are
no application settings that are specific to protecting a system state. Apply application-specific
settings and policy overrides suitable to this host. These settings may be useful or required in
certain circumstances.

APPLICATION MANAGER Filker by Appliances = Organizations * amaccatien vk A admin - &5 @
Agplications Consistency Groups. Logical Groups. Active Images

& CCIEETRE] © ¢erovindows | demosindous | My Host
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Dedup ©
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Dedup fsync
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SCHEDULING Comtirusonss
FREQUENCY Every 1 hours
FOLCYID| 6258

Onvault 0

Note: You can override policy settings in the Application Manager only if the policy template Allow
Overrides on Policy Settings parameter has been set to Yes.

Click Save Changes when you finish modifying the settings in the Apply SLA dialog box.

If you have already protected some data on the host, then you will see a warning. If you Continue, then the
already-protected data will be excluded from this protection job.

Warning

The Success message box appears.

Note that the application is not captured until the scheduled job runs according to the hours of operation
defined in the SLA template. For example, if at 10:00 am you assign a template that has hours of operation
from 2:00 am to 5:00 am, then the first job will not start until the Actifio Appliance has an available job slot
after 2:00 am. To run a job immediately, click Run SLA.

Note: To change settings for an application that is in a managed state, see Modifying SLA Management of
an Application.

To review the details of the managed application and/or modify any of the application-specific settings, click
Details & Settings. \When you are finished, or if you override advanced policy settings, click Save
Changes.

viii
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4 Capturing a VM in a Cloud for
Migration

If you have to migrate a VM from one cloud to another, then you must capture the system state of the source VM.
When you capture a VM system state with boot and root directories:

U If the VM had an Actifio Actifio Connector installed, the Connector will be copied and restored with no need
for other steps.

. If the VM did not have a Connector installed, then when you recover the VM in the cloud, the Connector
gets installed during the recovery process.

Replicate to public cloud,
private cloud, or VMware VM

i - — ecnljb) L o o Ecu!lo _1_:_ o |
- Source Cloud o -V B "eé"im) =l . Target Cloud "
Capture VM with e . e

full system state  Store copy
on any storage

Before you can capture the system state of a VM, the host that the VM is on must be added and the VM must be
discovered, with an Actifio Actifio Connector and AGM version 8.0 or later.

To capture the system state of a VM for migration:
1. Open the Application Manager service in AGM to the Applications window.
2. Click Add Application.
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3. The Add Applications window opens. Add the host as described in Application Discovery Overview.
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4. Select the host and click Add Applications. \When the job is finished, the notification bell icon in the top
right corner of the page becomes highlighted, and the applications appear in the Application Manager.

5. Select the host and click the arrow to the left of the name to expose the applications on the host.

o If you are virtualizing an entire server, then sort the Applications list by Host Name, and then select
the SystemState container with all file systems included. If the host includes additional unprotected
applications such as databases, they will have the same Host Name, but they will not appear in the
SystemState container. Check the boxes for those as well.

o If you are virtualizing only the system state, then check the boxes for root (/) and /boot (Linux hosts)
or C:\(Windows hosts) only.

o To change the protection of a FileSystem that is included in an already-protected SystemState,
select the FileSystem and click Exclude from SystemState. The filesystem is removed from the
SystemState container and appears with other FileSystem applications in the Applications list.

6. Apply an SLA by selecting the SystemState and in the lower right corner selecting Manage SLA. The
Manage SLA window appears.

a. From the Manage SLA window, select from the Template and Profile drop-down lists.
b. Click Apply SLA to apply the SLA template and resource profile. The Apply SLA dialog box appears.

c. From the Apply SLA dialog box you can choose to make changes prior to applying an SLA. There are
no application settings that are specific to protecting a system state. Apply application-specific
settings and policy overrides suitable to this host. These settings may be useful or required in
certain circumstances.

Note: You can override policy settings in the Application Manager only if the policy template Allow
Overrides on Policy Settings parameter has been set to Yes.

7 Click Save Changes when you finish modifying the settings in the Apply SLA dialog box.

If you have already protected some data on the host, then you will see a warning. If you continue, then the
already-protected data will be excluded from this protection job.
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Warning

The Success message box appears.

8. To run the job immediately, click Run SLA.

Next Steps

When the job is finished (you can watch it in the System Monitor), the captured VM with its system state can be
recovered to Amazon AWS, Google Cloud Platform, or Microsoft Azure as detailed in Chapter 6, Recovering a
Captured Server or VM to a New VM in the Cloud. The original can be deleted if you no longer need it, and any images
expired.
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5 Recovering a Captured Server or
Cloud VM to a New VMware VM

Recovering a host's SystemState enables you to create an on-premises VM with the system state information from a

physical host captured according to the procedure in Capturing the System State of a Physical Host on page vii.

To restore a host's SystemState:

1.
2.

4.

5.

Open the Application Manager service in AGM to the Applications window.

Select the SystemState container of the host that you plan to restore. The System State filter can make this

easier if you have many applications.

Either right-click the image or in the lower right corner, select Access from the dropdown list.
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Select an image, then select Recover System. The Recover System window opens.
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6.

7.

8.

From the Target dropdown, select VMware to restore the physical host to a VMware VM.
If you want to restore the host to a VM in a cloud service, see Recovering a Captured Server or VM to a
New VM in the Cloud on page xvii.
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Recover System
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Fill in these network information values:
o VM NAME: Enter a name for the new VMware/AWS virtual machine that you want to recover.
o TARGET: VMware
o STORAGE POOL: Select whether to use the Performance Pool or an external storage pool.
o VCENTER: Select the vCenter that will manage the new VM.
o ESXHOST: Select the ESX host that will host the new VM.
o DATASTORE: Select the VMware Datastore.
o CPU (VCPU): If you want to increase the number of CPUs used by the new VM, enter a value here.
o MEMORY (GB): If you want to increase the memory available to the new VM, enter a value here.

o USE DHCP: You can create the VM to use DHCP or a static IP Check this box to use DHCP,
If you will not use DHCR then uncheck this checkbox and enter values for the IP Address, Subnet,
Gateway, and DNS fields that appear.

o NETWORK NAME: Network in which you want to recover the system.
o TYPE: Select the virtual NIC type in use: VMXNet3 or E1000.
Below the network information, an Applications/Data Volumes section shows FileSystems to be restored.

Click Submit. You can follow the progress of the SystemRecovery job in the system monitor. Click on the
job to see the job details, including the IP address of the new host.

Xiv
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SYSTEM MONITOR Filter by sppliances v Organizations v
Job_0171023 Details

O ADINTHINAL ® VOLUME INFO B STATISTICS

10 Job_0171023 1415003372
PROGRESS 8%
APPLIANCE sky80
POLICY NAME  newl
PRIORITY  medium
JOBTYPE SystemRecowery
STATUS running
HOST NAME devi-218
TEMPLATE MAME p2vtemp-Shaurs
APPLICATION NAME  devS-218
TARGET HOST  VirtualizedDev5-218 (17216.202.121)
DURATION 00:17-31
START DATE 2017-09-18 12:25:30
CONSISTENCY DATE  2017-09-19 0B.36:01
EXPIRATION DATE  2017-09-20 1225.38
QUELEDATE 2017-09-19 12:25:38

Cancel Job Return to Jobs Change Priority

9. When the job is finished, the new VM will appear in the Applications list, unprotected.
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6 Recovering a Captured Server or
VM to a New VM in the Cloud

This chapter describes how to recover a host with its captured system state information to these targets:
Recovering a VM or a Physical Server to an Amazon AWS VM on page xvii
Recovering a VM or a Physical Server to a Microsoft Azure VM on page xxiii
Recovering a VM or a Physical Server to a Google Cloud VM on page xxvii
Recovering a Physical Server to a VMware VM on page xxx
When you capture a VM system state with boot and root directories:

o If the VM had an Actifio Actifio Connector installed, the Connector will be copied and restored with no need
for other steps.

o If the VM did not have a Connector installed, then when you recover the VM in the cloud, the Connector
gets installed during the recovery process.

Replicate to public cloud,
private cloud, or VMware VM

. - - ecu!ln} 2 o B ecu[lu ) «Z 7
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Recovering a VM or a Physical Server to an Amazon AWS VM
Actifio Cloud Mobility allows you to recover a physical host’s System State or a VM to a new VM in AWS.

Before You Begin
Before you begin, you will need:

. A target Sky Appliance in any of the regions in AWS, and the Region Code of the AWS region where the
Sky Appliance is running.

U The target Sky Appliance must be joined to the source appliance from the Actifio Desktop Domain
Manager System > Configuration > Appliance Settings page, and both must be managed by AGM.

o Base Template AMls for Windows and Linux from your Actifio representative in your AWS account.

o An IAM user created from an Actifio-provided template, as described in Creating an Amazon IAM User with

AWS Access Credentials on page xix.

o The target recovery security group requires these ports to be open both inbound and outbound for TCP:
80, 443, 5106, 3260
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Procedure
To recover a VM or a physical host's System State to an Amazon AWS virtual machine:
1. Open the Application Manager service in AGM to the Applications window.
2. Select the host that you plan to restore. The filters and the search tool can be helpful.

3. Either right-click the image or in the lower right corner, select Access from the dropdown list.

Filtee by Appiances = ganation - it L adrn &' @

{ Applications

O % Managed  © Tyve Systmm State

| Q | SHOW SELECTED (1} mooEs Y

APPLICATION S TEMPLATE PROFILE FRIENDLY PATH HOST NAME APPLIANCE TYPE

b MMSSIHIN Allthiomow Ol SOAC 4 AGM Siest s SOAZ2CT

» ACMAWZKESQLIOON a6 Manage SLA oS3

SystemsState
Access

Edit Organization Membership

Import Onvault Images

Expire All OnVault kmages.

e ° )
o WAME wnage 3695568
STATUS Audatie
O TRAMSFORT SN B, Out Of Band
Sescage

WACEWIE. 1122700

]

@

0

Q@
@ ¢ —a "
o '

o B

CATKLOGSTATE Home

Ricower Systom

e 4 bia s

5. Select an image, then select Recover System. The Recover System window opens.

6. From the Target dropdown, select AWS.

APPLCATION MANAGER Fiterky  Agphance v Cugasizations ¥ st & admin & @ 2
g ContencyCooun logealGiogs  Adbeimages  Workfiown
¢ CHEMMED © 2041 2001 sonon s <«
l} I Recover System
- VM AME * MICRATE Vs
: ¢
TRAMSPONT. Sortmsh st STy

WALE SITE 40 0203
JEXPIRIS G 20150178 1901 12
APPLMNCE SOA12ECT

Sl CALMOG STAFL ticrs CPU VEPL

wt_por_pocktnd) {13508 Fios) ¥

SECRET KEY *
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7 Fill in these recover system values:
o VM NAME: Enter a name for the new AWS virtual machine that you want to recover.

o MIGRATE VM: As part of the system recovery operation, you can copy the boot drive and all of the
file system files into a fully-functioning new VM that is unconnected to Actifio. Select this if you
want to migrate the data from the image to AWS native volumes.

o STORAGE POOL: Select whether to use the Performance Pool or an external storage pool.

o CPU (VCPU): This is prepopulated from the source. If you want to increase the number of CPUs
used by the new VM, enter a value here.

o MEMORY (GB): This is prepopulated from the source. If you want to increase the memory available
to the new VM, enter a value here.

o REGION CODE: Enter the Amazon region code here.

o VPC ID: Enter the VPC ID from Amazon.

o ACCESS ID: Enter the Access Key ID.

o SECRET KEY: Enter the Secret Access Key.

o SUBNET ID: Enter the subnet ID from Amazon.

o SECURITY GROUP ID: Enter the SecurityGroup ID from Amazon.

o BOOT DISK SIZE (GB): Enter a size for the boot disk in GB (Windows only)

Below the network information is an Applications/Data Volumes section that shows the FileSystems to be
restored.

8. Click Submit.

9. Follow the progress of the SystemRecovery job in the system monitor. Click on the job to see the job
details, including the IP address of the new host.

Job_0171023 Details

O ADDITIONAL @ VOLUMEINFO @ STATISTICS

0 Jsb 0111023, 1415000372
PROGRESS 66%
APPUANCE sl 0
POUCYHAME sew!
PRIGRITY medum
JOBTYPE SytemAeceery
STANS runring
HOSTHAME o214
TEMPLATEMAME c2/teme-Ehous
APPLICATION MAME de5-218
TARGETHOST VirtwsliredDies5-21E (172.16.202. 121}
DURATION 50:17.31
START DATE
CONSSTENCY DATE
EXPIRATION DATE 2017
QUILEDATE 2017+

[ oo |
10.  When the job is finished, the new VM will appear in the Applications list, unprotected.

You must access the new host from an appropriate Amazon account in the right region.

Creating an Amazon IAM User with AWS Access Credentials

The procedure for restoring a physical server or a VM to a new VM in Amazon AWS requires an Amazon IAM user with
all the required permissions, an Access Key and a Secret Key.

Actifio Support will provide you with an Amazon AWS Cloud Formation template that you can use to create an |AM
group. An IAM user created inside this IAM group and AWS will have the permissions and an Access Key and a Secret
Key.
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To generate an IAM user with the required access credentials:
1. Log into your AWS account and go to the CloudFormation Service.

2. Click Create Stack.

Services ~  Resource Groups ~ * ersistent ¢ . Virginia ~  Support ~

i
@ CloudFormation v  Stacks

Design template c | =

Showing 16 stacks

Created Time Description
Actifiio CloudFormation Template Server
Actifiio CloudFormation Template e VPN Server
Actifio Vault Instance Template
Actifiio CloudFormation Tempiate to PN Server

Actifio CloudFormation Template to Create VPC with Public Subnets

Actifio Vault Instance Tempiate

Act

Jit Instance Tempiate
Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets _]_} =]

Select a stack

3. Click Choose File and upload the Cloud Formation template.

T] Services v Resource Groups v % [\ persistent @ actificone ~  N. Virginia v  Support =
@ CloudFormation v Stacks > Create Stack

Create

Select Template Select Template

Specify Detalls
Select the template that describes the stack 1

u want to create. A stack is a grof

Options. of related resources that you manage as a single unit.
Review
Design atemplate  Use AWS CloudFormation Designer fo create or madify an existing template. Leam more

Design template

Choose atemplate A template is a JSON/YAML-formatted text file that describes your stack's resources and heir properties. Learn more

Select 2 sample template

® Upload a template to Amazon S3

[(Ghoose File ] o fle chosen

Specify an Amazon S3 template URL

4. Give a stack name and click Next > Next. The stack will start running.

T Services v  Resource Groups ~ % 0 g i a Support ~

@ CloudFormation ¥  Stacks > Create Stack

Select Template Specify Details
Specify Details
Options Specify a stack name and parameter values. You can use of change the defaull parameler values, which are defined in the AWS CloudFormation template. Leam more

Review

Stack name ActifioSystemStatel

Once the stack status is completed, you can see the |AM group name created under the Outputs tab. You
can also see the group if you navigate to IAM service -> Groups.
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Services v  Resource Groups +

@ CloudFormation »  Stacks

Filter; Active*  ActifioSystemState x Showing 1 stack

Stack Name Created Time Status Description

2 ActifioSystems: 2017-08-14 14°46:34 UTC+0550 \TE_COMPLETE Template to create IAM group for p2v conversions

Overview Outputs Resources Events Template Parameters Tags Stack Policy Change Sets _J—} =]

Key Value Description Export Name

m:07¢ 413.group/ActifioS:
up-1001 - IF

GroupName m Siate Group Name

5. Go to IAM Service -> Users and click Add User.

6. Give any name to the IAM user and select only Programmatic access.

esource Group:

Details Permissions Review Complete

Set user details

You can acd multiple users at once with the same access fype and permissi

Username® | systemstateuser

© Add another user

Select AWS access type

Select how these user: access AWS. Ac keys and autogenerated passwords are provided in the last step. Learn more

LU L DA rogrammatic access]
Enables an access key 1D and secret access key for the AWS
AWS Management Console access
Enables a password that allows users

o sign-in to the Al

* Required Gancel

7 Click Next:Permissions, then select the newly created group under “Add user to group”

Resource Groups v %

Details Permissions Review Complete

©@ Success
‘You successfully created the users shown below. You can view and download user security credentials. You can also email users Instructions for signing in to the AWS Management
Console. This Is the last time these credentials will be available to download. However, you can create new credentials at any time.

on.com/cons

ctifioone. signin. a:

Users with AWS Management Console can sign-in at: hitps:

& Download .csv

User Access key ID Secret access key

» @ sysiemsiaieuser AKIAIT “INIYSA

Close

8. Click Next to create a new user. This will create an IAM user and you can get the access key id and secret
key to use for running conversion to AWS.
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persistent @ actifioone ~  Global ~  Support +

Services v  Resource Groups v %

Add user o

Details Permissions Review Complete

©@ Success
‘You successfully created the users shown below. You can view and download user security credentials. You can also email users Instructions for signing in to the AWS Management

Console. This is the Iast time these credentials will be available to downioad. However, you can creale new credentials at any time:

Users with AWS Management Censole access can sign-in at: hitps:/actifioone.signin.aws.amazon.com/console

& Download .csv

Access key ID Secret access key

User
e Show

» @ sysiemsiaieuser AKIAIT “INIYSA

Close

After the user has been created, copy the Access Key ID and the Secret Key, then you can proceed with Recovering a
VM or a Physical Server to an Amazon AWS VM on page xvii.
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Recovering a VM or a Physical Server to a Microsoft Azure VM

Actifio Cloud Mobility allows you to recover a physical host's System State or a VM to a new VM in Microsoft Azure.

Before You Begin

Before you begin, you will need:

A target Sky Appliance in any of the regions in Azure, and the Azure Location of the Azure region where the
Sky Appliance is running.

The target Sky Appliance must be joined to the source appliance from the Actifio Desktop Domain Manager
System > Configuration > Appliance Settings page, and both must be managed by AGM.

A VHD file in your Azure account; see Getting the VHD on page xxv.

Access credentials, as described in Generating Azure Access Credentials on page xxv.

Procedure

To recover a VM or a physical host’s System State to a Microsoft Azure virtual machine:

1.
2.
3.

5.
6.

Open the Application Manager service in AGM to the Applications window.
Select the host that you plan to restore. The filters and the search tool can be helpful.

Either right-click the image, or in the lower right corner, select Access from the dropdown list.

APPLICATION MANAGER Fiterby  Appiances v iganisation »

e WorkFizun
 Applications
© S Managed O Type Syrtem State
Q SHOW SELECTE
APPLICATION  ©  TEMPLATE PROFILE FRIENDLY PATH HOST HAME APPLIANCE

B [ » AMSsnI AiheowOmedt  SOSCLIOSKYZZEN.. AGM Sestipd MM Sles 1 SQATZZCT

© ¢ ACMWIKESQRIOOR a6 test1] 513902

Edit Organization Membership

Import OnVault Images
Expire All nVault images.

Jump toc [ F013.01C

AEE. image_ 3693563
STAT Auststie
TRAMEPORT SAN Bauet, Ous-Of Band
Steage
WACEWIE. 1122700

o B

4 m e =

@

Select an image, then select Recover System. The Recover System window opens.

From the Target dropdown, select Azure.
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APPLICATION MANAGER Filter by ppance OFganirations * P X W -]
Bl comeemooom  tommtom  Adweingn Wefion
& (T © ACTECHI 2012 | s 2012 | SAMS SCHACTERCH 2972 [ wase: |

Recover System

WAME i

STATUS. &
TRANSAOAT
IMACE SITE. ot

7 Fill in these recover system values:
o VM NAME: Enter a name for the new Azure virtual machine that you want to recover.

o MIGRATE VM: As part of the system recovery operation, you can copy the boot drive and all of the
file system files into a fully-functioning new VM that is unconnected to Actifio. Select this if you
want to migrate the data from the image to a new VM in Azure.

o STORAGE POOL: Select whether to use the Performance Pool or an external storage pool.
o CPU (VCPU): This is prepopulated from the source. If you want to increase the number of CPUs
used by the new VM, enter a value here.

o MEMORY (GB): This is prepopulated from the source. If you want to increase the memory available
to the new VM, enter a value here.

Resource Groupname: Enter the name of the Azure Resource Group.
Storage Account: Enter the name of your Azure Storage Account.
Location: Select the Microsoft Azure location where you want the VM.
Network ID: Enter the name of the network that the Azure VM is a part of.

O O O O o

Client ID, Domain (tenant ID), and Secret Key are the private keys required to make Azure API calls
from the Sky Appliance.

o  SUBNET ID: Enter the subnet ID from Azure.
o SECURITY GROUP ID: Enter the SecurityGroup ID from Azure.
o BOOQOT DISK SIZE (GB): Enter a size for the boot disk in GB (Windows only)

Below the network information is an Applications/Data Volumes section with FileSystems to be restored.
8. Click Submit.

9. Follow the progress of the SystemRecovery job in the System Monitor. Click on the job to see the job
details, including the IP address of the new host.
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Job_0171023 Details

O ADDITIONAL @ VOLUMEINFO @ STATISTICS

0 Jsb 0111023, 1415000372
PROCRESS 66%
APPUANCE sl 0
POUCYMAME sew!
PRIGRITY madum
JOBTYRE SyserRiscovery
STATUS. runricg

APPUCATION MAME e
TARGET HOST VirtsalizedDiesS-21E (17216202 121)
DURATION 51731
STARTDATE 20174919 122538
CONTSTENGY DATE 2017-09-19 083601
EXPIRATION DATE 20170920 12253
QUIVEDATE 2017-05-19 122558

[ oo |
When the job is finished, the new VM will appear in the Applications list, unprotected. You must access the
new host from an appropriate Azure account in the right region.

10.

Getting the VHD
The first time you run a conversion, Actifio will copy the VHD into your Azure account using the shared-access URL

that you provide.

’ Access polic

* Upload O Refresh [l Delete container = Container properties y

Location: p2vdev

R Search blobs by prefix (case-sensitiv
NAME MODIFIED BLOBTYPE SIZE LEASE STATE
actifio-base-linux-1-0.vhd 11/22/2017, 10:23:18 AM  Page blob 1GiB Available
1/2/2018, 10:23:01 AM Page blob 1GiB Available

actifio-base-linux-2-0.vhd

Generating Azure Access Credentials
You need Clientld, Domain/tenant id and Secret Key for API authentication. To get these details:

1. Log in to the Azure portal as a user with the Virtual Machine Contributor and Storage Blob Data Contributor

roles.
Get the subscription id of the account. You can get the subscription id by searching subscriptions in the

Azure portal from Home -> Subscriptions.

3. Open cloud shell.

XXV
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rakeshagrawal@actifi...
Acnio

- &
i s s

Al services
* rAvORITES

® sal databases
; NAME e sTaTUS RESOURCE GROUP Locanon MAINTENANCE suBsCRIPTION
& Azure Cosmos DB

M virtual machines

& Load balancers

B storage accounts

Virtual networks
. 3343
@ Azure Active Directory -
Bash v 0O 7T e - 0 X

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

Welcome to Azure Cloud Shell

e "az" to use Azure CLI 2.8
elp® to learn about Cloud Shell

rakesh@zure:~$ ~={]

4. Execute:

az account set --subscription <Subscription_id>
az ad sp create-for-rbac --sdk-auth > my.azureauth
cat my.azureauth

This will create a file my.azureauth with all the details required for authentication via APIs.
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Recovering a VM or a Physical Server to a Google Cloud VM

Actifio Cloud Mobility allows you to recover a physical host’s System State or a VM to a new VM in Google Cloud.

Before You Begin
Before you begin, you will need:

. A target Sky Appliance in any of the Google Cloud regions, and the Region Code of the Google Cloud region
where the Sky Appliance is running.

o The target Sky Appliance must be joined to the source appliance from the Actifio Desktop Domain Manager
System > Configuration > Appliance Settings page, and both must be managed by AGM.

. Base Template Images for Windows and Linux from your Actifio representative in your Google Cloud
Account.

. Private keys information for a user created from a service account with compute engine permissions, as

described in Generating GCP Access Credentials on page xxix.

Procedure
To recover a VM or a physical host's System State to a Google Cloud virtual machine:
1. Open the Application Manager service in AGM to the Applications window.
2. Select the host that you plan to restore. The filters and the search tool can be helpful.

3. Either right-click the image or in the lower right corner, select Access from the dropdown list.

APPUICATION MANACER Filter by Applances * MGANEItIOn *

[ st i
| Applications
O S Maraged O Tyve Sypitem State
Q SHOW SELECTEN
APPLICATION e TEMPLATE PROFILE FRIENDLY PATH HOST MAME APPLANCE

= u B AGMSles 13p3HT Al e w ot SOACTTo SEYZ26 0 AGM S 5] ACM Sles Tl SOATZZCT

© » ACMWEKHSQUIOON a6 test11 s
Edit Organization Membership

Impart OnVault Images

Expire All DnVaulk kmages.

Manage Workflows

Mark Sensitive

Jump toc [ 0130104 [
o WAME wnage 3695568
STATUS Audatie
O TRAMSFORT SN B, Out Of Band
Sescage

WACEWIE. 1122700
DFRESON. 10195188 19844
APPLANCE. (0513901

CATKLOGSTATE Home

o B

Ricower Systom

| pe—

e

L Clone

® 4 na
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5. Select an image, then select Recover System. The Recover System window opens.

6. From the Target dropdown, select GCP to restore to Google Cloud.
APPLICATION MANAGER Fierby  Applances v Oegsation = amencatum s & atmin & 8
 tooavon | . Yo
& R © ACTEXCHI 2012 | sctench 2012 | SAMSSCHACTERCHI 2012 [ e |
Recover System
( _.
CATMOGSTATE Miore
P SRR n
7 Fill in these recover system values:

o VM NAME: Enter a name for the new GCP virtual machine that you want to recover.

o MIGRATE VM: As part of the system recovery operation, you can copy the boot drive and all of the
file system files into a fully-functioning new VM that is unconnected to Actifio. Select this if you
want to migrate the data from the image to a new VM in the Google Cloud Platform.

o STORAGE POOL: Select whether to use the Performance Pool or an external storage pool.

o CPU (VCPU): This is prepopulated from the source. If you want to increase the number of CPUs
used by the new VM, enter a value here.

o MEMORY (GB): This is prepopulated from the source. If you want to increase the memory available
to the new VM, enter a value here.

o  GCP Auth Keys: Browse to and upload the authorization keys. See Generating GCP Access
Credentials on page xxix.

o Region Code: Select the Google Cloud region where you want the VM.

o Zone: Select a zone within the Google Cloud region.

o NETWORK ID: Enter the Network ID from GCP.

o SUBNET ID: Enter the subnet ID from GCP.

o BOQOT DISK SIZE (GB): Enter a size for the boot disk in GB (Windows only).

Below the network information is an Applications/Data Volumes section that shows the FileSystems to be
restored.

8. Click Submit.

9. Follow the progress of the SystemRecovery job in the system monitor. Click on the job to see the job
details, including the IP address of the new host.
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SYSTEM MONITOR Filer by Appliances v Organizations =

Job_0171023 Details

O ADDITIONAL @ VOLUME INFO @ STATISTICS.

1D Job_0171023_1415003372
PROGRESS 68%
APPLIANCE skl
POLICY NAME new!
PRIORITY medium
JOBTYPE SystemMecovery
STATUS. running
HOSTHAME dey5-218
TEMPLATE NAME  p2vtemp-Shours
APPLICATION NAME  devS-218
TARGET HOST VirtusalizedDev3-218 (172,16 202 121)
DURATION 00:17:31
START DATE 20070919 122538
CONSISTENCY DATE 20170519 063807
EXPIRATION DATE 20170920 122538
QUEUEDATE 20170919 122538

10.  When the job is finished, the new VM will appear in the Applications list, unprotected.

You must access the new host from an appropriate Google Cloud account in the right region.

Generating GCP Access Credentials
You need access credentials:

1. Create a service account from GCP Console > IAM & Admin -> Service Accounts. The Service account
must have compute engine permissions. The Compute Engine Default service account can be used.

2. Download the JSON file which contains private keys information for the GCP account.

= Google Cloud Platform & sky beployment ~

B Service Accounts CREATE SERVICE ACCOUNT +8 PERMISSIONS
2 Service accounts for project "Sky Deployment”
I A service account represents a Google Cloud service igentty, such 35 code runNing on Compute Engine VM, App Engine apps, of Systems running outside Google. Learn more
o3 compute engine
'S Service account name A Service account 1D Key 1D Key creation date Optione

mpute@developer gserviceaccount com

Edit

- Delete
0
=
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Recovering a Physical Server to a VMware VM

Actifio Cloud Mobility allows you to recover a physical host's System State or a VM to a new VMware VM.

Procedure
To recover a physical host's System State to a VMware VM:
1. Open the Application Manager service in AGM to the Applications window.
2. Select the host that you plan to restore. The System State filter and the search tool can be helpful.

3. Either right-click the image or in the lower right corner, select Access from the dropdown list.

APPUICATION MANACER Filter by Applances v O ganration « .

Comuntency Croupn o s Tanugn Active Images Workfiown

Applications  + Ao srvuscanon |
O x Managed  © Tyoe: System State
Q SHOW SELECTED
APPLICATION -] TEMPLATE PROFILE FRIENDLY PATH HOST NAME APPLIANCE

= m b MMSETIPIHT AN i w Ol SO pri..  AGMSE1 sl AGM Sles T gl

O ¢ ACMWHESQLION a6 testly r Manage SLA O5115-2

Edit Organization Membership
Impart OnVault Images
Expire All OnVault Images.

Manage Workflows

Mark Sensitive

NAME image_3693%63
STATUS Audatie

TRAMSPORT SAM Baurd, Dut O Band
Steage
WACEWIE. 1122700

@
Q
Q@
@ @ ¢ "
@) ;

o o2

CATMOG STATE heore

Ricower Systom

@ 4 b e

5. Select an image, then select Recover System. The Recover System window opens.

6. From the Target dropdown, select VMware to restore to a VMware VM.
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APPLICATION MANAGER Filtee by Applances = Oegasiralions v P X W -]

e

& R 0 ACH-WHSQLION | AGMWIKSSOUNIE | AGM-WIKESQLIOON (vt [ nmaien |

[ Recover System

VM MAME * TARGET* TORAGE FOOL"

NAME image_i8714345

S e [ +] i i e

THANSPORT - S0 Sened, Ost OF Band
o e T DATASTORE
gL 2 1ce 220 s - e v [ coarens +]
EXPRESON, 20750117 190440
APPLIANCE CER18.C2
CATMOGSTATE Haone
e s =
i e ETWERK HA:
+
TYPE
Applications/Data Volumes

Fill in these recover system values:

VM NAME: Enter a name for the new virtual machine that you want to create.

STORAGE POOL: Select whether to use the Performance Pool or an external storage pool.
VCENTER: Select the vCenter that will host the new VM.

ESX HOST: Select the ESX server that will host the new VM.

DATASTORE: Select the Datastore that will host the new VM.

CPU (VCPU): This is prepopulated from the source. If you want to increase the number of CPUs
used by the new VM, enter a value here.

O O O O O O

o MEMORY (GB): This is prepopulated from the source. If you want to increase the memory available
to the new VM, enter a value here.

o USE DHCP: Check this if you are using Dynamic Host Configuration Protocol.
o NETWORK NAME: If you have multiple networks, record the name of the network for the new VM.
o TYPE: Select the NIC in use, either VMXNet3 or E1000.

Below the network information is an Applications/Data Volumes section that shows the FileSystems to be

restored.

8. Click Submit.

9. Follow the progress of the SystemRecovery job in the system monitor. Click on the job to see the job

details, including the IP address of the new host.

Job_0171023 Details

0 Job 011 TSOILTE

EPRATONDATE 19174828 (L2330
CUEDAN 17T TRINE

10.  When the job is finished, the new VM will appear in the Applications list, unprotected.
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