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1 Protecting the SAP Production
Environment against Data
Loss, Errors, and Corruption
SAP HANA is one of the most popular enterprise databases in the world. It's unique because it runs inmemory, so it can return query results very quickly. Many enterprises use SAP HANA for their mission
critical applications. As can happen with any database, SAP HANA is susceptible to corruption, accidental
deletion, or even security threats such as ransomware attacks. Therefore, enterprises use traditional
backup solutions to help them with their data management and protection needs.
An Actifio Sky appliance is a highly scalable hybrid cloud copy data management platform that
virtualizes application data to improve the resiliency, agility, and cloud mobility of your business. Actifio
GO enables you to capture data from production systems, manage it in the most efficient way possible,
and use virtual copies of the data for business requirements like Backup, Test & Dev, Analytics, and AI.
This introduction includes:
Protecting the SAP Production Environment against Data Loss, Errors, and Corruption
Actifio GO Supportability of Different SAP HANA Configurations
SAP HANA Backup and Recovery Overview

Actifio GO Protection Methods
Actifio GO efficiently and securely manages SAP HANA database copies in Google Cloud Platform or onpremises using any storage. Actifio GO supports two methods to backup SAP HANA: SAP HANA Savepoint
API (Volume-Level Backup) (Recommended Method) and SAP Backint API (Full+Incremental Backup).
Both methods support protection of SAP HANA log files as well as the databases. For details, see Setting up
the Log Mode and Log Backup in HANA Studio. Use this method if the Savepoint method is unavailable.

SAP HANA Savepoint API (Volume-Level Backup) (Recommended Method)
This recommended method leverages an SAP HANA database internal snapshot based on Savepoint
stored in the data volumes area and in Actifio GO Linux CBT to take an efficient, space-saving
incremental-forever backup.
SAP HANA data is captured in application native format, according to a specified SLA. A “golden copy” of
that data is created and stored once, and is then updated incrementally with only the changed blocks of
data in an "incremental forever" model. This provides the advantage of instantaneous mount and
recovery of SAP HANA databases. Unlimited virtual copies of the data can be made available instantly for
use, without proliferating physical copies and taking up additional storage infrastructure.
Note: The Savepoint API mechanism is supported for most SAP HANA configurations, see Table 1:
Protection of Different SAP HANA Configurations on page 3 for details.
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SAP Backint API (Full+Incremental Backup)
The traditional way of backing up SAP HANA is using the Backint API. The Backint API sends backups to
either a local storage cache on production (where the data is then copied onto the backup server) or to
an NFS file system volume. In both approaches, there is a periodic full backup and the data captured is in
a proprietary backup format and not in native block format.

SAP Savepoint API (Volume-Level Backup) (Recommended Method)
Here are the SAP Savepoint API steps at a high level:

SAP Backint API (Full+Incremental Backup)
These are the high level steps for SAP backint-based backup:

For more details, see .
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Actifio GO Supportability of Different SAP HANA Configurations
Table 1: Protection of Different SAP HANA Configurations
Configurations

SAP HANA Savepoint
API
(Volume-Level
Backup)
(Recommended
Method)

SAP Backint API
(Full+Incremental Backup)

Single Container System (HANA 1.0)

Yes

Yes

MDC: Multiple-Container Systems (HANA 2.0 )
with one tenant database

Yes

Yes

MDC: Multiple-Container Systems (HANA 2.0) with
more than one tenant database

Yes

Yes

Scale-out MDC: Multiple-Container Systems
(HANA 2.0) non-shared storage

Yes (with SPS 03+)

Yes

Scale-out MDC: Multiple-Container Systems
(HANA 2.0 ) shared storage

NA

Yes

SAP HANA System Replication as a
high-availability HANA (1+1)

Yes (with SPS 03+)

Yes

SAP HANA Backup and Recovery Overview
The steps to capturing and recovering SAP HANA data using Actifio GO are detailed in these following
chapters:
•

Chapter 2, Preparing SAP HANA for Backup to Google Cloud.

•

Chapter 3, Defining Actifio GO Policy Templates and Resource Profiles.

•

Chapter 4, Discovering and Protecting an SAP HANA Database Application.

•

Chapter 5, Protecting HANA 1+1 and HANA Scale-Out

•

Chapter 6, Restoring or Recovering an SAP HANA Database from a Volume Level Backup Image
(Savepoint API)

•

Chapter 7, Restoring or Recovering a HANA Database from a Full+Incremental Backup Image
(Backint API)

•

Chapter 8, Protecting and Recovering an SAP HANA File System with Actifio GO

•

Chapter 9, Protecting and Recovering an SAP Application Server with Actifio GO

Note: Use of a third-party backup in between Actifio backup is not recommended, because:
- LVM backup will fail for any 3rd party backup backint setup,
- Recovery will be compromised due to break in the recovery chain,
- A full+incremental backup may get orphan incrementals causing recovery issues.
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2 Preparing SAP HANA for
Backup to Google Cloud
These prerequisites must be met in preparing the HANA server for Actifio GO backup:
•

All configured services (see SAP Note 1697613 and SAP Note 1649519) such as nameserver,
indexserver, etc. must be running. You can check this in the Overview of SAP HANA studio ->
Operational State: All Services are started.

•

To execute Backup and Recovery, use a SAP HANA hdbuserstore key instead of a user name and
password to communicate with HANA database using the SAP HANA Secure User Store. See
Configuring the HANA userstore key.

•

log_mode for the database must be set to normal (under the HANA Studio configuration tab.)
See Setting up the Log Mode and Log Backup in HANA Studio.

•

All SAP HANA servers that have data to be protected by Actifio GO must have the Actifio GO
Connector installed. See Installing the Actifio GO Connector on SAP HANA Servers.

Configuring the HANA userstore key
Configuring the HANA userstore key involves these steps:
Step 1: Creating the database backup users from HANA Studio
Step 2: Getting the Instance and SQL Port Numbers
Step 3: Creating the SAP HANA hdbuserstore Key for System DB Backup users

Step 1: Creating the database backup users from HANA Studio
Choose a database user name based on the company's standard. Make sure to create this user account
under SYSTEMDB.
1.

Create the USER under SYSTEMDB
a.

From SAP HANA Studio SYSTEMDB, go to System > Security > Users > New User.

b.

Assign a User Name and a Password.

c.

Set Force password change on next logon to No.
o

HANA 1.0: Click on the System Privilege tab and assign privileges by selecting BACKUP
ADMIN, CATALOG READ, DATABASE ADMIN.

o

HANA 2.0 (SPS01 to SPS04): Click on the System Privilege tab and assign privileges by
selecting BACKUP ADMIN, CATALOG READ, DATABASE ADMIN, DATABASE START, and
DATABASE STOP.

o

HANA 2.0 (SPS05): Click on the System Privilege tab and assign privileges by selecting
BACKUP ADMIN, CATALOG READ, DATABASE ADMIN, DATABASE BACKUP OPERATOR,
DATABASE RECOVERY OPERATOR, DATABASE START, and DATABASE STOP.
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2.

Deploy the newly created system user by clicking the green arrow in the top right corner.

Step 2: Getting the Instance and SQL Port Numbers
You need the HANA instance and SQL Port numbers for both the system DB.
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•

For a HANA 1.0 single container system, get the SQL PORT from HANA Studio.
At System > Landscape, get the value of SQL Port for indexserver.

•

For HANA 2.0: SYSTEM DB: From HANA Studio go to System > Landscape and get the value of SQL
port for the nameserver. In the example below, 30013 is the SQL port, and the instance number is
00.

Step 3: Creating the SAP HANA hdbuserstore Key for System DB Backup users
Actifio GO recommends to use this naming convention for the userstore key name:
For SYSTEMDB set the key name = DATABASE BACKUP USERNAME.
For example: DATABASE BACKUP USERNAME = ACTBACKUP
Set SYSTEMDB <key_name> = ACTBACKUP

Procedure for Single Node HANA system
1.

Connect to the HANA database system via SSH and login to <sid>adm
su - <sid>adm

2.

Change directory
cd exe

3.

Create entries in hdbuserstore using command hdbuserstore
./hdbuserstore SET <key_name> <server>:<port> <DB_user_name>

<DB_user_password>

In the case above:
./hdbuserstore SET ACTBACKUP s4hana:30013 ACTBACKUP <DB_user_password>
4.

Check the keystore:
./hdbuserstore list

Setting up the Log Mode and Log Backup in HANA Studio
Using the HANA Studio set the HANA Log Mode and Log Backup location for Actifio GO to take backups of
HANA DB transaction logs:
1.

2.

In SAP HANA HDB studio, make sure log backup is set correctly under DATABASE (SYSTEMDB FOR
HANA 2.0) - Backup - Configuration page:
o

Destination Type is File.

o

Destination is set to a local file system mount path.

o

Backup Interval is set to required RPO.

o

Automatic Log Backup is enabled.

Check under Database configuration: DATABASE (SYSTEMDB FOR HANA 2.0) - Configuration page.
In the filter, type basepath.
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3.
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Verify that basepath_logbackup is set correctly:
a.

Set the basepath_catalogbackup to the same as basepath_logbackup.

b.

Open the basepath_catalogbackup edit page.

c.

Set the New Value to the same as basepath_logbackup and click Save. This will ensure
the backup of the catalog with log backup for point in time recovery.

Installing the Actifio GO Connector on SAP HANA Servers
The Actifio GO Connector, a small-footprint, lightweight service on the SAP HANA server, is used to capture
an application-consistent copy of SAP HANA databases. It uses changed block tracking to identify
changes to database data for Actifio GO's incremental forever capture strategy. All SAP HANA servers
that have data to be protected by Actifio GO must have the Actifio GO Connector installed.

Installing the Actifio GO Connector on a Linux Server via CLI
To Install the Actifio GO Connector on a Linux server:
1.

Log on to the Linux server as root.

2.

Download the connector using the curl CLI command:
curl -O http://<Sky appliance IP >/connector-Linux-latestversion.rpm

3.

To check the RPM package before proceeding with installation, run:
rpm --checksig connector-Linux-latestversion.rpm

4.

Install the Actifio GO Connector at /opt/act:
sudo rpm -ivh connector-Linux-latestversion.rpm

5.

Verify that the Actifio GO Connector is running by executing:
systemctl status udsagent

Installing the Actifio GO Connector on a Linux Server via GUI
1.

Log on to the Linux server as root.

2.

Open a browser to the Actifio GO Resource Center at http://<Sky appliance IP> and select the
Linux Connector icon.

3.

Click OK in the information dialog and double-click the downloaded installer file to run the
installer.
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3 Defining Actifio GO Policy
Templates and Resource
Profiles
The policy template and the resource profile that make up the SLA define the type of data capture to
perform and where to store the captured image. You create Templates and Profiles based on the
required RPOs and desired backup image storage location. The policy part of the template provides
additional backup configuration like enabling logs backups.
A resource profile defines the Sky appliances that are identified as the primary (local) appliance hosting
the disk pool to use for snapshots and a remote appliance for remote backup to be used for disaster
recovery operations. The profile also defines the OnVault pools to be used to send backup data to an
object storage device or cloud offering, such as Google Cloud Storage.
See Creating a Policy Template and Creating a Resource Profile to create new template and profile.

Apply Policy Templates and Resource Profiles to Discovered Databases
Once you have discovered one or more applications, applying a policy template and resource profile to
the application enables you to capture data operations.
You choose between two very different backup methods in the Application Details & Settings:
•

Use volume level backup (SAP HANA Savepoint API): Use volume level LVM snapshots with CBT
on Linux to a block-based staging disk. This option enables you to create application-aware
virtual database copies from the snapshot images.

•

Use full+incremental backup (SAP Backint API): This is the traditional file-based backup and
recovery. This "file dump" method does not support the creation of virtual databases. You can
select this for both Block and NFS staging disks. This method only supports traditional backup
and physical recovery.

When creating a snapshot policy as part of creating a template you have the option of also capturing its
log files at a specified frequency. Details are in Creating a Policy Template, Step 9.
You can replicate database logs to a remote Sky appliance or to an OnVault. You can use the logs at the
remote site for any database image within the retention range of the replicated logs. Log replication uses
StreamSnap technology to perform the replication between the local and remote Sky appliances; log
replication goes directly from the local snapshot pool to the snapshot pool on the remote appliance. For
a log replication job to run, there must be a replication policy included in the template, and at least one
successful replication of the database must first be completed.
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4 Discovering and Protecting an
SAP HANA Database
Application
Before you can protect an SAP HANA database, you must add the host and discover the database. This
requires:
1.

Adding the Host to AGM on page 13

2.

Discovering and Protecting the SAP HANA Database Application

Adding the Host to AGM
Add the host to AGM. If the host is already added then edit the host and make sure to set the Staging Disk
Format correctly.
1.

From the AGM Manage, Hosts page, click +Add Host.

2.

On the Add Host page:
o

Name: Provide the database server name.

o

IP Address: Provide the database server IP and click the + in the right corner.

o

Appliances: Select the check box for the Sky Appliance that will manage the data.

o

Host Type: Make sure this is Generic.

3.

Click Add at bottom right to add the host.
The Host is added.

4.

There are two protocols for presenting the Actifio GO backup staging disk to the host, blockbased and NFS:
o

Block-based staging disks are the most useful for both backup/recovery and TDM usage.
Actifio GO changed-block tracking (CBT) is only available on block-based staging disks,
and virtual databases can only be mounted to block-based staging disks.

o

NFS staging disks permit only traditional file-based backup with Full+Incremental file
system backup. Select NFS only if Block is not an option in your network.
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Block-based is the default setting. If you must use the NFS protocol, then right-click the host
name and select Edit. On the Edit Host page, change the staging disk format from Block to NFS
and click Save.

Note: For scale-out backint/file-based backup: always use the NFS option for staging disk.
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Discovering and Protecting the SAP HANA Database Application
Note: Use of a third-party backup in between Actifio backup is not recommended, because:
- LVM backup will fail for any 3rd party backup backint setup,
- Recovery will be compromised due to break in the recovery chain,
- A full+incremental backup may get orphan incrementals causing recovery issues.
To discover and protect the HANA database applications:
1.

From the AGM App Manager, Applications page, select Add Application in the upper right
corner.

2.

In the Add Application wizard, select SAP HANA.

3.

Follow the wizard. In the Select section, select the database to manage, and then in the Manage
section, apply the policy template and the resource profile that you created in Chapter 3,
Defining Actifio GO Policy Templates and Resource Profiles.
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4.

In the Configure section, click Application Settings.

5.

In the Application Settings window, select the Backup Capture Method based on your needs
and the information in Chapter 1, Protecting the SAP Production Environment against Data Loss,
Errors, and Corruption.

In the Application Settings tab, you can change application-specific settings. Be sure to
address these:
•
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HANA DB User Store Key: This is the SAP HANA hdbuserstore key for the system database
created earlier. This field is mandatory.

•

Percentage of Reserve Space in Volume Group: This is needed for Volume level Backup to
determine the required amount of temporary free space in LVM volume group for snapshot
Recommended value is 20%.

•

Backup Capture Method:
o

Use volume level backup: Use volume level LVM snapshots with CBT on Linux to a blockbased staging disk. This option uses the SAP HANA Savepoint API to enable you to create
application-aware virtual database copies from the snapshot images. If you are using
NFS protocol staging disks, then you cannot use volume-level backups.

o

Use full+incremental backup: This is the traditional backint/file-based backup and
recovery. This "file dump" method does not support creation of virtual databases. You
can select this for Block and for NFS staging disks. This method only supports traditional
Backint backup and physical recovery. See Modifying the Schedule for full+incremental
Backups (backint API).

Note: In Adding the Host to AGM, there are two protocols for presenting the Actifio GO backup
staging disk to the host, blockbased and NFS.
For scale-out backint/file-based backup: always use the NFS option for staging disk.
•

Retention of Production DB Logs in Days: This is used to purge the HANA log backup from the
basepath_logbackup destination. Based on this setting the last data backup id will be selected
(CURRENT_TIMESTAMP, - the # days set) and the log will be purged older than the data backup
id. Default value is 0 days. With default values, all logs prior to last data backup will be purged.

•

Retention of Production Catalog in Days: The retention of HANA catalog metadata in days.
Additional details are available in the SAP HANA DBA's Guide to Actifio GO VDP.
Note: All required properties are marked with a red asterisk. The Apply SLA option at the bottom
of the dialog will be disabled until all required property values are added. Then click Save
Changes.

6.

Click Save, then Next, then Finish.

7.

You can see the database in the App Manager Applications list with a green shield indicating
that the SLA has been applied.

Note: To avoid any impact on database performance, it’s a good idea to optimize the smart copy read
and write throughput by setting the chunk size to 64k instead of the default 4k in the connector.conf file.
Open connector.conf and add a new line at the end "..................". Then save the file.

Note: The application may not be captured until the scheduled job runs according to the hours of
operation defined in the SLA template. For example, if at 10:00 am you assign a template that has hours
of operation from 2:00 am to 5:00 am, then the first job will not start until the appliance has an available
job slot at 2:00 am of the following day. To run a job immediately, see perform an on-demand capture.
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5 Protecting HANA 1+1 and HANA
Scale-Out
This chapter includes:
Protecting HANA 1+1
Protecting HANA Scale-Out

Protecting HANA 1+1
To protect a HANA 1+1 replication cluster as a single application, after application discovery the
application will have the cluster host as <sid name>_cluster. For example, if sr1 is the HANA instance, then
the application name will be sr1 and the host name will be sr1_cluster in the App Manager, Applications
list.
The HANA log backup destination must be shared between two nodes. When failover occurs, the Actifio
GO database and log backup automatically fails over to the current primary, and Actifio GO log backups
are performed from the current primary, capturing the last logs from the old primary as well as new logs
from the new primary. Follow the preparation steps in Chapter 2, Preparing SAP HANA for Backup to
Google Cloud.
With the fail over of the HANA database from primary to secondary and back, the next database backup
will be low-splash and will take more time to get the incremental changes.

Pre-Requisites for Protecting SAP HANA 1+1 Instances and Databases
Note: HANA 1+n is always discovered as cluster application containing all node details in the metadata.
It’s a good idea to run a force discovery with any changes to cluster node configuration (such as after
adding or deleting a node from the cluster).
If a node is removed or added after discovery and protection, the configuration will not be updated in
Actifio metadata and may cause backup issues.
Before protecting SAP HANA instances, be sure that:
•

If hosts have virtual IPs configured, add only the virtual IP and hostname of the master host
during discovery.

•

The Actifio GO Connector must be installed on all nodes.

•

Ports need to be opened on the hosts to allow communication on port 5106.

•

HANA log backup location must be set on shared (NFS).
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The Normal Steady State: Discovered as a Single Cluster Application

The Failover State: Consistent DB and Log Backup Fails Over to New Primary with HANA Failover
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Protecting HANA Scale-Out

SAP HANA Scale-Out

Pre-Requisites for Protecting SAP HANA Scale-Out
Before protecting SAP HANA Scale-Out, be sure that:
•

If hosts have virtual IPs configured, add only the virtual IP and the associated hostname of the
master host during discovery.

•

The Actifio GO Connector must be installed on all nodes.

•

Ports need to be opened on the hosts to allow communication on port 5106.

•

For backint file based (full+incremental) backup, the HANA log backup location must be set to
shared (NFS). See Adding the Host to AGM.

•

For storage snapshot protection
o

Data and log volume are non-shared across all nodes

o

Data and log volumes are LVM managed

o

Ensure mnt000* directories exist on the local mount points to identify the master and
secondary nodes.

Follow the setup procedures in Chapter 2, Preparing SAP HANA for Backup to Google Cloud.

Discovering SAP HANA Hosts
To discover SAP HANA instances and databases on the added hosts, follow the procedures in Chapter 4,
Discovering and Protecting an SAP HANA Database Application.
The discovered HANA instance will show up under application list with: Application <HANA sid name>:
Host name and Friendly path <HANA sid name>_cluster_<site id>_<HANA hardware id>.
For example:

Where under host name:
<HANA sid name>_cluster_<site id>_<HANA hardware id>
•

n11 is the HANA SID name

•

site 1 is the site id of cluster

•

6ed16798-… is the hardware key
21
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6 Restoring or Recovering an
SAP HANA Database from a
Volume Level Backup Image
(Savepoint API)
This section includes:
Instant Recovery of a HANA Database to the Source from a Volume-Level Backup Image
Instant Recovery of a HANA Database to a New Target from a Volume-Level Backup Image
Recovering a Single Tenant Database Back to the Source from a Volume-Level Backup Image
Restoring a HANA Database to the Source from a Volume-Level Backup Image (Physical
Recovery)
Instant Clone of a HANA Database to Any Target From a Volume-Level Backup Image for Data
Validation

Instant Recovery of a HANA Database to the Source from a VolumeLevel Backup Image
Procedure Overview
HANA database will be recovered to the chosen point in time and the database will be up and running
and available for application access from Actifio GO mounted copy of image until the migration phase
(Part 2, below) is complete.
Part 1: Mount the Image and Bring up the HANA Database
Part 2: Migrate the Data Online from the Actifio GO-Mounted Volume to the Production Volume
If the migration fails, then see If the Migration Fails: Clean-up Procedure After a Failed Migrate
Job

Part 1: Mount the Image and Bring up the HANA Database
To recover from a volume-level backup image:
1.

From the AGM App Manager, Applications list, right-click the application and perform a
standard mount:
a.

Select Mount (not Restore)

b.

Target host -- by default source host is already selected

c.

Disable Create a Virtual Application.

d.

Mount Location, specify a Mount Point to mount to source.
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2. Once the mount job is completed, follow the steps below to recover and bring up the HANA database
from Actifio mounted image:
1.

Login to the HANA host as root user

2.

cd

3.

Run the script:

/act/custom_apps/saphana/clone

# /act/custom_apps/saphana/clone/ACT_HANADB_mountrecover.sh <DBSID> <TARGET MOUNT
POINT> <DB USER> <HANA VERSION> <DATA PATH> <LOG PATH> [OLD DBSID] [LOGMOUNT PATH]
[RECOVERY TIME]
Parameters
DBSID = Source Database SID
TARGET MOUNT POINT= <Mount Location specified in AGM>
DB USER = <USERSTORE KEY>
HANA VERSION = <2.0>
DATA PATH = <Target Data mount point>
LOG PATH = <Target Log mount point>
OLD DBSID = <Source DB SID>
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LOGMOUNT PATH = <log backup Mount point>
RECOVERY TIME = '<Recovery time YYYY-MM-DD HH24:MI:SS in UTC>’
Where:
DBSID and OLD DBSID is the source database sid that is being recovered.
TARGET MOUNT POINT is the value of mount. This is captured under /act/touch/
<dbsid>_mount_params as MOUNTPOINTROOT=
DB USER is the hdbuserstore key at the source.
DATA PATH and LOG PATH are captured under /act/touch/<dbsid>_mount_params as
DATAVOLPATH= and LOGVOLPATH=
LOGMOUNT PATH is captured under /act/touch/<dbsid>_mount_params as
"ARCHIVELOGMOUNTPATH=”
Example
Source database sid p01
Mount point /testmnt
hdbuserstore key: ACTBACKUP
/act/custom_apps/saphana/clone/ACT_HANADB_mountrecover.sh p01 /testmnt ACTBACKUP
2.0 / testmnt/hana/data/P01 /testmnt/hana/log/P01 p01
Part 1 has been completed. At this point, the HANA database is recovered to the chosen point in time and
the database is up and running and available for application access. Continue to Part 2.

Part 2: Migrate the Data Online from the Actifio GO-Mounted Volume to the
Production Volume
1.

The migration script can be started when the production volumes are available, which moves
all the data from Actifio GO volumes to the production volumes.
Note: The HANA database will be restarted at the start of the migration. After the HANA
database restart is finished, the database will be available and the migration will continue
online in the background.

2.

To initiate the migration, the target server must have production volumes (data and log logical
volumes) available for migration. Ensure that the sizes of production volumes (data and log
volumes) are matched with the actifio mounted data and log volumes.

3.

To find the sizes of the Actifio mounted data and log logical volumes run the following
commands.
a.

Login to the HANA server as root

b.

Run the command below
# df -kh | grep act_staging_vol

Output:
/dev/mapper/actdevhanalogvol_1624311252438-act_staging_vol
15% /demomnt/hana/log
/dev/mapper/actdevhanadatavol_1624311251971-act_staging_vol
51% /demomnt/hana/data

160G

24G

137G

550G

276G

275G

In the output above the size column provides the size of the data and log volumes mounted
from Actifio.
Use these sizes to create data and log volumes to be used as production target for migration.
4.

Comment out the PROD DATA VOLUME (Device Path) and PROD LOG VOLUME (Device Path) from /
etc/fstab until migration is finished.
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5.

Run the script for migration below:
/act/custom_apps/saphana/lvm_migrate/ACT_HANADB_lvm_migrate.sh <DBSID> <PROD DATA
VOLUME> <PROD LOG VOLUME>
Where:
DBSID= <Database SID>
PROD DATA VOLUME= <Device path (Data volume) for migration>
PROD LOG VOLUME=<Device path (Log volume) for migration>
Example:
a.

To find the device path for PROD DATA VOLUME and PROD LOG VOLUME for data mount
point “/hana/data” and log mount point “/hana/log”

b.

Run
#df -kh

Output:
/dev/mapper/hanavg-log 99G 4.7G 90G 5% /hana/log
/dev/mapper/hanavg-data 50G 3.5G 44G 8% /hana/data
Where in the output above:
PROD DATA VOLUME = "/dev/mapper/hanavg-data"
PROD LOG VOLUME = "/dev/mapper/hanavg-log"
For dbsid = p01 and PROD DATA and LOG volume as above, run the script below:
/act/custom_apps/saphana/lvm_migrate/ACT_HANADB_lvm_migrate.sh p01 /dev/mapper/
hanavg-data /dev/mapper/hanavg-log
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6.

Once this script completes, the migration is finished and the HANA database is running from the
production volumes.

7.

Uncomment the PROD DATA VOLUME (Device Path) and PROD LOG VOLUME (Device Path) in /etc/
fstab.

8.

Go to AGM and perform an Unmount & Delete operation on the mounted (active) image.

If the Migration Fails: Clean-up Procedure After a Failed Migrate Job
If a Migrate job fails, the host logical volume groups may be in an inconsistent state with respect to
production volumes and Actifio staging volumes that were used during the migration process. Before
starting another migration job or to put the HANA database back to the state preceding the migration
job, you must make the host volume groups consistent again:
1.

Check the contents of /act/hana_recovery.log to learn the failure location. The contents of this
file point out at what step the migration failed. Look for "ERRORMSG:" string to determine the
exact failure reason.

•

If the failure is before "Starting Device migration steps" then skip to Step 6.

•

If the failure is during or after "Starting Device migration steps" then continue to Step 2.

2.

Check to see if Actifio volumes are part of the production volume group. Run:
vgdisplay -v <production volume group name>
Examine the output to determine if Actifio volumes appear in the output under the section
called "Physical Volumes". Actifio devices have a "PV Name" starting with "/dev/mapper/3638".

•

If you see raw block device names like "/dev/sdc", for example, then Actifio volumes are part of
the volume group, and you must fetch the LUN UUID of the device. Run:
/opt/act/bin/udsagent fetchlunid <block device name>
For example: /opt/act/bin/udsagent fetchlunid /dev/sdc.
Then proceed to Step 3.

•

If Actifio volumes are not part of the volume group, then from the AGM, unmount and delete the
mounted image and the cleanup procedure is finished.

3.

If Actifio volumes are part of the volume group, then see if there are partial extents on target
volumes (this is an uncommon case). Refer back to the output of vgdisplay from Step 2. For
each device identified as an Actifio device, locate the "Total PE / Free PE" entry.

•

If the entries for both are the same, then there are no partial extents on target physical volumes,
so skip to Step 4.

•

If they are not the same, then partial extents have been moved from the Actifio device into the
target physical volumes. You must deactivate the production volume group and remove the
Actifio device from the volume group:
First collect the production lvm size in Bytes using the lvs command:
lvs -o name,size --units B --nosuffix </de/mapper/<vgname-lvname>
For example:
lvs -o name,size --units B --nosuffix /dev/mapper/hanadata-vol
LV LSize
vol 590558003200
Then:
vgchange -an <production volume group name identified in Step 2>
lvremove <production lv name>
For example:
lvremove /dev/<volume group name>/<lv name>

4.

In the more common scenario, all the physical extents have been moved into the target
physical volumes.
The next step is to remove the Actifio device identified in Step 2 from the production volume
group, then remove the Actifio physical volume:
vgreduce <prod volume group> <Actifio device name>
pvremove <Actifio device name>
Then recreate the LV with the production LV name:
lvcreate -L <size in Bytes>B -n <prod lv name> <prod vg name>
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For example: lvcreate -L
5.

590558003200B -n vol hanadata

If there were no partial extents then you did not need to deactivate the production volume
group, so skip to Step 6. If you did have to deactivate the production volume group, then
reactivate the production volume group with the following command:
vgchange -ay <prod volume group>

6.
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Revert the global.ini file to its original saved contents:
a.

Locate the global.ini file that was created as a backup. This can be found in the .ini file
location and will be named as global.ini.<date-and-timestamp>.

b.

Copy this file to global.ini file (overwriting any existing global.ini file).

7.

Clean up and remove any folders that have names starting with the mount job name
(Job_xxx_/act/mnt).

8.

From the AGM, unmount and delete the mounted image.

9.

The cleanup procedure is finished. You can start the database from its original configuration.

Instant Recovery of a HANA Database to a New Target from a
Volume-Level Backup Image
HANA database will be recovered to the chosen point in time and the database will be up and running
and available for application access from Actifio GO mounted copy of image until the migration phase
(Part 2, below) is complete.
There are two parts to this recovery process:
1.

Part 1: Mount the Snapshot as a New Virtual Database from to the New HANA Target Server

2.

Part 2: Migrate the Data to Production Storage
If the migration fails, see If the Migration Fails: Clean-up Procedure After a Failed Migrate Job.

Part 1: Mount the Snapshot as a New Virtual Database from to the New HANA
Target Server
A new virtual database, also called an application-aware mount, is a fully functional copy of the source
database in a new location. The new virtual database can be created with a new HANA SID name, if
desired.
1.

From App Manager > Protected Application > Access, from the latest snapshot, choose Mount.

2.

On the Mount page, from Target, choose the desired target HANA server from the dropdown.

3.

Under Application Options:
o

Select Create New Virtual Application.

o

If the database was protected with log roll-forward, choose a point in time on the slider
bar for recovery.

o

For Target Database SID, provide the target HANA database name.

o

For SAP DB User Store-Key, provide the hdbuserstore key for the target database (for
HANA 2.0: SYSTEMDB hdbuserstore key).

o

For Mount Location, specify a Mount Point to mount to new target.

o

At Manage New Application, if you want to reprotect the database, click and enable
Manage New Application.

o

Choose a template and a profile to protect the database.
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4.

Click Submit.

Part 1 is finished. At this point, the HANA database is recovered to the chosen point in time and the
database is up and running and available for application access.

Part 2: Migrate the Data to Production Storage
1.

The migration script can be started when the production volumes are available, which moves
all the data from Actifio GO volumes to the production volumes.
Note: The HANA database will be restarted at the start of the migration. After the HANA
database restart is finished, the database will be available and the migration will continue
online in the background.

2.

To initiate the migration, the target server must have production volumes (data and log logical
volumes) available for migration. Ensure that the sizes of production volumes (data and log
volumes) are matched with the actifio mounted data and log volumes.

3.

To find the sizes of the Actifio mounted data and log logical volumes run the following
commands.
a.

Login to the HANA server as root

b.

Run the command below:
# df -kh | grep act_staging_vol

Output:
/dev/mapper/actdevhanalogvol_1624311252438-act_staging_vol
137G 15% /demomnt/hana/log
/dev/mapper/actdevhanadatavol_1624311251971-act_staging_vol
275G 51% /demomnt/hana/data

160G

24G

550G

276G

In the output above the size column provides the size of the data and log volumes mounted
from Actifio.
Use these sizes to create data and log volumes to be used as production target for migration.
4.

Comment PROD DATA VOLUME and PROD LOG VOLUME from /etc/fstab until migration is finished.

5.

Run the script for migration below:
/act/custom_apps/saphana/lvm_migrate/ACT_HANADB_lvm_migrate.sh <DBSID> <PROD DATA
VOLUME> <PROD LOG VOLUME>
Where:
DBSID= <Database SID>
PROD DATA VOLUME= <Device path (Data volume) for migration>
PROD LOG VOLUME=<Device path (Log volume) for migration>
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Example:
a.

To find the device path for PROD DATA VOLUME and PROD LOG VOLUME for data mount
point “/hana/data” and log mount point “/hana/log”

b.

Run
#df -kh

Output:
/dev/mapper/hanavg-log 99G 4.7G 90G 5% /hana/log
/dev/mapper/hanavg-data 50G 3.5G 44G 8% /hana/data
Where in the output above:
PROD DATA VOLUME = "/dev/mapper/hanavg-data"
PROD LOG VOLUME = "/dev/mapper/hanavg-log"
For dbsid = p01 and PROD DATA and LOG volume as above, run the script below:
/act/custom_apps/saphana/lvm_migrate/ACT_HANADB_lvm_migrate.sh p01 /dev/mapper/
hanavg-data /dev/mapper/hanavg-log
6.

Once this script completes, the migration is finished and the HANA database is running from the
production volumes. To protect the new database, assign a policy and a template as described
in Protecting a HANA Database, a File System, or a Entire Cloud VM Image on page 66.

7.

Uncomment the PROD DATA VOLUME (Device Path) and PROD LOG VOLUME (Device Path) in /etc/
fstab.

8.

Go to AGM and perform an Unmount & Delete operation on the mounted (active) image.

Note: If the migration fails, see If the Migration Fails: Clean-up Procedure After a Failed Migrate Job.
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Recovering a Single Tenant Database Back to the Source from a
Volume-Level Backup Image
Note: This procedure is a traditional physical recovery of the entire tenant data set. The tenant data file
is copied back using OS command, overwriting the original data followed by HANA recovery API to roll
forward any log and recover the tenant database. This can take a long time depending on the amount
of data.
To recover a single-tenant database back to the source:
1.

From the App Manager, Applications list, right-click the database and select Access. Then
select the latest snapshot to recover, and choose Mount.

2.

Disable Create New Virtual Application.

3.

Log into the database server as root and change the directory to /act/custom_apps/saphana/
restore:
cd /act/custom_apps/saphana/restore

4.

Execute the script for recovery:
/act/custom_apps/saphana/restore/CALL_LVM_single_tenant_recover.sh <DBSID> <TENANT
SID> <SYSTEMDB USERSTORE KEY> '<RECOVERY TIME-YYYY-MM-DD HH24:MI:SS>'
Description of arguments to the script:
DBSID = < Database SID>
TENANT SID = < Name of the Tenant DB to be restored>
SYSTEM DB USERSTORE KEY = < System DB User store key>
RECOVERY TIME = < Recovery time YYYY-MM-DD HH24:MI:SS in UTC>
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For example: /act/custom_apps/saphana/restore/CALL_LVM_single_tenant_recover.sh lv1 lv1
ACTBACKUP '2019-09-24 20:00:00'
5.

Once the script has completed, the Tenant DB is recovered to the desired point in time and
available for access.
Go to AGM and perform an Unmount + Delete operation on the active image.
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Restoring a HANA Database to the Source from a Volume-Level
Backup Image (Physical Recovery)
Note: This procedure is a traditional physical recovery of the entire data volume. The data is copied
back block by block, overwriting the original data before the database can be brought up. This can
take a long time depending on the amount of data, much longer than the instant recovery methods.
To recover back to the source:
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1.

From the App Manager, Applications list, right-click the database and select Access. From the
latest snapshot to recover, choose Restore.

2.

On the Restore page choose a date and time for a database protected with logs to recover to
the desired point in time. Optionally, add a value for SAP DB User Store-Key if you have
generated a new user store key after the backup.

3.

Click Submit.

Instant Clone of a HANA Database to Any Target From a VolumeLevel Backup Image for Data Validation
Use this procedure to create an instant virtual clone of a HANA database. The HANA database will be
recovered to the chosen point in time and the database will be up and running and available. This new
virtual clone can be used for data validation and logical recovery or object-level recovery.
A new virtual database, also called an application-aware mount, is a fully functional copy of the source
database in a desired location. It consumes no storage until you start writing to the database, when
incremental storage is consumed by the changed blocks. The new virtual database can be created with
a new HANA SID name, if desired.
1.

From App Manager > Protected Application > Access, from the latest snapshot, choose Mount
(not Clone or Live Clone, which do different things).

2.

On the Mount page, from Target, choose the desired target HANA server from the dropdown.

3.

Under Application Options:
o

Select Create New Virtual Application.

o

If the database was protected with log roll-forward, choose a point in time on the slider
bar for recovery.

o

For Target Database SID, provide the target HANA database name. In order to create the
virtual copy, the target HANA database must be configured.

o

For SAP DB User Store-Key, provide the hdbuserstore key for the target database (for
HANA 2.0: SYSTEMDB).

o

For Mount Location, specify a Mount Point to mount to new target.

o

At Manage New Application, if you want to reprotect the database copy, click and enable
Manage New Application.

o

Choose a template and a profile to protect the database.
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4.

Click Submit.
At this point, the HANA database is recovered to the chosen point in time and the database is
up and running and available for data validation.

5.
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Once the validation is finished, delete the image. Go to AGM and perform an Unmount & Delete
operation on the active image.

7 Restoring or Recovering a
HANA Database from a
Full+Incremental Backup
Image (Backint API)
This section includes:
Restoring a HANA Database Back to the Source from a Full+Incremental Backup Image
Recovering a HANA Database to a New Target from a Full+Incremental Backup Image
Note: This procedure uses backint API and is physical recovery of the entire data set. The data is copied
back, overwriting the original data. This can take a long time depending on the amount of data.

Restoring a HANA Database Back to the Source from a
Full+Incremental Backup Image
Use this procedure to restore and recover the source HANA database. This overwrites the source data.
1.

From the AGM Application Manager, Applications list, right-click the database and select
Access.

2.

Select the latest snapshot to recover, and choose Restore.

3.

For a database protected with logs, on the Restore page, choose a date and a point in time.
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Notes

38

•
•

HANA 1.0: EXCLUDE and INCLUDE db list do not apply.
HANA 2.0
o Only one out of EXCLUDE and INCLUDE is applicable at a time.
o Complete HANA recovery leave EXCLUDE AND INCLUDE empty.
o INCLUDE LIST: For recovering one or more database out of n database: provide comma
separated list of database under INCLUDE.
o EXCLUDE LIST: For excluding one or more database during recovery out of n database:
provide comma separated list of database under EXCLUDE.

4.

Click Submit to start the source database physical recovery using HANA recover commands.

Recovering a HANA Database to a New Target from a
Full+Incremental Backup Image
Use this procedure to restore and recover to a new target server.
Before you begin:
•

Make sure the target HANA server is set up the same as the source HANA server (OS version, CPU
and memory, HANA version).

•

Make sure the HANA database on the target server is configured the same as the source, i.e.
global.ini, nameserver.ini.

To recover to a new target server:
1.

From the AGM App Manager, Applications list, right-click the database and select Access. Then
select the latest snapshot to recover, and choose Mount.

2.

On the Mount page, specify a mount location to mount to new target.

3.

Enter scale-out information:
o

For non-scale out HANA: leave SCALE-OUT NODE LIST empty.

o

For scale-out HANA environment: provide a colon-separated list of target HANA servers.
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4.

Click Submit. This will mount the backup image to target server. In case of scale out, the image
will be mounted to all nodes as an NFS shared volume.

5.

To recover the HANA database
a.

Login to target HANA server as root user
cd /act/custom_apps/saphana/dump/

b.

Modify the "/act/custom_apps/saphana/dump/restoreDumpToNewTarget.conf " file:

c.

Run
/act/custom_apps/saphana/dump/ACT_HANADB_newtargetdumprestore.sh

6.

Modify and configure
/act/custom_apps/saphana/dump/restoreDumpToNewTarget.conf on the target server:
DBSID=<source database sid>
DBPORT="HDB<instance #>" ex:for instance# 00 this will be "HDB00"
HANABACKUPPATH=<mount path from mount operation>
DBUSER=<userstore key or HANA 2.0: systemdb userstore key>
HANAVERSION="<HANA version: 1.0 or 2.0>"
# optional if rollforward is required
LOGMOUNTPATH="<mounted log backup mount point>"
"<Recovery time YYYY-MM-DD HH24:MI:SS in UTC>"
# do not change below
EXCLUDE_DB_LIST="null"
INCLUDE_DB_LIST="null"
For example:
DBSID=ipl
DBPORT="HDB01"
HANABACKUPPATH=/iplmnt
DBUSER=ACTBACKUP
HANAVERSION="2.0"
# optional if rollforward is required
LOGMOUNTPATH="/iplmnt_archivelog"
RECOVERYTIME="2019-03-04 03:11:36"
# do not change below
EXCLUDE_DB_LIST="null"
INCLUDE_DB_LIST="null"

7.

Run ACT_HANADB_newtargetdumprestore.sh:
./ACT_HANADB_newtargetdumprestore.sh
or
/act/custom_apps/saphana/dump/ACT_HANADB_newtargetdumprestore.sh

8.
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To protect the new database, assign a policy and a template as described in Protecting a HANA
Database, a File System, or a Entire Cloud VM Image on page 66.

8 Protecting and Recovering an
SAP HANA File System with
Actifio GO
It's common to protect file systems in addition to databases because the full stack protection requires
backup of binaries and other configuration files in addition to data and logs. This section details the steps
required to protect file systems with Actifio GO.
SAP HANA environments have other assets that need to be protected. This could be binaries/config files
etc which are typically hosted on a network share. Actifio GO supports protection of local and network
shares.
This chapter includes:
Develop an Appropriate Policy Template and Resource Profile for File System Protection
Adding the Host to AGM
Discovering and Protecting File Systems
Restoring the File System
Mounting the File System

Develop an Appropriate Policy Template and Resource Profile for File System
Protection
The policy template and the resource profile that make up the SLA define the type of data capture to
perform and where to store the captured image. Based on the required RPOs and desired backup
storage location we will need to create Templates and Profiles. The policy part of the template provides
additional backup configuration.
A resource profile defines the Sky appliances that are identified as the primary (local) appliance hosting
the disk pool to use for snapshots and a remote appliance for remote backup to be used for disaster
recovery operations. The profile also defines the OnVault pools to be used to send backup data to an
object storage device or cloud offering, such as Google Cloud Storage.
You can use an existing template and profile to protect the application or refer to Creating a Policy
Template and Creating a Resource Profile for the basic procedure to create a new policy template and
resource profile.

Adding the Host to AGM
Install the Actifio GO Connector on SAP HANA servers with file systems to be protected (see Installing the
Actifio GO Connector on SAP HANA Servers).
Add the host to AGM. If the host is already added then edit the host and make sure to set the Staging Disk
Format correctly.
1.

From the AGM Manage, Hosts page, click +Add Host.
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2.

o

Name: Provide the database server name.

o

IP Address: Provide the database server IP and click the + in the right corner.

o

Appliances: Select the check box for the Actifio Appliance that will manage the data.

o

Host Type: Make sure this is Generic.

3.

Click Add at bottom right to add the host.
The Host is added.

4.

Set disk preference: There are two protocols for presenting the Actifio GO backup staging disk to
the host, block-based and NFS. Block-based is the default setting. If you must use the NFS
protocol, then right-click the host name and select Edit. On the Edit Host page, change the
staging disk format from Block to NFS and click Save.

5.

Configure network protocol: You will need iSCSI or NFS client connectivity to Linux servers based
on how the Actifio GO Staging disk needs to be mapped to the Linux server.

6.
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On the Add Host page:

o

For ensuring iSCSI Connectivity on Linux Server for iSCSI based staging disk mapping,
refer to Ensuring iSCSI Connectivity to Linux Server.

o

When Actifio GO Sky appliance manages data movement using NFS mapped staging
disk, then an NFS share is created on the Sky appliance and export the share to host
share to backup of the application data from the Linux host. For ensuring NFS
Connectivity on Linux Server for NFS based staging disk mapping, refer to Ensuring NFS
Connectivity to Linux Server.

Finally, discover the file systems as described in Discovering and Protecting File Systems.

Discovering and Protecting File Systems
Before you can protect a file system, you must discover it from the host that you added to the AGM in
Adding the Host to AGM.
1.

Open the AGM to the Application Manager Applications tab and click + Add Application.

2.

In the page that appears, so discover a file system, select All Apps.

3.

Select the host that has the desired file system and select Discover.

4.

The wizard will discover the application on the selected host. This can take a few minutes;
watch for the notifications under the bell icon in the upper right corner.

5.

When the job is finished, click the link to the host with the newly discovered file system.

6.

Right-click the desired file system application, select Manage SLA and see the procedure in
Protecting a HANA Database, a File System, or a Entire Cloud VM Image.

7.

When you apply the SLA, you can provide some granular controls in the Application Settings.
This section describes some useful application protection settings for file systems. These can
be modified during the process of applying the template and profile to protect the application
in the Apply SLA window, or from the Application Details & Settings.
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o
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Exclude Patterns, Include Patterns: Enter the file name pattern to be excluded from or
included in backup. The Sky appliance offers the ability to exclude/include certain file
types. Using either the Exclude Patterns or Include Patterns option, only the most crucial
data is backed-up.
o

Only files are excluded or included, this does not impact directories.

o

A pattern can include wild-card characters, for example, an asterisk (*) or a question
mark (?). To exclude all the files that contains .sys as extension, enter *.sys in the
Exclude Pattern field.

o

Start Paths: Provide the start path names. Start path specifies the directory where
backup starts. If this field is left blank, backup starts at the root directory of the file system
to be backed-up. For example, a value of \\SERVERNAME\SHARENEAME\abc will back up
the abc directory on the file system on a Windows host.

o

Prune Paths: Provide the prune paths. Prune path specifies a point in the file system
where directory traversal will stop. A value of \\SERVERNAME\SHARENEAME\abc will
ensure that nothing below\\SERVERNAME\SHARENEAME\abc is copied, but all other
directories and files in \\<SERVERNAME\SHARENEAME are copied. If this field is left blank,
the directory traversal descends into every subdirectory of the start paths being
backed-up.

o

Service Access Point IP Address: If the local file system is a cluster resource and you
want it to be backed up irrespective of which cluster node is hosting the file system,
specify the cluster IP as a Service Access Point IP. This allows the Sky appliance to connect
to the Actifio Connector on a system with the cluster IP and to back up the file system
from the active cluster node. The Actifio Connector must be installed on all cluster nodes.

8.

Click Save, then Next, then Finish.

9.

You can see the file system in the App Manager Applications list. The green shield indicates the
SLA has been applied.

Note: The application may not be captured until the scheduled job runs according to the hours of
operation defined in the SLA template. For example, if at 10:00 am you assign a template that has hours
of operation from 2:00 am to 5:00 am, then the first job will not start until the appliance has an available
job slot at 2:00 am of the following day. To run a job immediately, see perform an on-demand capture.
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Restoring the File System
The Restore function reverts the production data to a specified point in time. You can restore a file system
(local file system, mapped NFS file system, or mapped CIFS file system) to its original host or to a
replacement host at the same IP address, overwriting the existing file system.
Restoring results in the loss of all current application data in the file system as the file system will be
restored to its status at the point-in-time when the image was created. This operation cannot be undone.
Typically restore operations are performed after a massive data corruption or storage array failure. The
amount of time required to complete a restore operation depends on the amount of data involved.
To restore a local file system image:
1.

In the AGM, click the App Manager tab and select Applications from the drop-down menu. The
Applications page opens.

2.

Right-click the file system with the image that you want to restore, and select Access. The
Access page opens. Captured images appear in the timeline ramp view.

3.

Select an image then select Restore from the list of access operations. The Restore page opens.

4.

Select a single volume or multiple volumes to restore. By default all volumes are selected.

5.

Click Submit. A warning dialog opens. Read it and then enter DATA LOSS to confirm. A second
warning opens. Enter OVERWRITE OTHER APPS to confirm the restore operation.
The restore job starts. You can verify that the restore operation is successful by viewing the job
status in the Monitor.
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Mounting the File System
You can mount a file system (local file system, mapped NFS file system, or mapped CIFS file system) to
same or an alternate host and copy the required files to required destination.
To mount a local file system image:
1.

In the AGM, click the App Manager tab and select Applications from the drop-down menu. The
Applications page opens.

2.

Right-click the file system with the image that you want to restore, and select Access. The
Access page opens. Captured images appear in the timeline ramp view.

3.

Select an image then select Mount from the list of access operations. The Mount page opens.

4.

o

Select the target host.

o

Provide a Mount Point. Enter the full path at which you want to mount the volume. If the
path exists as an empty folder, the Actifio Connector will use it. If it does not exist, the
Actifio Connector will create it. If it exist as a file or as a folder that is not empty, then the
job will fail. If there are multiple volumes to be mounted, the Actifio Connector chooses
the user specified for one of the volumes and for the remaining it appends an
underscore (_) followed by a number (for example, <user_specified>_#

o

Select a single volume or multiple volumes to restore. By default all volumes are selected.

Click Submit.
The mount job starts. You can verify that the mount operation is successful by viewing the job
status in the Monitor.
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9 Protecting and Recovering an
SAP Application Server with
Actifio GO
This chapter includes:
Before You Begin
Discovering and Protecting an SAP Application Server
Restoring an SAP Application Server
Mounting an SAP Application Volume to an Existing Google Cloud Instance
Mounting an SAP Application Server as a New Google Cloud Instance

Before You Begin
•

You need a Service Account. If you don’t have one, create one following the procedure in
https://cloud.google.com/iam/docs/creating-managing-service-accounts

•

You need credentials for a cloud instance; see Adding the New Google Cloud Credentials to the
AGM.

•

You need a Policy Template for protecting the application, as described in Developing a Policy
Template for SAP Application Protection.

Generating and Adding Google Cloud Credentials
If you need access credentials:
1.

Create a service account from GCP Console > IAM & Admin > Service Accounts. The Service
account must have compute engine permissions. The Compute Engine Default service account
can be used, or you can create a custom role with just the minimum permissions listed in
Creating a Custom GCP Role for the Restore System Procedure.

2.

Create a key and then download the JSON file which contains private keys information for the
GCP account.
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3.

In AGM, Manage, Credentials, select + Add Cloud Credentials and continue with Adding the New
Google Cloud Credentials to the AGM.

Adding the New Google Cloud Credentials to the AGM
Open AGM to go to Manage > Credentials and click Add Cloud Credentials in the upper right corner.

In the AGM Add/Edit Cloud Credentials page, enter:
Credential Name: Provide a descriptive name to display for these credentials in AGM.
Cloud Type: Select Google Cloud Platform (GCP).
Default Zone: Select from the resources in the same geographical area. This is just the default
zone for AGM to show; you can change it for a specific action at the time you are setting it up.
Credential JSON: Upload the JSON file that you got in Step 2. If you cannot upload the file, then
open it in a text editor, and copy and paste the contents into this field.
Protecting GCP instances requires creating a credential record with an appropriately
permissioned service account. The required permissions on all GCP projects that will be
protected by this service account are
o

Compute Admin (roles/compute.admin),

o

Storage Admin (roles/storage.admin)

o

Service Account User (roles/iam.serviceAccountUser)

If you may be mounting or restoring across different projects, ensure the provided service
account has these permissions granted on all GCP projects used as recovery target:
o

Compute Admin (roles/compute.admin)

o

Storage Admin (roles/storage.admin)

o

Service Account User (roles/iam.serviceAccountUser)

o

Project Editor or Project Owner (roles/project.owner OR roles/project.editor)

Member of Organizations: Enter any Actifio organizations that will use these credentials.
Appliance: Select any Actifio appliances that will use these credentials.
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Creating a Custom GCP Role for the Restore System Procedure
Protecting GCP instances requires creating a credential record with an appropriately permissioned
service account. Service Accounts protecting GCP projects, all projects used as recovery target, and for
recovering/restoring across different projects require:
•

Compute Admin (roles/compute.admin)

•

Storage Admin (roles/storage.admin)

•

Service Account User (roles/iam.serviceAccountUser)

You can also create a custom role in GCP with these IAM permissions for Restore System.
Minimum Required Permissions

compute.instances.attachDisk

compute.projects.get

compute.addresses.create

compute.instances.create

compute.projects.getXpnHost

compute.addresses.delete

compute.instances.delete

compute.regions.get

compute.addresses.get

compute.instances.detachDisk

compute.regions.list

compute.addresses.list

compute.instances.get

compute.snapshots.create

compute.addresses.Insert

compute.instances.list

compute.snapshots.delete

compute.diskTypes.get

compute.instances.setLabels

compute.snapshots.get

compute.diskTypes.list

compute.instances.setTags

compute.snapshots.list

compute.disks.create

compute.instances.start

compute.subnetworks.get

compute.disks.createSnapshot

compute.instances.stop

compute.subnetworks.list

compute.disks.delete

compute.machineTypes.get

compute.subnetworks.delete
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compute.disks.get

compute.machineTypes.list

compute.subnetworks.create

compute.disks.list

compute.networks.get

compute.zones.get

compute.firewalls.get

compute.networks.list

compute.zones.list

compute.firewalls.list

compute.networks.create

resourcemanager.projects.get

compute.images.get

compute.networks.delete

resourcemanager.projects.list

Developing a Policy Template for SAP Application Protection
The policy template and the resource profile that make up the SLA define the type of data capture to
perform and where to store the captured image. Based on the required RPOs and desired backup
storage location you need to a Policy Template. You can use an existing template to protect the
application or refer to Creating a Policy Template for the basic procedure to create a new policy
template and resource profile.
Do NOT create a resource profile. A resource profile named <cloud credential name>_profile is
automatically created when you add the cloud credential to AGM; it is visible in SLA Architect > Profiles.
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Discovering and Protecting an SAP Application Server
To discover and protect the SAP application server:
1.

From the AGM App Manager, Applications page, select Add Application in the upper right
corner.

2.

In the Add Application wizard, select GCP.

3.

You need credentials for a cloud instance. You can select the credentials that you just added, or
you can add new credentials.

Note: If you get a No Credentials Found notice, see the topic Discovering and Managing GCP
Instances in the AGM online help. For the credential name, use the first part of Service Account
email address, to but not including the @.
4.

Follow the wizard. In the Select section, select the instance to manage, and then in the Manage
section, apply a policy template that you create in the same way that you did for the databases
in Chapter 3, Defining Actifio GO Policy Templates and Resource Profiles. Also apply the resource
profile that was created when you added the credentials in Developing a Policy Template for
SAP Application Protection.
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5.

Click Next, then Finish.

6.

You can see the SAP application in the App Manager Applications list with a green shield
indicating that the SLA has been applied.

Note: The application may not be captured until the scheduled job runs according to the hours of
operation defined in the SLA template. For example, if at 10:00 am you assign a template that has hours
of operation from 2:00 am to 5:00 am, then the first job will not start until the appliance has an available
job slot at 2:00 am of the following day. To run a job immediately, see perform an on-demand capture.
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Restoring an SAP Application Server
The Restore function reverts the production data to a specified point in time. This operation cannot be
undone. Restore operations are typically performed after a massive data corruption or storage array
failure. The amount of time required depends on the amount of data involved.
To restore a local file system image:
1.

In the AGM, click the App Manager tab and select Applications from the drop-down. The
Applications page opens.

2.

Right-click the file system with the image that you want to restore, and select Access. The
Access page opens. Captured images appear in the timeline ramp view.

3.

Select an image then select Restore from the list of access operations. The Restore page opens.

4.

Select the Cloud Credentials Name. The Service Account key gives permission to access the
necessary resources. Project Name, Instance Name, and Zone are already known when you
restore back to the source.

5.

Enable update the instance’s source labels and network tags from the image to retain the
GCP instance internal/external IP address.

6.

In Select Volumes to Restore, select a single volume or multiple volumes to restore, and select a
disk type for each volume.

7.

Click Submit. A warning dialog opens. Read it and enter DATA LOSS to confirm. Another warning
appears. Enter OVERWRITE OTHER APPS to confirm the restore operation. The restore job starts.
You can verify that the restore operation is successful by viewing the job status in the Monitor.
The restore job shuts down the instance, overwrites all volumes, then restarts the instance.
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Mounting an SAP Application Volume to an Existing Google Cloud
Instance
You can mount an SAP application to an existing or to a different Google Cloud instance. To mount a
server to a new instance, see Mounting an SAP Application Server as a New Google Cloud Instance.
To mount an SAP application volume to an existing cloud instance:
1.

In the AGM, click the App Manager tab and select Applications from the drop-down menu. The
Applications page opens.

2.

Right-click the file system with the image that you want to restore, and select Access. The
Access page opens. Captured images appear in the timeline ramp view.

3.

Select an image then select Mount from the list of access operations.

4.

The Mount page opens.

5.

o

Select the Cloud Credentials Name. The Service Account key gives permission to access
the necessary resources. The project name is known, so it is not editable.

o

Select the zone of the existing instance.

o

At Select Volumes to Mount, select a single volume or multiple volumes to mount, and
select a disk type for each volume.

Click Submit.
The mount job starts. You can verify that the mount operation is successful by viewing the job
status in the Monitor.
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Mounting an SAP Application Server as a New Google Cloud Instance
You can mount an SAP application to an existing or to a different Google Cloud instance. To mount a
volume to an existing instance, see Mounting an SAP Application Volume to an Existing Google Cloud
Instance.
To mount an SAP application server as a new cloud instance in the same or in another region/zone:
1.

In the AGM, click the App Manager tab and select Applications from the drop-down menu. The
Applications page opens.

2.

Right-click the file system with the image that you want to restore, and select Access. The
Access page opens. Captured images appear in the timeline ramp view.

3.

Select an image then select Mount from the list of access operations.

4.

The Mount page opens. Enter:

5.

o

Cloud Credentials Name: Select the Cloud Credentials. The Service Account key gives
permission to access the necessary resources.

o

Project Name: The Google Cloud project organizes all your Google Cloud resources.

o

Zone: select Zone. Zones are isolated from failures in other Zones.

o

Instance Name: The name of the machine running as a new instance in Google Cloud.

o

Machine Type: Select a type with the hardware resources needed for the new instance
from the drop-down list. A machine type is a set of virtualized hardware resources
available to a virtual machine instance, including the system memory size, virtual CPU
count, and persistent disk limits.

o

Service Account: Enter a Google Cloud Service Account Name valid for the project.

o

Network Tags: select as needed from the dropdown.

o

Labels: A label is a key-value metadata pair that helps you to organize your Google Cloud
instances. Each entry must be all lower case with no spaces.

In Network Interfaces, select a:
o

Network: This shows the network for the selected NIC. ETH0 uses the network selected
above. To add additional NICs and networks, use the Add NIC link to the right.

o

Subnet: Select the subnet ID from Google Cloud. Each subnet is associated with a region.

o

External IPV4 IP: You can auto-assign an external IP address to an instance or a
forwarding rule if you need to communicate with the internet, with resources in another
network, or need to communicate with an outside resource.

o

Either assign an internal IP address or set it to be auto-assigned.

6.

Select a single volume or multiple volumes to mount, and select a disk type for each volume.

7.

Select whether to power on the new instance automatically.

8.

Click Submit.
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The mount job starts. You can verify that the mount operation is successful by viewing the job
status in the Monitor.
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A Useful Procedures

This appendix includes these useful procedures:
•

Ensuring iSCSI Connectivity to Linux Server

•

Ensuring NFS Connectivity to Linux Server

•

Creating a Policy Template

•

Creating a Resource Profile

•

Protecting a HANA Database, a File System, or a Entire Cloud VM Image

•

Changing the Disk Mapping Preference for a Host from the AGM

•

Modifying the Schedule for full+incremental Backups (backint API)

•

SAP HANA Application Details & Settings

Ensuring iSCSI Connectivity to Linux Server
To learn if the iSCSI initiator is installed, use this command:
# grep -v ^# /etc/iscsi/initiatorname.iscsi | cut -d "=" -f 2
Sample output on RHEL: iqn.1994-05.com.redhat:6d11e98139fb
This section includes:
•

Install the iSCSI initiator on a RHEL Linux host

•

Install the iSCSI Initiator on a SLES Linux Host

•

Ensuring NFS Connectivity to Linux Server

Install the iSCSI initiator on a RHEL Linux host
Make sure you have the iscsiadm package installed. Running the command rpm -qa | grep iscsi should
show something similar to iscsi-initiator-utils-6.2.0.865-6.el5.x86_64.rpm
If you see nothing, then install the package using yum:
# yum install iscsi-initiator-utils

Install the iSCSI Initiator on a SLES Linux Host
Use YaST to install the iSCSI initiator package.
Make sure you have the open-iscsi package installed. Running rpm -qa | grep iscsi should show
something similar to: open-iscsi-x.x.x.x yast2-iscsi-client-x.x.x.x
If you do not see both of these packages, then you must install open-iscsi:
1.

# yast2 sw_single

2.

In the search, enter iscsi

3.

Select open-iscsi and click Accept.
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Ensuring NFS Connectivity to Linux Server
To ensure NFS connectivity to the server:
1.

Install the NFS client on a Red Hat RHEL 6 or CentOS Linux host:
a.

To see if the client is installed, run:
# rpm -qa | grep nfs

This should return something like:
nfs-utils-lib-1.1.5-9.el6.x86_64
nfs-utils-1.2.3-54.el6.x86_64
b.

If you see nothing, then use yum to install the NFS client packages. Run:
# yum install nfs-utils nfs-utils-lib

c.

Make sure rpcbind /portmapper package is installed on the Linux host. Run:
# rpm -qa | grep rpcbind
This should return something like:
rpcbind-0.2.0-11.el6.x86_64

d.

If you see nothing, then use yum to install the rpcbind. Run:
# yum install rpcbind

2.

Install the NFS client on a SLES Linux host:
a.

To see if the client is installed, run:
# rpm -qa | grep nfs
This should return something similar to:
nfs-client-1.2.1-2.6.6
yast2-nfs-common-2.17.7-1.1.2
yast2-nfs-client-2.17.12-0.1.81

b.

If you do not see either nfs-client or yast2-nfs-xxxx packages, then use either YaST or
zypper to install the NFS client packages.
Using YaST:
# yast2 --install yast2-nfs-client
# yast2 --install yast2-nfs-common
Using Zypper:
# zypper install nfs-client

c.

Make sure rpcbind / portmapper package is installed on the Linux host. Run:
# rpm -qa | grep rpcbind
This should return something like: rpcbind-0.1.6+git20080930-6.15

d.

If you see nothing, then you must install the packages using either YaST or zypper
Using YaST: # yast2 --install rpcbind
Using Zypper: # zypper install rpcbind

3.

Learn NFS client information from the Linux host:
An Actifio GO-approved NFS client package and version must be installed on the host.
a.

Check if the portmapper/rpcbind service is running. Run:
# sudo service rpcbind status
A Red Hat RHEL 6 or CentOS Linux host should return something like: rpcbind (pid 1591)
is running...
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An SLES Linux host should return something like: Checking for service rpcbind running
b.

If rpcbind service is not running on Linux host, start it with:
# sudo service rpcbind start

c.

Use rpcinfo to list the registered RPC programs / services. Portmapper should be
registered and running.
# sudo rpcinfo -p
program vers proto port service
100000 4 tcp 111 portmapper
100000 3 tcp 111 portmapper
100000 2 tcp 111 portmapper
100000 4 udp 111 portmapper
100000 3 udp 111 portmapper
100000 2 udp 111 portmapper

d.

Check if the Linux host can make an RPC call to rpcbind & nfs programs on the Actifio GO
Sky Appliance using the following.
# sudo rpcinfo
program 100000
program 100000
program 100000
# sudo rpcinfo
program 100003
program 100003

-T tcp <#vm internal IP> rpcbind
version 2 ready and waiting
version 3 ready and waiting
version 4 ready and waiting
-T tcp <#vm internal IP> nfs
version 2 ready and waiting
version 3 ready and waiting

If the above commands return the output shown above, then NFS connectivity from Linux
host to the Actifio GO Sky appliance is fine.
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Creating a Policy Template
To create an SLA policy template:
1.

Click the SLA Architect tab in the left pane and select Templates from the drop-down menu. The
Templates page opens.

2.

Click Create Templates. The Create Template page appears with a new (empty) SLA template.

3.

In the Template field, enter a name for the SLA template.

4.

In the Description field, enter a brief description about this SLA template.

5.

To modify the Allow Overrides on Policy Settings, click Yes to allow selected App Manager
advanced settings to override the settings specified in an SLA policy's advanced settings.
Click No if you do not want to allow SLA policy setting override in the Application Manager.
Note: You can override policy settings in the App Manager only if the SLA policy template Allow
Overrides on Policy Settings parameter has been set to Yes.
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6.

To create a policy for the new SLA template, click either + (plus) in the SLA policy map or +Add in
the Policies area of the Templates page. Select one of these policy types: Snapshot, Snapshot to
OnVault, and Production-to-Mirror replication (StreamSnap). The associated policy
configuration panel appears in the Template page.

7.

If desired, change the application priority from the Priority drop-down list. The default job
priority is Medium, but you can change the priority to High or Low.

8.

If appropriate for the policy type, specify the schedule type: Windowed or Continuous. The
default is Windowed.
o

Windowed - Defines a discrete snapshot image capture schedule adhering to a specific
frequency and time window (for example, perform a capture every 30 minutes, daily
from 9 am to 5 pm). You can instruct the Sky appliance to run multiple capture jobs at a
specified frequency interval or once during a specified time window. Below are the policy
frequency setting for windowed scheduled type
On These Days - Configures the frequency of the policy by defining an interval at which
snapshot images are captured. Based on this interval setting, the snapshot job runs once
every specified number of days, weeks, months, or years.
Except - Defines an exception to the Run schedule. You can specify an Except value of
daily, weekly, monthly, or yearly. For example, to skip the daily snapshot schedule every
Friday, select weekly and select Friday.
Run Between - Defines a start and end time window for capturing snapshot images.
Once Per Window - Specifies that the frequency duration for capturing snapshot images
is once during the specified Run Between time window.
Every - Specifies a repeat frequency duration (minutes or hours) for capturing snapshot
images during the specified Run Between time window. Example: every 2 hours.
Retain For - Specifies the length of time that you intend to retain the snapshot image.
Example: retain the image for 2 days.

o

Continuous - Defines a continuous snapshot image capture schedule (for example,
perform a capture job every 8 hours, starting the first job at 1 am). In this policy schedule,
jobs run continuously (24/7) at the specified time interval. Below are the policy frequency
setting for windowed scheduled type
Run Every - Specifies the time period in which to repeat the snapshot image capture.
Start First Job At - Specific the time of day at which to run the first job in the continuous
cycle of snapshot image captures.
Retain For - Specifies the length of time that you intend to retain the snapshot image.
Example: retain the image for 2 days.

9.

You can modify the advance policy options based on the application type being protected and
would be described in corresponding sections for applications types
When creating a snapshot policy as part of creating a template you have the option of also
capturing its log files at a specified frequency. The frequency at which database logs are
captured is defined separately from that of the database. For example, a database can be
captured every day and its logs captured every hour.
The frequency of database log backup is set in minutes, and the frequency at which logs are
captured must be more frequent than the frequency at which its associated database is
captured. For example, if a database capture frequency is every 24 hours, the log file capture
frequency must be less than every 24 hours.
Frequency and retention are defined in the advanced settings of the database's snapshot
policy. The capture of logs is done without regard to day boundaries, window, or frequency at
which its associated database is captured.
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You enable the Log Protection functionality through the Enable Database Log Backup advanced
settings in an SLA snapshot policy. Frequency and retention are also defined in the advanced
settings for an SLA Policy. The capture of logs is done without regard to day boundaries, window,
or frequency at which its associated database is captured.
The physical space required to accommodate a database's logs is automatically managed by
Actifio GO. The Sky appliance evaluates typical log sizes and their retention period and add
space as needed.
To more efficiently and effectively manage the storage requirements for a database's logs,
Snapshot policies provide the following advanced settings:

10.

o

Enable Database Log Backup: Set this to Yes.

o

RPO (Minutes): Enter the desired frequency of log backup.

o

Log Backup Retention Period: Log retention is separate from the retention of the
Snapshot policy. A separate retention period allows you to use logs in conjunction with
copies of the database stored in both the Snapshot and Dedup pools. The log retention
period is mandatory.

o

Truncate/Purge Log After Backup: Select this.

If you want to replicate logs:
o

To a remote Sky appliance, then set Replicate Logs (Uses Streamsnap Technology) to
Yes and be sure to include a Production to Mirror policy template in the SLA.

o

To an OnVault, then set Send Logs to OnVault Pool to Yes and be sure to include a
Snapshot to OnVault policy template in the SLA.

These settings require resource profiles to be configured appropriately in the SLA.
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11.

When you are done creating the new policy, click Add Policy to add it to the template. You
return to the Templates list.

12.

Click Save Template.

13.

Enter the SAP HANA Application Details & Settings.

Creating a Resource Profile
To create a resource profile:
1.

Click the SLA Architect tab in the left pane and select Profiles from the drop-down menu. The
Profiles page opens.

2.

Click the Create Profile button. The Create Profile page opens with a new (empty) resource
profile.

3.

In Profile, enter a descriptive profile name.

4.

In Description, enter a brief description about this resource profile.

5.

From the Primary Appliance drop-down list, select the Sky appliance that is considered as the
primary (local) appliance. This is the Sky appliance that the profile is created for and where
snapshot data images will reside.

6.

From the Disk Pool drop-down list, select the disk pool where you want to store snapshot
images. The disk-pool drop-down displays all Snapshot pools.

7.

(Optional) From the numbered OnVault Pool drop-down lists, select an Actifio GO OnVault Pool
to which data will be sent. You can select up to four (4) different target pools or you can keep
the None if you do not want to configure an OnVault pool.
Note: Each of the OnVault pools that you select as a target must point to different object
storage targets (different buckets in case they are in the same platform).
You can select OnVault pools only if the Sky appliance has defined the OnVault Storage pools.

8.

(Optional) From the Remote Appliance drop down list select a remote Actifio GO Sky appliance
to which data will be used for replication. You can select this option only if the Sky appliance is
joined with another Sky appliance.

9.

Click Save Profile.

65

Protecting a HANA Database, a File System, or a Entire Cloud VM
Image
Before you begin, to protect the application, you need a policy, a profile, and the application details and
settings. See:
•

Creating a Policy Template on page 62

•

Creating a Resource Profile on page 65

•

SAP HANA Application Details & Settings on page 70

To protect the application:
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1.

From the AGM App Manager, Applications list, right-click the application and select Manage
SLA.

2.

On the Manage SLA page, select a template and a profile, then click Apply SLA.

3.

On the Apply SLA page, fill in the required fields based on type of backup as detailed in Chapter
3, Defining Actifio GO Policy Templates and Resource Profiles. Click Apply SLA.

The application will be protected when the snapshot job runs according to the schedule in the
template. After the first successful snapshot job, the database will appear in the App Manager
Applications list with a green shield icon.
Note: The application may not be captured until the scheduled job runs according to the hours of
operation defined in the SLA template. For example, if at 10:00 am you assign a template that has hours
of operation from 2:00 am to 5:00 am, then the first job will not start until the appliance has an available
job slot at 2:00 am of the following day. To run a job immediately, see perform an on-demand capture.
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Changing the Disk Mapping Preference for a Host from the AGM
To change a host’s disk mapping preference:
1.

From the AGM Domain Manager, Hosts tab.

2.

Right-click the host and select Edit.

3.

On the Edit Host page, select the disk preference:

4.
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o

For block-based ( mapping staging disk using iscsi) backup with CBT: select Block.

o

For mapping staging disk as a NFS share : select NFS.

Select Save at the bottom of the Edit Host page.

Modifying the Schedule for full+incremental Backups (backint API)
Note: This procedure is not applicable to volume-based backups.
The default value of dumpschedule=“FIIIIII":
•

The string must be seven characters - either an 'F' or an ’I’

•

Each position within the string represents a weekday, starting with Sunday.

•

F represents a full database dump

•

I represents an incremental database dump

For example, “FIIIIII” results in:
•

Sunday: Full backup

•

Monday through Saturday: Incremental backups

•

The following Sunday: Full backup again

The database dump schedule is set by the Actifio GO CLI policy parameter dumpschedule. To check the
dump schedule, run this CLI command from the appliance:
udsinfo lspolicyoption -filtervalue appid=<appid> | grep dumpschedule
If this does not return any value, then the dumpschedule is set to default (“FIIIIII”).
To modify the dump schedule run this CLI command from the appliance:
udstask mkpolicyoption -appid <appid> -name "dumpschedule" -value "FIIIIII"
Replace <appid> with the application id of the SAPHANA application.
Replace "FIIIIII" as needed.
For example, to run full backup on Tuesday and Saturday, set dumpschedule="IIFIIIF".
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SAP HANA Application Details & Settings
Table 1: SAP HANA Application Details & Settings
Setting

Volume-Based LVM Snapshot
with CBT, Block Staging Disks

HANA DB User Store Key

This is the SAP HANA hdbuserstore key for the system database created earlier.
This field is mandatory.

Use Staging Disk
Granularity as Minimum
Staging Disk Size

For applications that are under the size of granularity setting that tend to
periodically grow this new option is useful to avoid frequent costly FULL backups.
Because the staging disk is thin provisioned, there is no initial cost to use a staging
disk that is larger than required for immediate use.
The values are 0 for No and the Staging Disk Granularity setting for Yes.

Staging Disk Granularity

Maximum size of each staging disk when multiple staging disks are used for an
application. The default value is 1000GB.

Last Staging Disk
Minimum Size

Minimum size of the last staging disk created for an application with multiple
staging disks. This value is also used for additional disks allocated to accommodate
growth. The default value is 250GB.

Connector Options

Use this only under the guidance of Actifio Support.

Percentage of Reserve
Space in Volume Group

This is for LVM snapshot temporary
space. Recommended value is 20%

Not applicable

Backup Capture Method

Use volume-level backup

Use full+incremental filesystem backup

Use BACKINT for HANA
Full+Incremental
Filesystem Backup

Not applicable

When set to Yes with SSH connection back to
the same server, database backup uses the
BACKINT configuration and BACKINT
parameters are updated in the HANA
database configuration files.

Force Full Filesystem
Backup

Not applicable

Use for an on-demand full backup

Database Filesystem
Staging Disk Size in GB

Not applicable

Use the default calculation:
(database size * 1.5)+ 10%.
The disks will grow dynamically.

Log Backup Staging Disk
Size in GB

By default Actifio calculates this as daily log generation * retention of log backup SLA
plus 20% buffer. Default is recommended.
Providing a value will override the default calculation and the log disk will not grow
dynamically. This will become a fixed size

Retention of Production
DB Logs in Days

This is used to purge the HANA log backup from the basepath_logbackup
destination. Based on this setting the last data backup id will be selected
(CURRENT_TIMESTAMP, - the # days set) and the log will be purged older than the
data backup id. Default value is 0 days. With default values, all logs prior to last data
backup will be purged.
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File-Based Backup,
NFS or Block Staging Disks

Table 1: SAP HANA Application Details & Settings
Setting

Volume-Based LVM Snapshot
with CBT, Block Staging Disks

File-Based Backup,
NFS or Block Staging Disks

Retention of Production
DB Logs in Hours

Production log backups will be deleted based on the number of hours passed.
Default value is 2.

Retention of Production
Catalog in Days

Retention of catalog logs in days.

Tenant DB User Store Key
Prefix

HANA user store key prefix to backup tenant database. During the backup Tenant
database name will be appended to the string provided. For example, if Prefix is
provided as ACTBACKUP and tenant name is CL5, then userstore key for tenant will
be ACTBACKUPCL5.

Use SystemDB User Store
Key to Backup Tenant

SYSTEMDB userstore key will be used to backup all the tenant databases.

Run Tenant Backups in
Parallel

If set to yes, all tenant databases will be backed up in parallel. If not, tenant backups
will be run sequentially.

Script Timeout

This value is applied to internal backup and recovery scripts called by connector.
Default value is recommended.
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