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Preface

The information in this guide is intended for users who are configuring Actifio Resiliency Director for AWS.

Once you have finished configuring Actifio Resiliency Director, consult the Resiliency Director online help.
It provides detailed instructions on using Actifio Resiliency Director.

The ActifioNOW Customer Portal

From the customer portal you can obtain detailed reports about your appliance, as well as search the
portal’'s knowledge base for answers to specific questions.

To log into the ActifioNOW customer portal:

1 Go to: https:/[/now.actifio.com

2 When prompted, enter the user name and password you received after registering for Actifio
Resiliency Director for AWS.

| actifio.com | Deploying Actifio Resiliency Director for AWS from an AMI v



Vi

Deploying Actifio Resiliency Director for AWS from an AMI| actifio.com | actifio



1 Introduction

Actifio Resiliency Director (RD) is an orchestration product that is used to automate disaster recovery for
environments using Actifio appliances for backup and replication to a disaster recovery (DR) site or
Cloud. RD coordinates with the Actifio appliances to automate the tasks of recovering VMs, physical
servers, and their data in the event of a site-wide outage or disaster at the production site or cloud
region. RD allows users to pre-configure the most manual or tedious aspects of the recovery, allowing for
ohe-step recovery of all the in-scope servers and data in a repeatable, reliable, and predictable fashion.

Resiliency Director (RD) Cloud Recovery is a single instance of Resiliency Director that allows the
enterprises to recover their VMs, physical servers, System State applications, filesystems, and database
applications in the cloud environment.

To recover VMs and applications on Amazon Web Services (AWS) cloud, you must add an Amazon
Machine Image (AMI) instance of Cloud Recovery in your AWS account. An AMI instance is a template that
contains data which includes files to deploy Cloud Recovery on AWS along with VMs, databases, and file
systems.

Before adding Cloud Recovery AMI instance, you need to subscribe and launch the Resiliency Director on
AWS.

Recovery to cloud

. RD runs in a single cloud instance called RD Cloud, that is used for all configuration and
recovery tasks.

. RD Cloud communicates with the AGM-managed Actifio appliances in the production
environment but does not need to communicate directly with the source-side appliances.

. RD Cloud initiates recoveries on Actifio appliances in the destination cloud. These appliances
may be persistent and hold the replicated data that will be used during recovery, or
provisioned as-needed, and retrieve data from the cloud-provided object storage.
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2 Deploying the Actifio
Resiliency Director AMI

This section assumes that you have an AWS account and is familiar with AWS processes and procedures.
It has the following topics:

. Prerequisites on page 4

. CPU and Memory Requirements on page 4

. Configuring the Actifio Resiliency Director AMI on page 5




Prerequisites

Before you begin, you must have the following information available:

Your AWS Account Number. This must be shared with your Actifio representative, and they will use
it to share the Actifio Resiliency Director (RD) AMI

The AWS region in which the Actifio RD will reside
The VPC in which the Actifio RD for AWS AMI will be installed
The VPC must use either a VPN or Public IP for access.

If you use a Public IP you must use Elastic IP and have defined a gateway for the VPC

Note: If you have multiple VPCs, configure your RD for AWS AMI in the VPC that contains most of the
applications to be protected. Applications that reside outside of the specified VPC can be protected if
you provide a peering connection between VPCs via AWS.

CPU and Memory Requirements

The following are the CPU and Memory requirements for each Actifio Resiliency Director solution.

For less than 100 VMs recovery
o Core (VCPUs): 2
o RAM:8CGB
o Base Partition Size: 49 GB
o Instance Type: t2large
For 100 and more VMs recovery
o Core (VCPUs): 4
o RAM:16 GB
o Base Partition Size: 49 GB
o

Instance Type: t2.xlarge
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Configuring the Actifio Resiliency Director AMI

After you provide your Actifio representative with the Prerequisites on page 4, your Actifio representative
will notify you when the Actifio AMI has been shared to your AWS account.

To configure the Actifio Resiliency Director AMI:
1 Log into your AWS account.

2. Ensure you have selected the correct region in which the AMI is to be installed.

N AWS v Services v Edit ActifioLab-EC2/ken.hartshorn@_. v N. Virginia = Support +
EC2Dashboard - Resources | US East (N. Virginia) butes ¢* -
Evenis 1 ) '
You are using the following Amazon EC2 resources in the US East ( US West (Oregon) ms

Tags region

gion- US West (N. California)
Reports !
Limits 9 Running Instances 0 Elastic IPs EU (Ireland)

12 Snapshots
EU (Frankfurt
=| INSTANCES You are not authorized to describe vt

Instances Dedicated Hosts You are not authorize Asia Pacific (Singapore)

Spot Requests 33 Volumes Load Balancers Asia Pacific (Tokyo)

Reserved Instances 4 Key Pairs 37 Security Groups Asia Pacific (Sydney) ikl
Commands i} 0 Placement Groups

South America (Sdo Paulo)

Dedicated Hosis

[ S

3. From Services > Compute click EC2.

Resource Groups

History ‘ | ] ) Az
EC2
Gonsale Home {0} _campute (8) Customer Enablement &5 Machine Leaning Application Integration
2 Awsia @ Amazon SageMaker Step Functions
Lightsail @ Support Amazon CodeGury Amazon EventBridge
ECR Managed Services Amazon Comprehend Amazon MQ
ECS Amazon Forecast Simple Notification Service
EKS Amazon Fraud Datector Simple Quaue Service
Lambda == Blockehein Amazon Kendra SWF
Batch Amazon Managed Blockchain Amazon Lex
Elastic Beanstalk Amazon Machine Learning
Serverless Application Repository Amazon Personalize fﬂ AWS Cost Managemant
AWS Outposts g Satlite Amazon Polly AWS Cost Explorer
EC2 Image Builder Geound Station Amazon Rekognition AWS Budgets
Amazon Textract AWS Marketplace Subscriptions
& st &R Quantum Technologies Amazon Transcribe
g Amazon Translate
s Amazon Braket 7 WS Dosplons ,:@ Customer Engagement
EFS AWS DeepRacer AgezchCoppecy
FSx - Pinpaint
- icier Management & Governance Amazon Augmanted Al B
AWS Organizations

4. From the left navigation menu, under Images, click AMIs and a list of available AMIs is displayed.
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5. Select the Actifio Resiliency Director AMI.

Resource Groups ~

JD New EC2 Experience m e
ctions ¥
A O © 0
EC2 Dashboand Private images ~ (| search:rd A (7] 1050058 >
Events
P Name Source - Owner - Visibility Status - Creation Date - Platform
Tag S —"
ClovdBackerD...  ami-0071ddc51c0Z20id6  D9B57512864/ 996570512864 Privale vallale Septerber 3, 2018 at 12:24 Other Li
OnvaultDevSy..  am-OTSceBeDcdf7itdza  09B570512664/ 906570512884 Privale ” September 3, 2018 at 12:23 Oer Li
-0-T07 = a T ioed m 6361 r. 3615 P v " 14 r e
be insTANCES 1-10-0-0-707 ami-0Ttceffe03971:00 636156223522/ 636156223522 rivale . Janusary 14, 2020 at 12:28:4 Otter Li
nstances [ ] rd-10-0-0-755-..,  ami-06d3861017TESfaS0 BIBISEZIAEI2NY. B36156223522 Private available January 23, 2020 at 8:46:00 ...  Othar Li
PR rd-6-0-0-125 am-03252c30Mec0804D B36156223522%.. 636156223822  Private July 26, 019 1 228:06 PM ... Other Li
r-8-0-0-1342 ami-DeeldTT3dcBe08TES 1135408568601 113540856860  Private avs Jure 26, 2018 at 12223 PM...  Other Li
Law Templates
18-9-0-0-164 am-Obedd261T4no44042 636156223522, 636156223522  Privale vailatile August 7, 2019 at T-5317 P Other Li
Spot Requests
rd-9-0-0-177 ami-069f84eicaZBabd? BIB1S6Z2IB22r. 636156223522 Private availablo August 8, 2019 at 3zraap Other LI
Savings Plans
rd-8-0-0-184 am-Oic760a1M6064114 636156223522 636156223522  Private August 12, 2019 at 6:27:12 Other Li
Fes,
16-8-0-0-377 ami-0051M241idbaceSb? 636156223522,  B36156223522  Privale November 4, 2018 at 5:29:4 Oter Li
! icated Host: 3 == X . Y
Deactcate Flosts 16-8-0-0-53 ami-004aeS0b6askaddch  BIG1SE22I52r.. GIBIGE223522 Private wailatle June 27, 2010 at 1:00:40 PM...  Other Li
Sohycl - r6-600-532-0..  ami-DbeBoasedf231B044  BIBIS6ZISLDY..  6IG1SE223E22 Privale Decembor 10, 2016 a1 5:46:...  Othar Li
Capacity Raservations +
Image: ami-0843661e177881a0b _R Q=]
[* IMAGES
AMis Details | Tags
Tasks
Edit
ELASTIC BLOCK 2
" sToRe AMIID  ami-DBd3861017788MIG AMINams  rd-10-0-0-75 o
e Cwner  B36156223522 Source 636156223522/rg-10-0-0-755-actilio
DTS
s avadable Stato Reason
Sn mpahots. Frasten data laminne 27 2NN o4 R-ARNN PA 1ITELA-0 Dartasen it | e iw

Resource Groups

2 Choose instance Type
Step 2: Choose an Instance Type
ety o e AP A | viv o o
Filter by: All instance types ~ Current generation ~ Show/Hide Columns
Currently selected: 12 xlarge (Variable ECUs, 4 vCPUs, 2.3 GHz, Intel Broadwell E5-2688v4, 18 GIB memory, EBS only)
Famity Trpe VCPUs (I = Memory(GiB) - Instance Storage (GB) (I - oo ot MR L ok Performance (| sw:: G
Ganeral purpose £2.nano 1 05 EBS only - Low to Moderate Yes
General purposa & ""C':" 1 1 EBS only - Low to Moderate Yas
General purpose 12 srmall 1 2 EBS onily - Low to Moderate s
Ganeral purposa 2. madiurm 2 4 EBS only Low to Moderate Yo
Ganeral purposs 12 large 2 8 EBS only Low to Moderate You
a General purpose t2.darge 4 \ 16 EBS only - Modarate Yas.
General purpose 12 2xlarge 8 32 EBS only . Moderate Yas.
¥ yat
Cancal  Previous Raviow c Naxt: Configure Instance Details

7. From Choose an Instance Type page, select the required instance type as below:
o Torecover less than 100 VMs, select the instance type of t2.large (2 vCPUs, 8 GB RAM)
o Torecover 100 and more VMs, select the instance type of t2.xlarge (4 vCPUs, 16 GB RAM)
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8.  Click Next: Configure Instance Details and the Step 3: Configure Instance Details page is
displayed.

Services ~  Resource Groups ~ *

[Step 3: Configure Instance Details
- . x
No default VPG found. Select another VPG, or creata a new default VPC
zonfigure the instance to sult your rquiremants, You can launch multiples instances from the same AMI, request Spot instances fo take advantage of the lower pricing, assign an access managemant roée 1o the instance, and
rare
Number of instances || 1 _aunch into Auto Scaling Group (§
Purchasing option | Request Spat instances
MNotwork | vpc-D500IBea4B862480h | Actific Eny Cc e &
No default VPC found. Y
Subnet (|
Auto-sssign Public IP 4
Placement group || Add instance to placerment group
Capacity Reservation i Open : c Sreate new Capacity Reservation
1AM role | None 0
Shutdown behavior | Stop
Cancsl  Pravious Naxt: Add Storage

9. In the Configure Instance Details page, configure the following:
o Enter one of the number of instances in the provided field.

o Select the VPC (network) for the Actifio Resiliency Director instance from the Network
drop down.

o0 Select a default subnet from Subnet drop-down.

o Auto-assign Public IP: From the drop down list, select Enable if this Actifio Resiliency
Director instance requires access via the public Internet. This is not required if your IT
infrastructure has a VPN.

10.  Click Next: Add Storage and the Step 4 Add Storage page is displayed.

Note: No more additional storage is required for RD Cloud Recovery.

Resource Groups =

Delote on
Volume Type | Davice | Snapshot | Sizo (GIB) | Volume Type | OPS | g:;:fn‘:“t Termination Encryption |
FAoat Jdav/sdal snap-OlcdToactiniGodal 48 Ganaral Purposa S50 (gp2) $ 147/3000 WA Naot Enceypte »

Add New Volume

Froe ti

customers can get up 1o 30 GB of EBS General Purpose (SSD) or Magnatic storage. Learn more about free usage tier eligibility and

aciifio



1.

Key  (128ch ’ Value (256 ct x Instances || Volumes (i

Click Next: Tag and the Step 5 Add Tags page is displayed.

Services ~  Resource Groups ~

] o <]

Add another tag

L3

- N E—

14.

In the Add Tags page, create a tag for the Actifio Resiliency Director instance that is easy to

remember and identify.
o Enter the key-value pair in the provided fields.
o Click Add another tag, if you want to add more key-pair values.

Click Next: Configure Security Group and the Step 6 Configure Security Group page is
displayed.

Resource Groups ~ *

8. Configurs Sseurity Group

Step 6: Configure Security Group
A sac oup st

up 18 8

nca. On this page, you can add rules
0 the HTTP and HTTPS parts. You ca

raffic to resach

Assign a security group: ©Create 8 new secy

Seloct an existing security group

Security group name:

Description: munch-wizard-2 created 2020-02-04T17:20-26 850,06:30
Type | Protocel | Port Aange | Source || Description |

SSH : cP 2 Custom  #| 0.0.0.00 #.9. SSH for Admin Deskt o
Add Pule

o

Rules with source of 0.0.0,0/0 slow all IP addesses 1o access your instance. Wi rcommand satting security group rules 1o aliow access from known [P addmesses only.

Cancel 7 Pravious | e

In Configure Security Group page, configure the following fields:

o From Assign a security group, create a new security group or select from an existing

group.
o Enter the Security group name.
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Ensure the Security Group is set as follows:

Table 1: Inbound Ports

Type Protocol Port Range Source

SSH TCP 22 Anywhere
SSH TCP 26 Anywhere
HTTP TCP 80 Anywhere
HTTPS TCP 443 Anywhere

Table 2: Outbound Ports

Protocol Port Range Target
SSH TCP 22 Sky Appliance
SSH TCP 26 Sky Appliance
HTTPS TCP 443 Sky Appliance,

AWS API Endpoint

Adhd tunnel. TCP 5103 Sky Appliance
TCP

Click Review and Launch and the Boot from General Purpose (SSD) pop-up opens.

Boot from General Purpose (SSD)

Genaral Purpose {SSD) volumes provide the abilty to burst 1o 3000 K0PS per voluma,
independent of volume size, 1o mest the performance nesds of most appications and also
deliver  consistent basedne of 3 IDPS/GIB.

©Make Gonaral Purpose (SS0) the dalsult boot volums for all instance launches from the
console gaing lorward (recommended).

Maike Genoral Purpose (S50) the boat volume for this instance.

Continua with Magnaetic as the boot volume for this instance.

Fres ther aligible customners can get up 1o J0GB of General Purposs (SS0) storage.

Click Next in the Boot from General Purpose (SSD) page, The Step 7: Review Instance
Launch page is displayed.
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15.

In the Review Instance Launch page, review the instance details. If the selections and settings
are correct, click Launch.

1.Crocse AMI 2. Chooss instance Type 3. Configum inatance 4. Add Storage 5. Add Tags 8. Configurn Securfty Geoup 7. Review

[Step 7: Review Instance Launch

Floase review your instance launch details. You can go back to adit changes for sach section. Click Launch to assign a key pair to your instance and complate the launch process.

A Your instance configuration is not eligible for the free usage tier e

To launch an instance that's eligible for the free usage tier, check your AMI selaction, instance type, configuration options. or storage devices. Learn more about free usage tier eligibdity and usage
restrictions.

~ AMI Details

* Instance Type

Instance Type ECUs vCPUs Memory |GiB) Instance Storage (GB) [EBS-Optimized Available Network Performance
12 xlange Variable 4 16 EBS only Moderats
~ Security Groups Edit securitydgroups
Security Group ID Name Description
55-01dd90Ba26 1584705 IntemalOnly Intemnal access to Actific Resources

DAY Bhew 1 s agn

Edit AMI
rd-10-0-0-T55-actifio - ami-08d3661017788fabb
AWS-VMImport service: Linux - A/C =Cannot determing release - 2,6.32-754.17.1.016.486_64
Fioot Device Type: st Virushzation type: Frem

Edit instance type

Cancel Piuh\-

The Select an existing key pair or create a new key pair pop-up opens.

Select an existing key pair or create a new key pair

A kay pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connact to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
sacurely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Ghoose an existing key pair

Select a key pair

| ActifioEngScripts

@1 acknowledge that | have access to the selected private key file (ActifioEngScripts.pem), and
that without this file, | won't be able to log Into my instance.

[ZULH  Launch Instances

Select either Choose an existing key pair or Create a new key pair from the drop-down menu.

Select the Acknowledgment check-box to indicate that you will access your selected private
key file that is required to log into your instance.

If the selections and settings are correct, click Launch Instance and the RD for AWS instance is
deployed. Select Cancel if you want to make any changes to the selections or settings.
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The created instance is displayed at the Instance page and you can search the instance with
the key tags assigned.

i) New EC2 Experience
Actions ¥
Mt b s | A O ® O
EC2 Dashboard Private images ~ (|  search: fit @ Tws0ols6 > M
F Hame - AMIName - AMIID - Source - Ownor - Visibility Status Creation Date - Platform
f0dimagotorm  GO3imagetorm ame-048act, 113 October 10, 2019 a1 5:10:34 Othor Li
Actifis Tasgat - BIONEZ 636156223522/ 636156223522 Jarsuary 18, 2018 ot 1:31:58 Other L
Actifo Targat amiDBT4BaT0206TTING  BIBIBAZ2IS22 636156223522 Soptembor 6, 2018 at 326:0...  Other Li
" INSTANCES Actife Targat Ami-DBg405MS 1628 167 BIB156223522) 636156223522 September 13, 2018 a1 2:54 Othar L
B Actific Targat ami-D5Debbacoldd0Z24d 6361562235221 636156223522 Seplember 25, 2018 ot 240 Other Li
Instance Types Actiio Targat Ami-D42407950e445 101 BIB15622 2 Docombar 17, 2018 at 6:56: Other L
ch Templates Actifio Target ami-DdTdlcOsHeeBs413  BIE1SE223522 636156223522 Navembar 15, 2018 at 3:26: Other Li
Spot Requests Actifio Targot ami-046113EE0:24al 147 B3B15622I572/ 636156223522 Decambar 3. 2018 81 5:23:2 Ot L
Savings Plans Actifia Targat ami-Dodcil4222a1caBS1  BIB156223522 636156223522 Jaruary 22, 019 ot 5:02:30 Other Li
Reserved Instances Actifio Targat ame07a3BSTOSI0O0E4E  BIB166I2ISIY 636156223522 Fobruary 23, 2018 at 4260 Othor Li
Dedicated Hosts Actiio Target ami-04Bcd27d201060aT8  BI6156223522/ 636156223522 April 2, 2019 at 2:103:29 PM Othar Li
Scheduied In Actiio Target ani-00bEMc2I0bBEATE!  BIB156223522 636156223522 Apel 12, 2010 ol 15910 AM...  Other L
Capacity Resen,
Select an AMI above [_N_ Q=]
Ir IMAGES
AMIs
Bundle Tasks
|, ELASTIC BLOCK
STORE
Snapshots
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3 Configuring the Resiliency
Director Cloud Recovery

When the Actifio Resiliency instance is ready, obtain the instance’s desired IP. Once you have the IP you
are ready to configure the Actifio Resiliency Director in to the instance.

To configure the Actifio Resiliency Director Cloud Recovery:

1. Open a web browser and enter the URL <https://Actifio Resiliency Director IP Address> to launch
the Resiliency Director Configuration page.

QCTiﬂQ Resiliency Director

Radically Simple Configuration
ftems marked with * are required

Appliance IP *

Appliance Name ”

DHNS Server

Subnet Mask

Gataway

NTP Server

Admin Password™ 77T

TimeZone

RD Type

S Actifio Inc. All Rights Rezened

2. Change the network parameters to the following values:

o Enter/verify the static IP address of in Appliance IP.
Enter the name of Cloud Recovery in Appliance Name.
Enter the DNS Server IP address in DNS Server.
Enter the Subnet Mask and Gateway.

O O o o

Enter the NTP server IP address in NTP Server.

actifio
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o Set the administrator password in Admin Password. Use this password to login to the
user interface.

Note: You can change the admin password by using the resetuserpasswd command.
o Select the time zone from TimeZone.
o Select RD CloudRecovery from RD Type.

3. Click Save. The server reboots after setting the configuration.

Note: To modify the network parameters such as IP address, DNS Server, Gateway, Hostname of the
Appliance, use configsystem command.

Note: For information on CLI commands, refer the Actifio Resiliency Director CLI guide.
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4 Accessing the Actifio
Resiliency Director Cloud
Recovery

This chapter provides the details to log on to the Actifio Resiliency Director Cloud Recovery graphical user
interface. You can login to the Actifio Resiliency Director Cloud Recovery graphical user interface using
the Resiliency Director administrator credentials.

To access the Actifio Resiliency Director Cloud Recovery home screen:

1. Open a Web browser and use the URL https;//<Actifio Resiliency Director IP Address> to access
the Actifio Resiliency Director Cloud Recovery Login page.

Note: Use the IP address/hostname of the virtual machine where Resiliency Director Cloud
Recovery is running.

actifio

RESILIENCY DIRECTOR .: )

2 USERNAME

@ PASSWORD ;m
LOG M I k

Actifio Resiliency Director Cloud Recovery Login Screen

2. From the Login window, enter the user name as “‘admin” and the password used during the
initial Resiliency Director deployment and installation, then Click Log In. The Actifio Resiliency
Director Cloud Recovery home screen opens.
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Continue with Resiliency Director Configuration

Once successfully logged in, use the Resiliency Directory Online help for guidance on configuring and
using Resiliency Director.

actifio

Accessing Resiliency Director Online Help
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