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Preface

The information in this guide is intended for users who are configuring Actifio Resiliency Director for
Microsoft Azure cloud.

Once you have finished configuring Actifio Resiliency Director, consult the Resiliency Director online help.
It provides detailed instructions on using Actifio Resiliency Director.

The ActifioNOW Customer Portal

From the customer portal you can obtain detailed reports about your appliance, as well as search the
portal’'s knowledge base for answers to specific questions.

To log into the ActifioNOW customer portal:
1 Go to: https:/[/now.actifio.com

2. When prompted, enter the user name and password you received after registering for Actifio
Resiliency Director for Microsoft Azure cloud.
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1 Introduction

Actifio Resiliency Director (RD) is an orchestration product that is used to automate disaster recovery for
environments using Actifio appliances for backup and replication to a disaster recovery (DR) site or
Cloud. RD co-ordinates with the Actifio appliances to automate the tasks of recovering VMs, physical
servers, and their data in the event of a site-wide outage or disaster at the production site or cloud
region. RD allows users to pre-configure the most manual or tedious aspects of the recovery, allowing for
onhe-step recovery of all the in-scope servers and data in a repeatable, reliable, and predictable fashion.

Resiliency Director (RD) Cloud Recovery is a single instance of Resiliency Director that allows enterprises
to recover their VMs, physical servers, System State applications, filesystems, and database applications
in the cloud environment.

To recover VMs and applications on Microsoft Azure cloud, you must add an instance of Resiliency
Director Cloud Recovery in your Azure account as a hew virtual machine.

Recovery to cloud

. RD runs in a single cloud instance called RD Cloud, that is used for all configuration and
recovery tasks.

. RD Cloud communicates with the AGM managing the Actifio appliances in the production
environment but does not need to communicate directly with the source-side appliances.

. RD Cloud initiates recoveries on Actifio appliances in the destination cloud. These appliances
may be persistent and hold the replicated data that will be used during recovery, or
provisioned as-needed, and retrieve data from the cloud-provided object storage.
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2 Configuring the Actifio
Resiliency Director VM

This section assumes that you have a valid Microsoft® Azure Cloud account, and are familiar with basic
Azure Cloud processes and procedures. It has the following topics:

. CPU and Memory Requirements on page 3
. Uploading the VHD File Using SAS URL on page 4
. Configuring the Resiliency Director Virtual Machine on page 10

. Required Ports on page 19

CPU and Memory Requirements

The following are the CPU and Memory requirements for each Actifio Resiliency Director virtual machine.

. For less than 100 VMs recovery
o Core (VCPUs): 2
o RAM:8GB

O Base Partition Size: 49 GB
0 VMsize:D2s_v3

. For 100 and more VMs recovery
o Core (VCPUs): 4
o RAM:16 GB
O Base Partition Size: 49 GB
o

VM size: B4ms




Uploading the VHD File Using SAS URL

Note: Your Actifio representative will share the SAS URL, which is required to upload the Resiliency Director
image to the Microsoft Azure cloud.

To upload the VHD file using SAS URL:
1. Log into your Microsoft Azure portal.

2. From Azure Services, click Storage accounts.

= Microsoft Azure R Search resources, services, and docs (G+/)

Azure services
— ."“ — —— 1
— [T
—|_ = e & = 7 < s
Createa Storage Virtual App Services SQL databases = Azure Database  Azure Cosmos Kubernetas
resource accounts machines for Postgres... DB services
LN >
Function App Mare services
Navigate
o (T
Subscriptions | 4| Resource groups Bem  Allresources
L  Dashboard

3. From Storage accounts page, click +Add. The Create Storage account page appears.

P Search resources, services, and docs (G+/) BH & 19 9 7
Home >
Storage accounts = X
Default Directory
Ad[;' £ Manageview ~ () Refresh Export to CS A assign tag Q Feedback
Subscription == all Resource group == all X Location == all X +v Add filter
Showing 0 to 0 of 0 records. ‘ No grouping v
MName T Type Ty Kind Ty Resource group T4 Location Ty Subscription Ty

Create storage account
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4. In the Basics tab, configure the following:
o Under Project details, select the subscription type from the Subscription drop-down list.

o Either select an existing resource group from the Resource group drop-down list or click
the Create new option to create a new resource group.

o Under Instance details, enter a name for the storage account in the Storage account
name field.

o Leave the remaining settings to the default and move to next pages.

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Storage accounts >

Create storage account

Basics  Networking Data protection Advanced  Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below.

Learn more about Azure storage accounts of

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
Your resources.

Resource group * | (New) Engresourcegroup ~ ‘
Create new

Instance details

The default deployment model is Resource Manager,
the classic deployment model instead. Choose classi

ich supports the latest Azure features. You may choose to deploy using

loyment model

Storage account name * () | rdnewstorage /‘
Location * | (US) East US v ‘
Performance (@ ‘-:é:' Standard O Premium

Account kind @ | StorageV2 (general purpose v2) ~ ‘
Replication (D | Read-access geo-redundant storage (RA-GRS) ~ ‘
Access tier (default) @ (O cool (®) Hot

5. In the Networking, Data Protection, Advanced, Tags pages, leave the settings to the default and
click Create in the Review + Create page. Your storage account gets created.
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6. Now, go to the created storage account and select Containers.

P Search resources, services, and docs (G+/) B J? bl @

Storage accounts

== rdnewstorage = X
= Storage account
|-.:}5:P\ Ctrl+)) | € = ) 5 O R 0| © Feedbad
L Bearch (Ctrl+/) « == Open in Explorer Move () Refresh [l Delete () Feedback
B Cveriew @ Cisssic alerts in Azure Monitor is announced to retire in 2021, it is recommended that you upgrade your classic alert rules to retain alerting
z functionality with the new alerting platform. For more information, see Continue alerting with ARM storage accounts. I
E Activity log
u;{ Access control (I1AM)
Resource group (ck Performance/Access tier
® Tags Engresourcegroup Standard/Hot
&2 Diagnose and solve problems Status Replication
Primary: Available, Secondary: Available Read-access geo-redundant storage (RA-GRS)
W Data transfer R
Location Account kind
Events East US, West US StorageV2 (general purpose v2)

Fy 1DSCH hange)
Z= Storage Explorer (preview) subscription (change)

Settings Subscription ID

Access keys
Tags (change)

@ Geo-replication Click here to add tags

& CORS B

& Configuration
Containers I—i File shares

8 Encryption Scalable, cost-effective storage for Serverless SMB file shares
unstructured data o

@ Shared access signature Learn more

Learn more
Firewalls and virtual networks

al

¢l Private endpoint connections

Tables ﬁ Queues
© Advanced security Tabular data storage Effectively scale apps according to
= traffic
B static website Learn more
Learn more
I} properties

7. From Containers page, click +Container.
8. In the New Container window, enter a name for the container in the Name field.

9. From Public access level drop-down, select Private (no anonymous access) and click Create.

P Search resources, services, and docs (G+/) G 19 EE? ? @

e New container x
= rdnewstorage | Containers =

Storage account

) Name *

|/_) Search (Ctrl+) | « + Container () Chan ) Refresh vhds <~ ‘
= Overview ‘ P search containers by prefix Public access level ®
E Activity log Name Last modified Publi¢ ‘ Private (no anonymous access) » ‘
. Access control 1AM) You don't have any containers yet. Click '+ Container to get started. v Advanced
& Tags
2

Diagnose and solve prablems

‘:

Data transfer
Events
I= Storage Explorer (preview)
Settings
Access keys
@ Geo-replication

H m Discard ‘

&) CORs

Once the storage account and container accounts are created, you can now upload the image
using the SAS URL.

10.  Now, open azure cloud shell from azure portal (click on “>_" top right below address bar).
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1.

You will be prompted to chose bash for Linux or Powershell for Windows.

Welcome to Azure Cloud Shell

Sedect Bash or PowerShell, You can

Bash PowerShell

Note: You may also need to approve creating and mounting a small amount of storage for the
cloud shell to use.

You have no storage mounted

Execute the following command from the shell to copy the image to your container.

az storage blob copy start --source-uri "<SAS URL>" --destination-container
<container_name> --destination-blob <vhd name, something to uniquely identify the vhd.
Must have .vhd extension> --account-name <storage_account_name>

For example,

az storage blob copy start --source-uri "https://md-z2wgwdkfwdtl.blob.core.windows.net/
gfz5z1lmx1mmr/abcd?sv=2017-04-17&sr=b&si=e3687b22-b884-48cc-a0fc-
c3855e2bcb8e&sig=zUVc04hJofguUErin2tI7KMSeeXBqzz0%2FwyRT5JQAbs%3D" --destination-
container vhds --destination-blob actifio_rd.vhd --account-name rdnewstorage

Note: The URL mentioned in above example is a sample URL. Please copy and paste the SAS URL
from the chuckwagon mentioned in the cloud manifest file.

You will see a JSON indication of status as below if your job is pending.

ken@Azure:-$ az storage blob copy start --source-uri
xU%3D" --destination-container vhds --destination-bl
{

"completionTime": null,

"id": "9cc436Bd-7e64-4423-b0ed-cdc043eBd5ce”,

"progress”: null,
"source": null,
"atatus": "pending”,
"atatusDescription”:

}

ken@Azure:-$




Copying the image may take a while. You can also track its progress from the created container
page. You will see the message “This blob has a pending copy operation and cannot be deleted
or edited’ if the job is in progress. Once the copy is completed, this message gets turned off.

14.  Next, type disks in the Search box and select Disks.

15.  From the Disks page, click +Add. The Create a managed disk page appears.

m el sizibaionsninie il

Home Disks

Create a managed disk

Select the subseription to manage depl

d and costs. Use resource groups like folders to organize and manage all

YOUT re5oUrces.

Subscription *

Resource group *

Disk details

Disk name *

Region *

Availability zone

Source type

Source subscription

Source blob *

05 type

VM generation

Size *

CloudMohility
Create new

rdimagedisk

[U'S) East US 2

Storage biob
E -}

hittps/

hd/rd-sp-10-0-2vhd

ploy blob.corewindows.

Browse

Windows (LR Mone (data disk)
{ Gen1 JNCUP

50Gig

Mext : Encryption >

16.  Inthe Basics tab, configure the following:

o Under Project details, select the subscription type from the Subscription drop-down list.

o Either select an existing resource group from the Resource group drop-down list or click

the Create new option to create a new resource group.

o Under Disk details, enter a name for the disk in the Disk hame field.

o Select the region from the Region drop-down list.

o Select the Source type as Storage blob.
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o Inthe Source blob, click Browse to select the VHD that you uploaded to your container.

£ Search resources. services, and docs (G+/)

rdtestvhd
T upload () Refresh
.ﬁuunnli.ulbn mﬂlad Access key (Switch to Azure AD User Account)
" Add filter
Name Modified Access tier Blob type Size Lease state
rd-5p-10-0-2vhd 8/13/2020, 12:48:28 PM Page blob 50 Gi8 Available
[_select ]
o Select the OS type as Linux and VM generation as Genl.
o Click the Change size option and specify the disk size as 50 GB.
o Leave the remaining settings to the default and move to next pages.
o Inthe Encryption and Tags pages, leave the settings to the default and click Create in
the Review + Create page. Your disk gets created.
actifio



Configuring the Resiliency Director Virtual Machine

1. Log into your Microsoft Azure portal.

2. From Azure services, select Images.

Microsoft Azure A2 Search resources, services, and docs (G+/)
Azure services 5
f i - e =
+ |8 | B ® 2 B & = @8 -
‘ | s ::’fl L[] { -
Create a Images Virtual Resource Azure AD Risky All resources App Services Storage 5QL databases More services
resource | | machines groups sign-ins accounts
Recent resources
Name Type Last Viewed
Navigate
r mam
Subscriptions I "] Resource groups aam Al resources Ll Dashboard
Tools
A Microsoft Learn o' @ Azure Monitor 0 Security Center g Cost Management
m
’ Learn Azure with free online Monitor your apps and Secure your apps and Analyze and optimize your
training from Microsoft infrastructure infrastructure cloud spend for free

3. From Images page, select the required RD image from the images list. If you have a lot of
images, use the filter to narrow the display to the Actifio image.

£ Search resources, services, and docs (G+/)

Home
Images =
Actifio
+ Add 5} Manageview ~» () Refresh & ExporttoCsV Assign ta  Feedback
Subscription == all Resource group ==all % Location == all X g Add filter
Showing 1to 1 of 1 records, | No grouping
] name 1 Source.. T, OStype Ty Resource group 1. Location T
[C] & rd-10-0-2-134-actifio rd-10-0-2-1... Linux Engineering-East-1 East US

Previoy Page | 1 v |of1

The selected image page displays the detailed information.

4. Click Create VM.

10
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Images

Images «

Actifio

+ Add {5 Manage view

rd-10-0-2 |

Name T

K¥ 14-10-0-2-134-actifio

Page |1 v |of1

i3 rd-10-0-2-134-actifio =

Image

[2 Bearch cmd+n

R overview

B Activity log

A Access control (1AM)
] Tags

Settings

&) Locks

54 Export template

Support + troubleshooting

5 New support request

P —

| Create VM) [i] Delete

NAME
rd-10-0-2-134-actifio

SOURCE VIRTUAL MACHINE
rd-10-0-2-134-actifio

05 DISK
05 type Source blob URI

Linux

DATA DISKS
This image doesn't contain any data disks,

RESOURCE GROUP

Engineering-East-1

LOCATION
East US

ZONE RESILIENCY
Disabled

SUBSCRIPTION

RESOURCE ID

fsubscriptions/7992f070-4dc8-4bed-a168-5febc0d151bd/resourceGroups/E

ing-East-1/provid

The Create a Virtual machine page appears.

5. In the Basics tab, configure the following:

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Images > rd-10-0-2-134-actifio

Create a virtual machine

for full customization. Learn more o
Project details

YOUF RSOurces

Create new

Instance details

Virtual machine name *

Nl Name *

Basics Disks  Networking Management Advanced

Ak Changing Basic options may reset selections you have made. Review all options prior to creating the virtual machine.

Tags  Review + create

Resource group * | Engineering-East-1

A resource group Is a container that holds related
resources for an Azure solution

[

Avallability options

Select size

Administrator account

Authentication type

Review + create

Image * oK Cancel
O ———

Azure Spot instance (1 ) Yes (@) Na

Size * Standard_B4ms - 4 vepus, 16 GiB memary (US$121.18/month)

(®) s5H public key () Password

| Mext: Disks >

Create a virtual machine that nuns Linux or Windows. Select an image from Azure marketplace or use your own customized
Image, Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab

Select the subscription to manage deployed resources and costs, Use resource graups like folders to organize and manage all

B & @

aciifio
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o Under Project Details, either select an existing resource group from the Resource group
drop-down list or click the Create new option to create a new resource group.

o Under Instance details, enter the name for the virtual machine in the Virtual machine

name field.
Instance details
Virtual machine name * | [ AzureRDsetup
Availability options () No infrastructure redundancy required '
Image * | rd-10-0-2-134-actifio v

Browse all public and private images

Azure Spot instance () O ves ® no

Size* O Standard_BAms - 4 vepus, 16 GIB memory (US$121.18/month) A
Select size

Administrator account

Authentication type () . S5H public key O Password

o Click the Select size option to choose CPU and RAM requirements. The Select a VM size
page appears.

£ Search resources, services, and docs (G+/)

Home > Images > rd-10-0-2-134-actifio > Create a virtual machine

Select a VM size

Search by VM size... Display cost : Monthly wCPUs : All RAM (GiB) : All Fi Add fiiter

" Most used sizes by Azure users

Showing 12 of 314 VM sizes, | Subscription: [N | Reoion:EastUS | Current size: Standard_BAms | Image: rd-10-0-2-134-actifio Learn more about VM sizes
VM Size Ty Family Ty vCPUs T} RAM (GiB) T4 Data disks Ty Max IOPS Ty Temp storage (GIB) T4 Premium disk T4 Cost/month T
DS1v2 General purpose 1 35 4 3200 7 Supported Us$53.29
D2s_v3 ~* General purpose 2 8 4 3200 16 Supported us§70.08
B2s A General purpose 2 4 4 1280 8 Supported US$30.37
Bls ~* General purpose 1 1 2 320 4 Supported Us$7.59
B2ms ~* General purpose 2 8 4 1920 16 Supported US$60.74
Bims ~* General purpose 1 2 2 640 4 Supported uUs$15.11
Blls 2 General purpose 1 05 2 160 4 Supported US$3.80
DS2 v2 A General purpose 2 7 ] 6400 14 Supported U5$106.58
Bams ~* General purpose 4 16 8 2880 3z Supported us$121.18
Das_v3 ~* General purpose 4 16 8 5400 32 Supported US$140.16
Ds3 vz A7 General purpose 4 14 16 12800 28 Supported Us$213.89
MRe w3 oA Famarl mornnen a 2 @ 17000 ca Commmrtad 1ieeaan 23

See all sizes

Select Prices presented are estimates in your local currency that include only Azure infrastructure costs and any discounts for the subscription and location. The prices don't include any applicable software costs. Final chal
appear in your local currency in cost analysis and billing views. View Azure pricing calculator.

o From Select a VM size page, select the required VM size as below:
o To recover less than 100 VMs, select the VM size of D2s_v3 (2 vCPUs, 8 GB RAM).
o To recover 100 and more VMs, select the VM size of B4ms (4 VCPUs, 16 GB RAM).
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o Under Administrator account, select the authentication type as SSH public key or
Password.

o If SSH public key type is selected, enter the Username and Key pair name, and select the
appropriate key source option from the $SH public key source drop-down list.

Administrator account

Authentication type (®) ssH publickey () Password

0 Azure now automatically generates an S5H key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username ™ AzureUser
§5H public key source Generate new key pair A%
Key pair name * | azurerd

o If Password is selected, provide a username and password.

Note: The password must be a minimum of 12 characters and must have 3 of the following: 1
lower case character, 1 upper case character, 1 number, and 1 special character.

Administrator account

Authentication type (0 O S5H public key :i,. Password

Username * AzureUser

Password * (1) [ ............. l
Confirm password * (0 [ ............. 2]

0 Under Inbound Rules, select None for Public inbound ports. Note that you can enter the
inbound ports at the later steps from the VM's Networking tab. Refer Required Ports

section.
Inbound port rules
Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.
Public inbound ports * (®) None O Allow selected ports
Review + create Next : Disks >

o Leave the remaining settings default.

o Click Next: Disks. The Disks tab appears.
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6. In the Disks tab, configure the following:

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Images

Create a virtual machine

Basics Disks

Azure VMs have one operating system disk and a temperary disk for short-term storage. You can attach additional data disks,
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more

Disk options

OS disk type * [
Encryption type *

Data disks

You can add and configure additional data disks for your virtual machine or attach existing disks, This VM also comes with a

temporary disk.

LUN Name Size (GIB) Disk type Host caching
Create and attach a new disk Attach an existing disk
~ Advanced

< Previous | Next : Networking =

rd-10-0-2-134-actifio >

Networking Management  Advanced Tags  Review + create

Premium 55D v
(Default) Encryption at-rest with a platform-managed key W

o

Select the disk type Standard HDD or other disk type from the OS disk type drop-down
list.

Leave the Encryption type to the default.
Click Next: Networking. The Networking tab appears.

14
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7. In Networking tab, configure the following:

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Images > rd-10-0-2-134-actific

Create a virtual machine

Basics  Disks  Metworking  Management  Advanced  Tags  Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.

Learn mare
MNetwork interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * AzuireEnginearing: d

Croate new

Subinet * Eng-East-1 (172.23,32.0/22) ha

Manage subnet conliguration

Public IP (new) azurerd-ip v
Create new
NIC netwark security group (®) None () sasic () Advanced

@ The selected sbnet ‘Eng-East-1 (172.23.32.0/22) Is already associated to a
network security group 'Eng intemalAccess’. We recammend managing
connectivity to this virual machine via the existing network security group
instead of creating a new one here.

Accelorated networking . Of

The selected image does not support accelerated networking

Load balancing

You can place this virtual machine (n the backend pool of an existing Azure load balancing selution. Learn more

Place this virtual machine behind an O Yes (o) No
existing load balancing solution?

<Provious || Newt: Management »

o Under Network Interface, either select an existing virtual network from the Virtual
network drop-down list or click the Create new option to create a new virtual network.

o0 Select the required Subnet from the drop-down list.

o (Optional) Select a public IP address from the Public IP drop-down list if you want to use
an existing public IP address or create a new public IP address by using the Create new
option.

o (Optional) select None, Basic, or Advanced from the NIC network security group
selections.

Note: If you want to create a new customized network security group, select the Advanced
option and then click Create new from Configure Network Security group.3

o Leave the remaining settings to the default.

o Click Next: Management. The Management tab appears.
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8. In the Management tab, configure the following:

Microsaft Azure B search resources, services, and docs [G+/)

Home > Images > rd-10-0-2-134-actifio

Create a virtual machine

Basics  Disks  Networking  Management  Advanced Tags  Review + create
Configura monitering and management optiens for your VM

Azure Security Center

Azure Security Center provides unified security management and advanced threat protection across hybrid cloud workloads.

Learn more

@  Your subscription is protected by Azure Security Center basic plan,

Monitoring

Boot diagnostics ®on O ot

05 guest diagnostics Q) on (&) off

Diagnostics storage account * actifioiteng W
Create new

Identity

System assigned managed identity Qon @ off

Azure Active Directary

A\ Thisimage does net support Lagin with AAD

Auto-shutdown

Enable auto-shutdown Qon ® off

Review + create < Previous Next : Advanced >

o Under Monitoring, either select an existing storage account from the Diagnostic storage
account drop-down list, or click the Create new option to create a new diagnostics
storage account.

o0 Leave the remaining settings to the default.

o0 Click Next: Advanced. The Advanced tab appears.
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9. In the Advanced tab,

leave the settings to the default and click Next: Tags. The Tags tab
appears.

Microsoft Azure

Home > Images > rd-10-0-2-1

fla

Create a virtual machine

Basics  Disks  Networking Management  Advanced Tags  Review + create

ation, agents, seripts or appli

jonvs via virtual m;

ne extensions of claud-init

Extensions
Extensions provide post-degloyment conf and
Extensions. Selact an et

Custom data

Pass o script, configuration
the VM in & known location. Le

other data inta the vir

ol machine while it is being provisioned, The data will be saved on
about e 3

Custom data

Li N data on the selected image will be processed by doud-Init, Leam mars

Host

Azure Dedicated Hosts allow you to provision and manage a physical setver within our data cente
Azure subscription, A dedicated host gives you assurance that enly YMs from your subscription are
choose Whis fram your subscription that will be provis
of the host. Learn maore

that are dedicated to your
the host, flexibility to
d on the host, and the control of platform maintenance at the level

Host group Na hast group found

Proximity placement group

Proximity placement groups allow you to group Azure resources physical

closer together (n the same region. Learn more

Review + « Previous Next : Tags »

10.  Inthe Tags tab, configure the following:

B Search resources, services, and docs (G

Home > Images > rd-10-0-2-134

Create a virtual machine

Basics Disks  Metworking  Management  Advanced  Tags  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag 1o
multiple resources and resource groups. Learn more about tags o

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated

Name Value Resource
project rd Al rescurces -
contact bikash Al resources [# +e
owner bikash All resources [§] o
12 sebected v
< Previous || Next:Review + create >

o (Optional) Create a tag for the VM that is easy to remember and identify.

Click Next: Review + create. The Review + create tab appears with all configured VM
details.
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1.

In the Review+create tab, review the VM detaiils. If the selections and settings are correct, click

Create.

ikl

Home

Images > rd-10-0-2-134-actifio

Create a virtual machine

@ validation passed
Basics  Disks  Networking Management  Advanced  Tags  Review + create
19-10-0-2-134-actifio Standard Bdms
Image 4 vepus, 16 Gi memary
Basics
sl [ N |

Virtual
Rieg

Av

Authenti

Engineering-East-1

anurerd

East US

No infrastructure redundancy roquired
rd-10:0-2+134-actifio

Standard B4m (4 vepus, 16 GIB memary)

ation type S5H public key

Useim, Azurelser

Key pair name azurerd_key

Azure Spot No

Disks

05 disk type Premium S50

Use managed disks Yes

Use ephemeral OS disk No

Netwarking

Virtual netwark AzureEngineering-1

Subnet Eng-East-1(172.23.32.0/22)

Public (P (new) azurerd-ip
None

Creste | Previous | Meat Download a template for automation

The deployment status page appears.

) Cancel ) Retrean

- Your deployment is underway

L
u Deployment name:  Createim-rd-10-0-2-134.actfio- 000624115 Starn e &/24/20 0.5 P
Outputs Subserpon Correlation 10 38820, L279-Bdc 1 -Gul TR TN 0
e Resource group:  Ergnesring-East- 1
Security Conter
# Deployment details (Downioud Secure your apps aed infastructure
Resource Type Sty Operation details
Froe Macronolt htorialy
N et Shirt Wareig fods

Work with an expert
Aure experts Me service grovider parner

i €34 el tr

. CreateVm-rd-10-0-2-134-actifio-20200624115144 | Overview < %

You will see the deployment confirmation page once deployment is complete.
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Required Ports

Following are the required inbound and outbound ports of a RD virtual machine. You can set the ports
while creating a VM or from the VM's networking tab.

Table 1: Inbound Ports

Type Protocol PortRange Source
SSH TCP 22 Anywhere
SSH TCP 26 Anywhere
HTTP TCP 80 Anywhere
HTTPS TCP 443 Anywhere
Table 2: Outbound Ports
Type Protocol Port Range Target
SSH TCP 22 Sky Appliance
SSH TCP 26 Sky Appliance
HTTPS TCP 443 Sky Appliance,
Azure APl Endpoint
¢g?d tunnel. TCP 5103 Sky Appliance

. Bikashrdsp2-134build | Networking

Inbound and outbound ports are set from the virtual machine’s Networking page.

06 IP TRINIZAN  Acceenated metwsrting: Dissbled

LI

Inbound Ports




_ e _

& Bikashrdsp2-134build | Networking

bikashedspa-1Rabuildngn

o configuistien
Ipoomng) [Premany)

B Metwork IMerface: baibrdipd - 14buldIES y bt T
Vi ok g 1Eng- L. SLANANA ATLILNEAR  Acceieraned retworiing: Disalshed

Add outbound par ik

Py Hame P Prarares aure Devtmation Artinn

0o & Any TRLMADOM TN B Al
o ar any o sow
aso01 ar any Ar L
ess00 A Any Any ey O Doy

Outbound Ports

Once you set the ports, you are ready to use RD. See Accessing the Actifio Resiliency Director Cloud
Recovery for details.
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3 Configuring the Resiliency
Director Cloud Recovery

When the Actifio Resiliency Director virtual machine is ready, you can enter the virtual machine’s IP in a
browser and log in to the Resiliency Director configuration page.

To configure the Actifio Resiliency Director Cloud Recovery:
1. Select the RD VM from the list of available VMs.

2. Click Overview and the Public and Private IPs will be displayed.

_ £ Search resources, services, and docs (6+/)

m & ®a 2 0

9 Comect ‘ Restart (] stop 1 Copture ] Dolete () Refesh

B2 Overview Resource group (change) : Engineering-East-1 Operating system Linux (centos 6)

B Activity log Status : Running Standard B4ms {4 vepus, 16 GIB memary)
a ublic IP address 52.188.14.62

9 Access control (1AM) East US Public IP ad 188.1
(— N/A

& Tags

£ Diagnose and solve problems

K Bikashrdsp2-134build  # X

> Bastion

& Disaster recovery

DN anfigu
Settings T
4 ags (change) project : rdcloud  Name : bikashrdcloud134  Contact : bikash
Networking "
# Connect
® Disks Properties  Monitoring  Capabilities  Tutorials
B8 size -
K3 virtual machine £ Networking
@ Security bikashRDazure134 52.188.14,62
& Advisor recommendations Linux (centos 6)
3 Exensions N/A 172.23.3248
7% Continuous delivery N/A
Vi AzureEngineering-1/Eng-East-1
® Availability + scaling
Ready DNS name onfigure
@ Configuration
4 22481
Identity None R size
‘‘‘‘‘‘ Standard Bams
Properties P N/A
(¥ 4
B Locks
| Availability + scaling RAM 16GiB
3 Export template
Availability zone N/A
Operations & ik
WY Extensions 05 disk Bikashrdsp2

134build_disk1_04641ac56afd4d51ba21633881b6029d

N/A
Auto-shutdown Enabled
N/A
& Backup i/
0

Actifio Resiliency Director Public IP

3. Open a web browser and enter the URL <https://Actifio Resiliency Director IP Address> to
configure the Resiliency Director Configuration page.

actifio
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actifio Resiliency Director

Radically Simple Configuraticn
ftems marked with x ang required
Appliance IP *

Appliance Name ”
DHNS Server 192.168.192.10,192.168, 225 2
Subnet Mask
Gataway
NTP Server 722911179
Admin Password ™
TimeZone 18

RD Type RD CloudRecovery

@Actlio Inc. All Rights Resarved

4. Change the network parameters to the following values:

o Enter/verify the static IP address in Appliance IP. This should match the private IP of the
VM.

Enter the name of RD VM name in Appliance Name.
Enter the DNS Server IP address in DNS Server.
Enter the Subnet Mask and Gateway.

Enter the NTP server IP address in NTP Server.

O O O O O

Set the administrator password in Admin Password. You will use this password to login to
the user interface.

Note: You can change the admin password by using the resetuserpasswd command.

o Select the time zone from TimeZone.
o Select RD CloudRecovery from RD Type.

5. Click Save. The server reboots after setting the configuration.

Note: To modify the network parameters such as IP address, DNS Server, Gateway, Hostname of the
Appliance, use configsystem command.

Note: For information on CLI commands, refer the Actifio Resiliency Director CLI guide.
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4 Accessing the Actifio
Resiliency Director Cloud
Recovery

This chapter provides the details to log on to the Actifio Resiliency Director Cloud Recovery graphical user
interface. You can login to the Actifio Resiliency Director Cloud Recovery graphical user interface using
the Resiliency Director administrator credentials.

To access the Actifio Resiliency Director Cloud Recovery home screen:

1. Open a Web browser and use the URL https;//<Actifio Resiliency Director IP Address> to access
the Actifio Resiliency Director Cloud Recovery Login page.

Note: Use the IP address/hostname of the virtual machine where Resiliency Director Cloud
Recovery is running.

actifio

RESILIENCY DIRECTOR .: )

2 USERNAME

@ PASSWORD ;m
LOG M I k

Actifio Resiliency Director Cloud Recovery Login Screen

2. From the Login window, enter the user name as “admin” and the password used during the
initial Resiliency Director deployment and installation, then Click Log In. The Actifio Resiliency
Director Cloud Recovery home screen opens.
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Continue with Resiliency Director Configuration

Once successfully logged in, use the Resiliency Directory Online help for guidance on configuring and
using Resiliency Director.

rrrrr AE & CREATEDOM VMIs) HOKMM(S) VAPR(S) APPLIANCE ORGANIZATIONS

Accessing Resiliency Director Online Help
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