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Preface

The information presented in this guide is intended for users who are familiar with basic Actifio processes
and procedures as described in Getting Started with Actifio GO and who are qualified to administer
MariaDB databases.

The ActifioNOW Customer Portal

During the configuration and initialization of your Actifio appliance your Actifio representative provided
you with a user name and password for the ActifioNOW customer portal.

From the customer portal you can obtain detailed reports about your Actifio appliance as well as search
the portal's knowledge base for answers to specific questions.

To log into the ActifioNOW customer portal:
1 Go to: https:/[/now.actifio.com

2. When prompted, enter the user name and password provided by your Actifio representative.
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1 Introducing Actifio Copy Data
Management for MariaDB
Databases

An Actifio appliance is a highly scalable copy data management platform that virtualizes application
data to improve the resiliency, agility, and cloud mobility of your business. It works by virtualizing data in
much the same way other technologies have virtualized servers and networks. This enables you to
capture data from production systems, manage it in the most efficient way possible, and use virtual
copies of the data however they are needed.

This DBA guide explains how to protect MariaDB application consistent database data with Actifio VDP in
a Linux environment.

MariaDB Backup APl used by Actifio VDP
Linux CBT and LVM shapshot: MariaDB "FLUSH TABLES WITH READ LOCK" and "UNLOCK TABLES" API

File-based backups: MariaDB "mysgldump” API. This provides the full backup of the database in backup
format. On recovery, the restore db APl recovers the database by physically overwriting the data area.

MariaDB log backup: During a log backup, VDP physically copies all the MariaDB binary logs. The MariaDB
"purge binary logs BEFORE" API is used to purge the binary logs.

MySQL Server
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€| Actifio Connector has CBT which keeps track of changed blocks in MySQL data area ! %\ Y
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@ | Connector calls MySQL “Flush tables with read lock/stop slave” command for data backup -3 F=af e
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@ | Connector creates LVM snapshot of MySQL data and log area and synthesizes a bitmap | DR 1kne 2—; T I
© | connector calls MySQL “Unlock Tables/ Start slave” command and copies changed blocks
9 Connector deletes the snapshot and catalogs the backup
6 Actifio VDP issues an internal snapshot and synthesizes a point-in-time virtual full

0 For recovery, Actifio VDP instantly mounts re-writable staging disk & brings DB online

How It Works: MariaDB with Linux CBT and LVM Snapshot




Data Capture

Actifio Connector is deployed in DB server

Mount staging disk on DB server

Invoke backup using “mysql dump” command writing the
backup to the mounted disk

Actifio VDP takes an internal snapshot.

Log backups are done in a similar fashion directly from the
file-system at any desired schedule

For recovery, Actifio VDP instantly mounts the staging disk to
o the DB server and kicks off a database restore

Logs can be played to any point in time after DB is restored.

Recovery Machine Recove?’i Machine

How It Works: MariaDB with File-Based Traditional Backup




2 Adding a MariaDB Database
Host & Discovering the
Database

Prerequisites

The MariaDB database must be residing under LVM and it must not be the boot volume.
Run (mysql -e "select @@datadir’) to get the database data path.

The LVM volume from which the MariaDB volumes are provisioned should have at least 20% free
space.

Install the Actifio Connector on the MariaDB server host (see Network Administrator’s Guide to
Actifio VDP.)

Create a backup user with the privileges RELOAD, SELECT, LOCK TABLES, and SUPER (or)
REPLICATION CLIENT. Backup username/password must be configured with host configuration.

To create the backup user:

create user actuser identified by 'actpasswd';
GRANT SELECT on *.* TO actuser;

GRANT RELOAD on *.* TO actuser;

GRANT LOCK TABLES on *.* TO actuser;

GRANT SUPER on *.* TO actuser;

GRANT REPLICATION CLIENT on *.* to actuser;
SHOW GRANTS FOR CURRENT_USER;

Note: If there are multiple MariaDB instances running on a server, then the backup username/
password must be common for all MariaDB instance running on that server.

MariaDB binary logging (log_bin) must be on to take log backup. To configure the binary log
option, shut down the MariaDB server and edit the config file (my.cnf or my.ini). Within the
[mysqld] section of the configuration file, add the log-bin option.

[mysqld]
log bin = /logl/mysql3306/mysql3306-bin.0000

Adding a MariaDB Database Host and Discovering the Database

Before you can protect a MariaDB database, you must add the host and discover the database. This

requires:

1.

2.
3.

Adding the Host on page 4
Discovering the MariaDB Instance from the App Manager on page 6

Finding the Discovered Instances and Databases in the App Manager on page 7




Adding the Host

Add the host to AGM. If the host is already added then edit the host and make sure to set all the
configurations correctly.

1 From the Manage, Hosts list, click +Add Host.

actifio Dashboard  Backup &

Test Data Management «  App Manager »  SLA Architect

Repart Monitor « Y X admin (7]

| Hosts

FILTER BY
Q 2 m x5y &
. O HNAME FRIENDLY PATH APPLIANCE IP TYPE »  OSRELEASE VIRTUAL MACHINE
. O Qwasse VICAS.5C2 s139-C2 covansg 17217139151 vCenter o
O weas5cl VICAS.5C1 D5135-C2 172.17.139.150 vCenter N
O agwe agve CD5135-C2 172.24.1.160 vCenter Microsoflt Windows Se. M

2. On the Add Host page:
Name: Provide the database server name.

IP Address: Provide the database server IP and click the + sign on the right corner.

O O O

Appliances: Select the check box for the appliance.
o0 Host Type: Make sure this is Generic.
3. Click Add at bottom right to add the host.
The Host is added.
4.  Right-click the host and select Edit.
On the Edit Host page: Select the Staging Disk Format:
o For block-based backup with CBT or GPFS: select Block

o Forfile-based backup with Full+incremental file system backup: select Block or NFS

Qcﬂﬂo Dashboard  Backup Test Data Management »  App Manager »  SLA Architect ~ IR0 B Report  Monitor » Y Ladnn & @

db2-autovm2 Edit Host

IP 17216216132
FRIEMDLY PATH dbZ-autowmz
UNIQUE NAME  dbZ-autowmz 1670893 _null
OSRELEASE Red Hat Enterprise Linux Server release 7.5
OSVERSION 3.10.0-862.el7.x86_64

. P Address *
OSTYPE Linux o
STAGING DISK. BLOCK
FORMAT 172.16.216.132 m
Q
E  APPLIANCE P
] skya0s 172720211
O cafsource 17217.206.77

B skyd af_auto 172.17.206.76

c Gene
F Block .
feock __________}

NFS




6. In Application Discovery Credentials, enter the username/password that you set up in
Prerequisites on page 3.

7. Select Save at the bottom of Edit Host page.
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Discovering the MariaDB Instance from the App Manager

To discover the MariaDB instance:

1. From the App Manager, Applications list, select Add Application in the upper right corner.

Qcﬂﬂo ¥ Ba v Test Data Management « SLAArchitect v Manage~  Repart b Y 2 admin 7]
FILTER BY Applications + ADD APPLICATION
Q FERRE 3
o APPLICATION TEMPLATE PROFILE FRIENDLY ... HOST NAME GROUP APPLIANCE % TYPE
FRIENDLY PATH |
SLASTATUS [m} (s} CD5139-C2 File System
O Managed O @ SenjanaConGrp rdsrc ApplicationGroup
O Unmanaged
a [ factfmntllob_2554. soint_1558031764368  Snapshot LocalProfile LinX6.8-vM1 linx6. B-vm1 aw-fs2 SKYB0-226 File System
O @ & floop_deskiop c\ClusterStora, floop_desktop SKYB.0-226 Microsoft Hype...
M M Msilhes Rabshaes ANAGAETAAN LLaEan aa wrLacaa e carnsn e [Ea—

2. On the Add Application page, select MariaDB, then select the MariaDB database host. If you
have many hosts, you can use the search feature or use the filter to see only hosts that are
managed by a specific Actifio Appliance.

QCTIfIO Dashboard Backup & Recover ~

Select the type of application you wish to Add or Protect

Test Data Management App Manager « SLA Architect » Manage ~ Report Manitor ~ Y L oadmin &

Tip: Hover on the icon for more information. To learn how to trigger an on-demand backup For an already protected application click here.

B ek AN ORACLE
MariaDB .

Db2 MariaDB Maonge MySQL Oracle Generic Apps

PostgresQL SAP ASE SAP HANA SAPIQ SAP MaxDB

SQL Server All Apps

3. Select the host and click Next in the bottom right corner. This will run the discovery on the
MariaDB host and will discover all MariaDB instances and databases running on it.

actifio : v Tes . - ject~  Maroge~  Repolt  Monitor Y 2 admin

Generic App (LVM) Onboarding . @) 3 4 m

Select Manage Configure Finish

Select the logical velumes to be protected and provide an application name

MytiewDb2 Host Mame  sybase-gavm1
©5  Linux
t the
O show selected (1)

E LOGICAL VOLUME NAME SOURCE PATH
|

O  syb_homefsyb_home fsyb_home

O syb_datafsyb_data fsvb_data




Finding the Discovered Instances and Databases in the App
Manager

To find the newly-discovered database, go to the App Manager Applications list. All applications known to
the AGM of all types are listed. Use the Type application filter on the left pane to show only MariaDB
database instances. The new MariaDB instances and databases will appear in the list as unmanaged
(the red shield icon).

actifio 1 Back ~  Test Data Management « A B 5L Architect « tv  Report M Y %adun & ©

+ ADD APPLICATION

pe: MarlaDB Database QO A ype: MariaDB Instance

Q 5w &
FRIENDLY PATH (m] APPLICATION ID  TEMPLATE PROFILE FRIENDLY P... HOST NAME APPLIANCE & TYPE APPLIANCE A...
Cots 0 @ WMNR 1782897 maria_2 maria_2 skyd_caf_auto MarlaDB Datab, 1444878
O Managed
[m} a BUGT 1772546 maria-1 maria-1 sky9_caf_auto MarlaDB Datab.. 1417057
0 Unmanaged
0O @ DR3g 1677033 marla_2 maria_2 sky9_caf_auto MariaDB Datab. 1258410
O @ Des 1879781 maria-1 J-maria-1 caf-source MarlaDB Datab. 419465
O @ «GDe3z 1879757 omvault_slt_325... onmval_autoprofi..  jmaria J-maria-1 cal-source MariaDB Datab. 327947
O § «GbBiz 1879755  omvault_sit_325. onval_autoprefi...  jmaria-1 J-maria-1 cal-source MariaDB Dakab. 327945
o @ Fmoz 1682621 maria-1 maria-1 sky9_caf_auko MariaDB Datab. 1262606
O § DR2:z2 1677168 maria_2 maria_2 sky9_caf_auto MariaDB Datab. 1258508
O @ DRz 1664892 Maria_CBT LocalProfile maria-1 maria-1 sky9_caf_auko MariaDB Datab. 1246958
O @ AUTODBZ 1880661 cal-source MariaDB Datab. 211912
O @ LMW 1782855 maria_2 maria_2 skyd_cafl_auto MariaDB Datab. 1444641
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3 Configuring the MariaDB
Backup Method

After the database is prepared and discovered as explained in Chapter 2, Adding a MariaDB Database
Host & Discovering the Database, you can configure a VDP backup method SLA for the database.

The procedures for developing SLAs are detailed in the AGM online help. This chapter provides additional
information of value to the MariaDB DBA.

Protection is set for the entire MariaDB Instance. You can include/exclude specific databases during the
process using a Database Inclusion Rule from the Manage SLA page.

Whichever method you select involves these steps:
Application Details & Settings on page 10
Ensuring that the Backup Capture Method is Set Correctly on page 11
Ensuring that the Disk Preference on the Host is Set Correctly on page 12




Table 1: Application Details & Settings

Setting Block-Based LVM Snapshot  File-Based Backup and Recovery, Block
with CBT on Linux or NFS

Use Staging Disk For applications that are under the size of granularity setting that tend to

Granularity as Minimum periodically grow this new option is useful to avoid frequent costly FULL backups.

Staging Disk Size Because the staging disk is thin provisioned, there is no initial cost to use a staging

disk that is larger than required for immediate use.
The values are 0 for No and the Staging Disk Granularity setting for Yes.

Staging Disk Granularity Maximum size of each staging disk when multiple staging disks are used for an
application. The default value is 1000GB.

Last Staging Disk Minimum Minimum size of the last staging disk created for an application with multiple
Size staging disks. This value is also used for additional disks allocated to
accommodate growth. The default value is 250GB.

Connector Options Use this only under the direction of Actifio Support.
Percentage of Reserve 20% is recommended for LVM Not applicable
Space in Volume Group snapshot temporary space.

Not applicable for protecting
virtual databases.

Backup Capture Method Use volume level backup Use full+incremental filesystem backup

Database Filesystem Not applicable Size of the database dump staging disk in GB.
Staging Disk Size in GB Use the default calculation:
(database size *1.5)+10%.

Disks will grow dynamicallly.

Log Backup Staging Disk By default Actifio calculates this as daily log generation * retention of log backup
Size in GB SLA plus 20% buffer. Default is recommended.

Providing a value will override the default calculation and the log disk will not grow
dynamically. This will become a fixed size

Retention of Production DB | This value is used to purge the log backup from basepath_logbackup destination.
Logs in Days Based on this setting the last data backup id will be selected (CURRENT_TIMESTAMP,
- the # days set) and the log will be purged older than the data backup id. Default
value is 0 days. With default value all logs prior to last data backup will be purged.

Script Timeout The timeout value is applied to internal backup and recovery scripts called by
connector. The default value is recommended.

10



Ensuring that the Backup Capture Method is Set Correctly

Backup capture settings depend upon the backup capture method that you need. It is important to be
certain that you have set the right backup method for your needs:

1. In the App Manager, Applications list, right-click the database and select Manage SLA.

actifio Dashboard  Back v Test

v  Report Maonitor » Y Ladmn & @
© dear all filters Applications
0 SLA Unmanaged 0 Application Type: MariaDB Database 0 Application Type: MariaD8 Instance
| Q B &
FRIENDLY PATH =] APPLICATION ID  TEMPLATE PRO... FRIENDLY PA... HOST NAME APPLL.. TYPE - APPLIA...
SLASTATUS

0 Managed

Manage SLA
& Unmanaged

marla_2 marla_2 sky® caf ...  MariaD8 Instance 1157318

e Acoess b Fmaria_2 Fmaria_2 cafsource  MarlaD@ Instance 566555
Edit Organization Membership
] marla_2 marla_2 sky® caf ...  MariaD8 Instance 1258506

Import OnVault Images

2. At the top ofitﬁe Manage SLA page, select the Details & Settings link:

Report Monitor »

Y Ladmin & ©

TEMPLATE Ml vt eg PROFILE

Database Inclusion Rule () Policies

This opens the details and settings for this database. Check the Backup Capture Method:
o Traditional Backup and Recovery API “file-based” backups: Use full+tincremental backup

o LVM Snapshot with Change Block Tracking: Use volume level backup

Note: System databases on a root partition can be backed up as LVM Snapshots and later mounted as
virtual databases, but they cannot be used in a traditional Restore operation as the root partition

cannot be unmounted. This will need manual restore and recovery from a simple mount back to the
same host.

Application Details & Settings 0se

Settings

USE STACIMNG DISK CRANULARITY AS R
MINIMUM STAGING DISK SIZE

STAGING DISK GRANULARITY (GB)

LAST STAGING DISK MINIMUM SIZE
(cB)
CONNECTOR OPTIONS

PERCENTAGE OF RESERVE SPACE IN
VOLUME GROUP

( BACKUP CAPTURE METHOD ® v v ]

DATABASE FILESYSTEM STACING
DISK SIZEIN GB

20

LOG BACKUP STAGING DISK SIZE IN
GB

3. Click Save at the bottom of the page if you had to change anything.

aciifio 11



Ensuring that the Disk Preference on the Host is Set Correctly
Choose between:
. Staging Disk Format: File-Based Traditional Backup and Recovery in NFS/Block on page 12
. Staging Disk Format: LVM Snapshot with Change Block Tracking on Linux on page 13

Staging Disk Format: File-Based Traditional Backup and Recovery in NFS/Block
To set staging disk format for storage snapshots:

1. From the Manage, Hosts list, right-click the host and select Edit.

Report M . Y Ladmin & ©

actifio > v TestDataManagementw  AppManager~  SLAArchitect v

© clear all filkers + ADD HOST

© Host Type: Genaric
o [ SHOW SELECTED {2) 2 m sy A
NAME ] FRIENDLY PATH APPLIANCE P TYPE OS RELEASE VIRTUAL MACHINE

1272027 £ Red Hat Enterprise Lin...

fmaria_2 J Edit ] 17216.201.214 Red Hat Enterprise Lin...

Generic

J-maria_auto1 [ Edit Organizations burce 172.17.202.7 Generic Red Hat Enterpfise Lin...  No

Jmax_auto1 [} Delete . 17216201191 Generic Red Hat Enterprise Lin...  No

frrmysgl-1 J-mysql-1 caf-source 17217.204.123 Generic Red Hat Enterprise Lin.. Ne
Jrmysql-2 Jmysgl-2 caf-source 17217.205.128 Generic Red Hat Enterprise Lin...  No
maria1 maria-1 sky9_caf_auto 17217.202.7 Generic Red Hat Enterprise Lin.. No

App Manager « SLA S itect « v Report

Edit Host
IP 1721720580
FRIENDLY PATH  J_HANA
Hame * I_HANA
UNIQUE MAME J_HANA_175766_null
OSRELEASE SUSE Linux Enterpitse Server 12 SP4 Friendly Hame LA
OSVERSION. 4.12.14-94.41-defaulr
OSTYPE Linux P Addiess * o
STAGING DISK. BLOCK
FORMAT 172.17.205.80 m

Description

Appliances*
Q
APPLIANCE P
B skyd_caf_auto 1T217.206.76
Host Type Genenic
staging Disk Format Blo
Block

Enable Auto Discovery

3. Then click Save at the bottom of the page.
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Staging Disk Format: LVM Snapshot with Change Block Tracking on Linux

To set staging disk format for storage snapshots:

1. From the Manage, Hosts list, right-click the host and select Edit.

actifio Test Data Management »  App Manager v SLAArchitect IS8 W Report b Y 2 oadmin & ©
© dearall filters Y Hosts

HOST NAME

© Host Type: Genaric
o [ SHOW SELECTED {2) 2 m sy A

NAME ] FRIENDLY PATH APPLIANCE P TYPE OS RELEASE VIRTUAL MACHINE

1272027 £ Red Hat Enterprise Lin...

fmaria_2 172.16.201.214 Generic Red Hat Enterprise Lin...

fmaria_autol 1T217.2027 Generic Red Hat Enterprise Lin, . No
fmax_autol 172.16.201.19 Generic Red Hat Enterprise Lin... No
Fmysql-1 J-mysgl-1 caf-source 1T217.204.123 Generic Red Hat Enterprise Lin, . No

2. Set Staging Disk Format to Block.

actifio e

Edit Host

IP 1721720580
FRIEMDLY PATH J_HANA
UNIQUE NAME  J_HANA_175766_null
OSRELEASE SUSE Linux Enterpirise Server 12 SP4

Name * I_HANA

I_HANA
OSVERSION. 4.12.14-94.41-defaulr
P Address *
OSTYPE Linux o
STAGING DISK BLOCK
FORMAT 172.17.205.80 m
Description
Appliances*
Q
APPLIANCE P
B sky9_caf_auto 1T217.206.76
Host Type Generic

Staging Disk Farmat Block M
[ Bock ]
NFS

Enable Auto Discovery

3. Then click Save at the bottom of the page.

aciifio 13
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4 Protecting a MariaDB Instance
and its Logs

After the SLA is configured as detailed in Chapter 3, Configuring the MariaDB Backup Method, you can
configure a VDP backup method for the database.

This chapter includes:

Protecting a MariaDB Database on page 15
Protecting MariaDB Database Logs on page 17

Protecting a MariaDB Database
To protect the database:

1. From the App Manager, Applications list, right-click the database and select Manage SLA.

actifio Dashbos Back: v Test Data Management »

Manage»  Report Monitor » Y L admin & @

© dlear all filters . Applications — -

© Application Type: Db2 Database @) Application Type: Db2 Instance
a [ SHOW SELECTED (1) m s~ I &
FRIENDLY PATH =] APPLICATION HOSTIP HOST NAME GROUP APPLIANCE TYPE APP TYPE

SLASTATUS
ndmipar3 weekly10c Db2 Instance DB2Instance
O Managed

O Unmanaged

e Manage SLA steentT6db22 weekly10c Db2 Database

Access

ALL | HONE b2 OracleDBNIke weekly10c b2 Instance DB2instance
Edit Organization Membership ) . R R
OHy VM steemt T6db22 weekhy10c Db Database DB2
T
Import OnVault Images.
O System State steentT6dba2 weekhy10c Db2 Database DB2

2. On the Manage SLA page, select a template and a resource profile, then click Apply SLA.

actifio :
& TR © mariadb_3410 | jmaria 2 | jmaria_2

Manage Repart Monitor « Y Ladmn & @

Database Inclusion Rule caf-source none () Policies
RULE Al Databases Snapshot
TOTAL DATABASES. 7 e O

DATABASES INCLUDED T
DATABASES EXCLUDED 0

Dire<t to Onvault 0

INELIGIBLE DATABASES O 6 OnVault Replication ¢
[ Dedup 0
! Dedup DR 0
Onvault o

15



3. On the Apply SLA page, make sure that the backup capture method matches the type of
backup set in Chapter 3, Configuring the MariaDB Backup Method. Click Apply SLA or Save

Changes.

Application Details & Settings o

Settings

CONNECTOR OPTIONS

PERCENTAGE OF RESERVE SPACE IN
VOLUME CROUP

[ BACKUP CAPTURE METHOD ® k ]

ESYSTEM STAGING

LOC BACKUP STAGING DISK SIZE IN
ca

The database will be protected when the snapshot job runs according to the schedule in the
template. After the first successful snapshot job the database appears in the App Manager with
a green shield icon.

4.  You can include or exclude specific databases during backup. From the App Manager,
Applications list, select the MariaDB Instance. You can use the Instance checkbox to filter the list.

Select Manage SLA.
oc"ﬂo ard  Ba - Test Data Management ~  [ECEES . SLAArchibect v Manage~  Repart Manitar « Y 2odvin & ©
© clear all filkers Applications + ADD APPLICATION
O Application Type: Db2 Database @ Application Type: Db2 Instance
a ] SHOW SELECTED (1) m s~ I &
5] APPLICATION HOST IP HOST NAME GROUP APPLIANCE TYPE APP TYPE
o @ s 172.27.58.13 ndmipar3 weekly 1 Db2 Instance DEZinstance
TFAT6.200.254
O Unmanaged =
Y 5 Manage S5LA eentTEdb22 weeklyie DbZ Database DE2
T O @ d2insiiae OracleDBNike weekly10¢c Db2 Instance DB2Instance

5. Under Database Inclusion Rule, click Edit. If you do not see the Database Inclusion settings, you
have a database, not an instance.

actifio e

Manage Membership

Eligible Databases
neLusion ruLE: [IEESEERE o
Inchude All

Database Inclusio

RULE AllDy Q [ SHOW SELECTED (1)
TOTAL DATABASES 1 0 DATABASES -~
- DATABASES %
DATABASES EXCLUDED 0
ELIGIBLE DATABASES 0

Mo Databases Found

6. Select an Inclusion Rule (Include All, Include Selected, or Exclude Selected) and then select the
databases to include or exclude, then click Save.

16



Protecting MariaDB Database Logs
To enable MariaDB database log backup:

1. From the SLA Architect Templates list, right-click the template for MariaDB database protection
and click Edit.

actifio Dashbi App Manager »  SLA Architect -

Report M Y Ladmn & @

Hosts

© dlear all flters

HOST NAME

© Host Type: Genaric
| J-m =] [ SHOW SELECTED {2) 2 m sy A
NAME *  FRIENDLY PATH APPLIANCE IP TYPE 05 RELEASE VIRTUAL MACHINE

272027

jmaria_2 J Edit ] 172.16.201.214

Generic Red Hat Enterprise Lin...
Jmaria_autol [ Edit Organizations burce 172.17.202.7 Generic Red Hat Enterprise Lin...  No

| O  imax_asutol 1T216.201.191 Generic Red Hat Enterprise Lin... Mo

Y Ladmin & @

TEMPLATE*  Maria_CBT ALLOW OVERRIDES ON POLICY SETTINGS?* ® YES () NO Save Template

DESCRIPTION

() Policies

{ A
+] Snapshot (i)

O
SCHEDULING Windowed
FREQUENCY Everyday
% TIMEWINDOW 19:00 to 07.00
REPEATVALUE Once per window

EXPIREAFTER 2 days
L+ POLIEY D) 1513401

[ e/
3. Near the bottom of the Create/Edit Policy page, select Advanced Policy Settings.

actifio ;.. v TestDataM e AppMan B Hanage - b Monitor +

Production To Snapshot

Create/Edit Policy

POLICY NAME* snap
SCHEDULING

() Policies
snapshot (o0 ON THESE DAYS Everviday

snap

NCEPT ®

SCHEDULING Windowed

FREQUENCY Everyday WITHIN THIS WINDOW 19:00 To o7:00
TIMEWINDOW) 19:00 to 0700
REPEATVALUE  Orice per window run once rerwincow (D)

EXPIREAFTER 2 days
POLICYID. 1157397

ReTai For e : oD
SLA COMPLIANCE

Dedup 0 [ 234 %

Mirfoe 0 [ 104

actifio 17



4. Setthe log policy options (you will have to scroll to see them alll):

(o}

o
o
o
o

Enable Truncate/Purge log after backup.

Set Enable Database Log Backup to Yes.

For RPO (Minutes), enter the desired frequency of log backup.

Set Log Backup Retention Period (in Days) for point in time recovery.

Set Replicate Logs (uses StreamSnap Technology) to Yes if you want to enable
StreamSnap replication of log backup to a DR site.

Set Send Logs to OnVault Pool to Yes if you want the database logs to be sent to an
OnVault Pool, enabling for point-in-time recoveries from OnVault on another site.

Set Log Staging Disk Growth Size to a percent value that reflects your anticipated usage.

Policy Settings

TRUNCATE/PURGE LOG AFTER
BACKUP

SKIP DFFLINE APPLICATIONS

MAP STAGING DISK TO ALL ESX
HOSTS IN A CLUSTER

MNODE BACKUP PREFERENCE FOR SQL
AVAILABILITY GROUP

ALLOW MIGRATING FROM OUT-OF-

BAND TO IN-BAND DATA MOVEMENT

FORCE QUT-OF-BAND BACKUP

BACKUP SQL SERVER USER LOGINS

(El-.:ELE DATABASE LOG BACKUP

5. Click Save Changes.

6. From the App Manager, Applications list, right-click the MariaDB Instance and select Manage

SLA.

actifio
© clear all filters

APPLICATION NAME
HOST NAME
TEMPLATE NAME
PROFILE NAME
FRIENDLY PATH

B Dbz In

Ba - Test Data Management App Manager - SLA A - e M Y 2 oadnin & @
Applications <+ ADD APPLICATION
© Application Type: Db2 Database @ Application Type Db2 Instance
a [ SHOW SELECTED (1) m 25~ I X

a APPLICATION HOST IP HOST NAME GROUP APPLIANCE TYPE APP TYPE
O @ oefsh 172275813 ndmlpar3 weekhy10c b2 Instance DBZInstance
5| 11216201253 OracleDBNike weekly10c Db Instance DB2instance
[mi ] Manage 5LA steent76db22 wieekly10c Db2 Database D82
o9 L0 OracleDBNike weeky10c Db2 Instance DB2Instance

Edit Organization Membership
o9 steent76db22 weekty10c Db2 Database DB2

Impert OnVault Images
[m - steent76db22 weekly10c Db2 Database DB2

Manage Expirations
o e ndmipard weekly10e Db2 Database DB2

Delete Application
o @ Kgnore Application ndmipard weekhy10c Db2 Database DB2

At the top of the screen, select Details & Settings.

8.  Set the Retention of Production DB Logs in days. This value is used to purge the logs from the
production destination. Based on this setting the log will be purged older then the # of days
specified. Default value is 0 days. With the default value, all logs prior to last log backups are
purged.

9. Click Save.
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® Restoring, Accessing, or
Recovering a MariaDB
Database

This section describes:

Mount and Refresh from Block-Based Volume Snapshot to a Target MariaDB Instance as a
Virtual Application on page 19

Restoring and Recovering a MariaDB Database on page 21
o Recovering from Volume-Based Snapshot on page 21

o0 Recovering from a Full+iIncremental Backup on page 23

Mount and Refresh from Block-Based Volume Snapshot to a Target
MariaDB Instance as a Virtual Application

To mount the database image as a virtual application (an application aware mount) to a new target:

1. From the App Manager, Applications list, right-click the database and select Access.

Note: You can use the Managed SLA Status filter to show only protected databases.

actifio

© chear all flters

APPLICATION MAME
HOST HAME
TEMPLATE MAME
PROFILE MAME

APPLICATION ID  TEMPLATE PR.. FRIENDLY PATH HOST HAME APPLL., ™  TYPE APPLL..

DB2_test_delete DERZ_test_delete f4ource DbZ Database

617 test_defete  cafsource  Db2 Instance

2. Select a snapshot image and choose Mount.

actifio

T
Thas
MACE

ENFIRES ON
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3.

5.

On the Mount page, from Target, choose the desired target server from the dropdown.
Under Application Options, enable Create New Virtual Application.
At Included Databases, Select Items, choose one or more databases to virtualize:

o Asingle database will be managed as standalone virtual copy

o Multiple databases will be managed as a consistency group

Qcﬂﬂo Dashboard Test Data Management « Bl sLAfschitect»  Manage~  Report  Monitor »
& inst2 | DBZ_test_delete | DBZ_test_delete
Mount
MAME Image_0240779
STATUS  Awailabile DBZ_test_delte ¥
TRANSPORT SAN Based, OutOf Band
Storage
IMAGE SIZE 66.0168 * Application Options
EXPIRESON 20151117 160551
APPLIANCE  CaFSource .:)
RECOVERY 11-1511:35To 1115 1159
RANGE
e Snepl Q [ SHOW SELECTED (1)
CATALOG STATE  Not-Applicable
POOLMAME Act_per_pocid00 E  SELECTITEMS

(e )

o opxn

Click each selected database to specify the target database details for the new virtual copy.
Choose a target point in time for a database protected with log roll-forward.

NAME OF CONSISTENCY GROUP: This option will appear if more than one database is selected.
Provide a unique name to manage the selected databases as a virtual copy.

TARGET MARIADB DATABASE NAME: From drop down select target instance to attach the selected
database as virtual copy.

Manage New Application: To protect the new virtual database, click and enable Manage New
Application. Choose a template and a resource profile to protect the database.

(Optioncul) Under Advanced Options, enter login credentials (usernqme and password) for the
target MySQL Instance that will be created. If you do not specify anything, empty database
credentials will be used. For the directory path, enter the path to the messages directory for the
MySQL Instance on the target server.

(Optional) Snatch Port by Stopping Existing Instance specifies whether to stop the existing
instance and snatch the port if the target port is already in use by an existing instance.

Under Mapping Options:

o Storage Pool: Select a local or external storage pool for the mounted database.

0 Mount Location: Specify a target mount point to mount the new virtual database to.
Click Submit.
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Restoring and Recovering a MariaDB Database

Depending on how you protected the database, you need the procedure for:

Recovering from Volume-Based Snapshot on page 21
Recovering from a Full+incremental Backup on page 23

Recovering from Volume-Based Snapshot

Use this procedure to restore and recover the source MariaDB database. This procedure uses physical
recovery of the source data area.

Note: System databases on a root partition backed up as LVM Snapshots can be mounted as virtual
databases, but they cannot be used in a traditional Restore operation as the root partition cannot be
unmounted. This will need manual restore and recovery from a simple mount back to the same host.

To recover back to the source:

1. From the App Manager, Applications list right-click the protected database and select Access.

Note: You can use the Managed SLA Status filter to show only protected databases.

OCTIfIO L i . Test Data Management «

SLA Architect « Manage « Report Monitor « Y L admin & 0

© dear all filters Applications + ADD APPLICATION
O SLA Managed  © Application Type: Db2 Database @ Application Type: Db2 Instance
a [ SHOW SELECTED (1) m s~ I &
APPLICATION ID  TEMPLATE PR... FRIENDLY PATH HOST NAME APPLL... = TYPE APPLL...
@ D30 1879655 DB2_test_delete DB2_test_delete  caf-source Db Database 240607

1879651 DB2_test_delete DB2_test_delete  caf-source

Manage SLA DB2_test_delete

DB2_test_delete  cal-source Db2 Database

Access

Edit Organization Membership
O HyperV VM
State

Import OnVault Images
Manage Expirations

Manage WorkFflows

B Db2 Database
B Db Instanc Add To Logical Group

0 Mari Mark Sensitive

2. Select a snapshot image and choose Restore.

actifio 3 - ctv  Manage~  Report  Monitor v Y 2adnn & ©
& EEE) © i~t2 | De2_test delete | DB2 test_delete  Detalls & Sett &

Jump to: B 20191115

HAME Image 0240775
STATUS Available

TRAMSPORT SAN Based, Out-0F Band
Storage

IMAGE SIZE 660108

EXPIRESON 2019-11-17 16:05:51

APPLIANCE CafSource
RECOVERY 11-1511:35 To 1115 11:59
RANGE

LABEL Snapl
CATALOG STATE Mot-Applicable
POOLNAME Act_per_poci00

oD
E
f

J=.
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3. On the Restore page choose a point in time for the protected database to recover to.

HAME
STATUS
TRANSPORT

IMAGE SIZE
EXPIRES ON
APFLIANCE

HECOVERY
RANGE

LABEL
CATALOG STATE
PODL NAME

Image_0240779
Availabile

SAN Based, Out-OF Band
Storage

BE0TCE
20191117 16:05:51
CafSource

1115 11:35 To 1115 1159

Snap1
Hot-Applicable

Act_per_pacl00

—=uD

SELECT ITEMS

Manage~  Report

Close

4. Enable Restore With Recovery to apply recovered logs.

5. Click Submit.

Mo

USER TIME

[ SHOW SELECTED (2)

Y L admin

2 0
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Recovering from a Full+iIncremental Backup

Recovering Back to the Source: Use this procedure to restore and recover the source database. This
procedure overwrites the source data.

1. From the App Manager, Applications list, right-click the protected database and select Access.

Note: You can use the Managed SLA Status filter to show only protected databases.

Manage « Repart

Y Ladmin & ©

0 5LA Managed @ Application Type: DbZ Database

0 4p

ype: DbZ Instance

a [ SHOW SELECTED (1) m s~ I &
APPLICATION ID  TEMPLATE PR... FRIENDLY PATH HOST NAME APPLL... = TYPE APPLL...
a D30 1879655 DB2_test_delete DB2_test_delete  caf-source Db Database 240607

1879651  HANA_CEI LocalP...  DB2_test_delete DB2_test_delete

Manage SLA DB2_test_delete caf-source

Db Database

DB2_test_delete 240606
Access

Edit Organization Membership

Import OnVaulk Images

Manage Expirations

Manage WorkFlows

Add To Logical Group

Mark Sensitive

1-3 of 3 applications

actifio Agp anager ~ IS ~  Minage~  Repot  Momtorw Y 2 adnn & ©
& EEE) © i~st2 | Doz test delete | DB2 test_delete  Detalls & Setting

Jump to: [ 20191115

MNAME Image_024077%
STATUS Available

TRANSPORT SAN Based, Out-OF Band
Storage

IMAGE SIZE 660108

EXPIRESON 2019-11-17 16:05:51

APPLIANCE CafSource
RECOVERY 11-1511:35 To 1115 11:59
RANGE

LABEL Snapl
CATALOG STATE  Mot-Applicable
POOLNAME  Act_per_pocl000

Live Clone

OnVault

Mark Sensitive

3. For a database protected with logs, on the Restore page, choose a date and a point in time.
4. Use Select Items to choose one or more databases to restore.

5. Click Submit. This will start the source database physical recovery.
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6 Converting Existing Generic
Applications to the New
Framework

Actifio VDP 10.0.2 introduced a new, more robust framework for database applications running on Linux. In
earlier versions, databases were captured using the generic application framework. In most cases, it is
worth recapturing the database using the new framework.

The new DB Application framework provides these benefits:

No manual intervention needed for discovery, protection and recovery
Application aware - discovers the database as an application

No more need to configure pre and post scripts like with Generic applications.
Automated protection for databases as well as logs under a single application
Automated point in time recovery

App Aware mount capability for LVM shapshot-based protection

To switch from Generic Application protection to the new DB App Framework:

1.

2.

Disable the protection schedule on the Generic Application.

Under AGM Application tab, look for the database instance name as a discovered application.
If it's not discovered, run a discovery on the host as described in Discovering the MariaDB
Instance from the App Manager.

Apply the SLA to the discovered database instance as detailed in Chapter 4, Protecting a
MariaDB Instance and its Logs.

Let the generic app backup images expire on their own schedule while you build your new
repository of backup images using new database allocation framework.
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