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Preface

The information presented in this guide is intended for users who are familiar with basic Actifio processes
as described in Getting Started with Actifio GO and who are qualified to administer SAP ASE databases.

The ActifioNOW Customer Portal

During the configuration and initialization of your Actifio Appliance your Actifio representative provided
you with a user name and password for the ActifioNOW customer portal.

From the customer portal you can obtain detailed reports about your Actifio Appliance as well as search
the portal's knowledge base for answers to specific questions.

To log into the ActifioNOW customer portal:
1 Go to: https:/[/now.actifio.com

2. When prompted, enter the user name and password provided by your Actifio representative.
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1 SAP ASE DBA's Introduction to
Actifio Copy Data
Management

This chapter introduces Actifio concepts and the procedures used to capture and access databases. It
includes:

Actifio Data Virtualization on page 1

Capturing Data on page 3

Replicating Data on page 3

Accessing Data on page 4

SAP ASE Configurations Support on page 5

Actifio Data Virtualization

An Actifio Appliance is a highly scalable copy data management platform that virtualizes application
data to improve the resiliency, agility, and cloud mobility of your business. It works by virtualizing data in
much the same way other technologies have virtualized servers and networks. This enables you to
capture data from production systems, manage it in the most efficient way possible, and use virtual
copies of the data however they are needed.

SAP ASE (formerly Sybase ASE) is a is a family of relational database management systems within SAP
Information Management division that is centered on several relational database management system
offerings. This DBA Guide explains how to protect SAP ASE application consistent database data with
Actifio VDP in a Linux environment.

Actifio VDP uses these SAP ASE backup APIs:

. Linux CBT and LVM snapshot: SAP ASE "quiesce database hold and quiesce database release”
APl with Linux CBT and LVM snapshot

. File-based backups: SAP ASE "dump database’ File-based backups API. This provides the full
and incremental backups of the database in backup format. On recovery, the restore db API will
recover the database by physically overwriting the data area.

. Log backup: During a log backup the "dump transaction” API called to dump logs to an Actifio
log staging disk.
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Capturing Data
Capturing data consists of four simple steps:
1. Add servers that host databases.
2 Discover the databases.
3. Define Actifio Policy Templates and Resource Profiles according to your RPOs and RTOs.

4.  Assign Actifio Policy Templates and Resource Profiles to discovered databases. The jobs will run
on schedule defined in the policy template.

The Actifio Connector

The Actifio Connector is used to capture selected databases. The Actifio Connector is a small-footprint,
lightweight service that can be installed on either virtual or physical servers.

Specifically, the Actifio Connector:
. Uses Linux changed block tracking to capture data at block level in incremental forever fashion.

. Identifies changes to database data for VDP’s incremental forever capture strategy.

Replicating Data

Data can be replicated to a second Actifio Appliance or to the cloud for recovery, disaster recovery, or
test/development purposes.

Data replication has traditionally been an inhibitor to efficient data management in a geographically
distributed environment. VDP replication addresses these issues with a global deduplication and
compression approach that:

. Drives down overall network usage.

. Eliminates the need for a dedicated WAN accelerator/optimizer.

. Does not require storage array vendor licenses as data is sent from one Actifio Appliance to
another.

. Is heterogeneous from any supported array to any supported array: Tier 1to Tier 2 and/or
Vendor A to Vendor B.

. Preserves write-order, even across multiple LUNSs.

. Is fully integrated with Actifio Resiliency Director.

. Encrypts data using the AES-256 encryption standard. Authentication between Actifio
Appliances is performed using 1024-bit certificates.

Replication is controlled by Actifio Policy Template policies:

. Production to Mirror policies have several options to replicate data to a second Actifio
Appliance.
. Dedup Backup to Dedup DR policies use a fixed, Actifio-proprietary replication engine to

replicate data to a second Actifio Appliance. In addition, Dedup Backup to Dedup DR policies
allow you to replicate data to two locations.

. Production to Vault policies use a fixed, Actifio-proprietary replication engine to replicate data
to the cloud.
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Accessing Data

The Actifio Appliance can instantly present a copy of the database rolled forward to a specific point of
time. The roll forward operation is performed from the Actifio Global Manager (AGM). Accessing protected
data is discussed in Chapter 5, Accessing an SAP ASE Instance as a Standard Mount or as a Virtual
Database.

Access options include:
Mounts
LiveClones
Restores
Workflows

Mounts

The VDP mount function provides instant access to data without moving data. Captured copies of
databases can be rolled forward via the Actifio user interface and mounted on any database server.
Application Aware mounts are described in Chapter 5, Accessing an SAP ASE Instance as a Standard
Mount or as a Virtual Database.

LiveClones

The LiveClone is an independent copy of data that can be refreshed when the source data changes. The
advantage of LiveClones is that they are independent copies of data that can be incrementally refreshed
and masked before being made available to users. This allows teams such as development and test to
ensure they are working on the latest set of data without having to manually manage the data and not
access or interfere with the production environment.

Restores

The restore function reverts the production data to a specified point in time. Restore operations actually
move data. Typically restore operations are performed to restore a database to a valid state after a
massive data corruption or storage array failure. The amount of time required to complete a restore
operation depends on the amount of data involved. Restores are described in Chapter 6, Restoring and
Recovering an SAP ASE Instance Back to the Source.

Workflows

While SLAs govern the automated capture of a production database, Workflows automate access to the
captured database.

Workflows are built with captured data. Workflows can present data as either a direct mount or as a
LiveClone:

. Direct mounts (standard or application aware) work well for data that does not need to be
masked prior to being presented. A mounted copy of data can be refreshed manually or on
automatically on a schedule. Direct mounts allow you to instantly access captured data
without actually moving the data.

. A LiveClone is a copy of your production data that can be updated manually or on a scheduled
basis. You can mask sensitive data in a LiveClone prior to making it available to users.

Combining VDP’'s automated data capture and access control with Workflows and their optional data
masking capabilities allows you to create self-provisioning environments. Now, instead of having to wait
for DBAs to update test and development environments, users can provision their own environments
almost instantly.

For example, an Actifio administrator can create an SLA Template Policy that captures data according to
a specified schedule. Optionally, the administrator can mark the captured production data as sensitive
and only accessible by users with the proper access rights.




After access rights have been defined and data has been captured, the administrator can create a
Workflow that:

. Makes the captured data available as a LiveClone or as a direct mount
. Updates the LiveClone or mountable data on a scheduled or on-demand basis
. (Optional) Automatically applies scripts to the LiveClone’s data after each update. This is useful

for masking sensitive data.

Once the Workflow completes, users with proper access can provision their environments with the
LiveClone or mountable data via the AGM.

JOHN JOHN XXX-XK-XXX JOHN XXX-XX-XXX

SALLY SALLY XXX-XX-XXX SALLY XXXN-XX-XXX

MARY MARY XXX-XX-XXX MARY XXX-XX-XXX

m
PROD SNAP LIVECLONE a

PREP MOUNT LIVECLONE LAYER

T taClona with MASKED DATA

Workflow With Masked Social Security Data

Table 1: Actifio Benefits: SAP ASE Platform

Activity Actifio Benefits

Backup Manual and/or scheduled online backups (incrementql forever full snapshots).
Test/Dev Copy Multiple point in time copies and instant Test/Dev refresh.

Accelerate and automate Test/Dev provisioning.

Migration of SAP ASE from a physical to a virtualized environment.

Recovery Recovery of a database to its most recent state.

Recovery of a database to a specific point in time of data backup, or log backup.
Recovery to the original host or an alternate host.

Backup Catalog Actifio Global Manager (AGM)
View

SAP ASE Configurations Support

SAP ASE Primary and Standby protection can be set from Primary or the Standby. Protection is at the
instance level residing on protected LVM. Transaction log protection is from the Primary instance only.
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2 Preparing an SAP ASE Instance
for Protection

This section details the steps involved in preparing an SAP ASE instance for Actifio protection and
management:

Before You Begin on page 7
Adding an SAP ASE Host and Discovering the Instance on page 9

Before You Begin

Before you begin, on the SAP ASE server:

. The Actifio backup and recovery process requires a single ASE database user account with
these privileges.

For backup operation Quiesce Any Database (to quiesce databases for LVM backups)

Dump Any Database (for log backup and dump based backups)

Manage Server Configuration (to enable dump history if required)
Manage Dump Configuration (to execute sp_dump_history)

For restore operation Load Any Database (for log recovery and dump based backup restore)
Online Any Database (to bring database online after LVM or dump restore)
shutdown (in case of LVM based backup restores)

Unmount Any Database

Mount Any Database

. The backup username/password must be configured with host configuration. Create the user
without a password to run the quiesce command on the source with sa_role or with quiesce
privileges.

To create the user, run:

isql -Usa -P<password> -S<SAP ASE_Server_Name>
1>sp_addlogin actuser, '<password>'

2>go

1>grant role sa_role to actuser

2>go




To configure the user login without a password requirement, set the password to null, then run:

1>sp_configure "minimum password length", @

2>go

1>sp_modifylogin actuser, "min passwd length", "@"
2>go

3>exit

isql -Uactuser -P'<password>' -S<server_name>

> sp_password '<password>"', NULL

>go

>sp_configure "minimum password length", 8

>go

Note: If there are multiple SAP ASE instances running on a server, then the backup username/
password must be common for all SAP ASE instance running on that server.

Install the Actifio Connector on the SAP ASE server (see Network Administrator’'s Guide to
Actifio GO.)

To enable transaction log backup, TRUNCATE ON CHKPT FALSE must be set at the database level
for each database of the SAP ASE instance.

For volume level backups:
o the SAP ASE instance must reside under LVM and it must not be the boot volume.

o0 The LVM volume from which the SAP ASE volumes are provisioned should have at least
20% free space.




Adding an SAP ASE Host and Discovering the Instance

Before you can protect an SAP ASE instance, you must add the host and discover the instance. This
requires:

1. Adding the Host to AGM on page 9
2. Discovering the SAP ASE Instance Application from the App Manager on page 11
3. Finding the Discovered SAP ASE Instance in the App Manager on page 1l

Adding the Host to AGM

Add the host from the Manage, Hosts list. If the host is already added, then edit the host and make sure to
set the Staging Disk Format correctly as detailed in Ensuring that the Staging Disk Format is Set Correctly
on page 14.

1. From the AGM Manage, Hosts list, click +Add Host.

Qcﬂﬂo Dashboard  Backup Test Data Management »  App Manager ~  SLA Architect « Report Maonitor » Y L admin e
Hosks
Q 2 om nv &
O MNAME FRIENDLY PATH APPLIANCE P TYPE v OS5 RELEASE VIRTUAL MACHINE
O Qwassae VCAS.5C2 COS139C2 | ene 17217139151 vCenter Mo
O weassel VCAS.SC1T CD5139-C2 172.17.139.150 vCenter No
O agwe agve CD5135-C2 172.24.1.160 vCenter Microsoflt Windows Se. Mo

2. On the Add Host page:

Name: Provide the SAP ASE server name.

IP Address: Provide the SAP ASE server IP and click the + sign on the right corner.
Appliances: Select the check box for the Actifio Appliance.

Host Type: Make sure this is Generic.

O O O O O

Provide Application Discovery Credentials to discover SAP ASE instances.

QC"flo Dashboard Backup & Recover » Test Data Management = App Manager « SLA Architect «

Add Host

©
Q
[0 APPLIANCE 13
O  cafsource 1T2AT.206.77
O  sky9_caf_auto 172.17.206.76
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3.
4.
5.

6.

actifio

Click Add at bottom right to add the host. The Host will be added.
Right-click the host and select Edit.
On the Edit Host page, select the staging disk format:

o Block-based staging disks are the most useful for both backup/recovery and TDM
usage. Actifio changed-block tracking (CBT) is only available on block-based staging
disks, and virtual databases can only be mounted to block-based staging disks.

o NFS staging disks permit only traditional file-based backup with Full+lncremental file
system backup. Select NFS only if Block is not an option in your network.

Select Save at the bottom of Edit Host page.

Dashboard  Back Test Data Management +  AppManager v SLAArchitect ~ [ B Report  Monitor » Y 2 oadmin & ©

Feybase Edit Host

IP 1721620258

FRIEMDLY PATH jsybase-1

UNIQUE NAME  -sybase-1_2292737_null
OSRELEASE Foed Hat Enterprise Linux Server rebease 7.2
OSVERSION 3.10.0-327.el7.x86_64

OSTYPE Linux P Address ¢

STAGING DISK  BLOCK.

FORMAT 172.16.202.58 m

Q
E  APPLIANCE P
0O  sky9_caf_auto 17217.206.76
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Discovering the SAP ASE Instance Application from the App Manager

To discover the SAP ASE instance:

1. From the App Manager, Applications list, select + Add Application in the upper right corner.

actifio D B Test Dt Management «

SLA Architect « Manage « Report Monitor » Y L admin & 0

RLTER BY . Applications

Q m 25~ FY
0 o APPLICATION ID  TEMPLATE PRO. FRIENDLY PA... HOST NAME APPLL.. TYPE ¢  APPLIA...
SLASTATUS O @ »lauted 1972181 Jrmysql-1 Jrmysql-1 cafsource  SystemState 94727
0 Managed O @ » mana2 1588336 maria_? maria_? skyd_caf ... SystemState 1157317

O Unmanaged

2. The Onboarding Wizard opens. Select SAP ASE.

actifio Dashboard |[EEETIESRCRCISMUSINNN Test Data Management~  AppManager~  SLAArchitect~  Manage~  Report  Monitor « Y Lodmin & ©

Select the type of application you wish to Add or Protect

Tip: Hover on the icon for more information. To learn how to trigger an on-demand backup For an already protected application click here.

THM /T mongo

B2 Lok ORACLE ]
MariaDB DB
Db2 MariaDB MongoDB Oracle Generic App:

E7HANA TN BT Max

SAP HANA SAPIQ SAP MaxDB

All Apps

3. Select the host and click Next in the bottom right corner. Discovery may take a while. Then
follow the Onboarding Wizard to completion.

Finding the Discovered SAP ASE Instance in the App Manager

To find the newly-discovered instance, go to the App Manager Applications List. All applications known to
the AGM of all types are listed. Use the Type application filter on left pane to show only SAP ASE instances
and databases.

OC"flO Dashboard  Backup »  Test Data Management « 1 B SLAArchitect»  Manage~  Report B Y %adun & ©
1© dear all filters App[ications
© Application Type: SAP ASE Database @ Application Type: SAP ASE Instance
Q m s+ &
m] APPLICATION ID  TEMPLATE PRO... FRIENDLY PA... HOST NAME APPLL.. TYPE w APPLIA...
o one 1588450  Sybase_Dump_bug LocalPr, Sybase_7 Sybase_7 sky®_caf_ SAP ASE Instance 1159755
O Managed
0o @ imst1 1572585 Joybase-3 Jsybase-3 cafsource  SAPASE Instance 894840
O Unmanasged
— [n] one 1588226  Sybase_LVM LocalPr, sybase-3 sybase-3 sky9_caf_ SAP ASE Instance 1143211
AL [ HONE [m] D82 1588254 sybase-3 sybase-3 skyd caf ... SAPASE Database 1143225

aciifio 11



12



3 Configuring the SLA, Including
the Backup Method

After the instance is prepared and discovered as explained in Chapter 2, Preparing an SAP ASE Instance
for Protection, you must configure the Actifio SLA for the instance, including the backup method.

The procedures for developing SLAs are detailed in the AGM online help. This chapter provides additional
information of value to the ASE DBA.

The backup method is limited by the staging disk format set in Adding an SAP ASE Host and Discovering
the Instance on page ©:

. Block-based staging disks are the most useful for both backup/recovery and TDM usage. Actifio
changed-block tracking (CBT) is only available on block-based staging disks, and virtuall
databases can only be mounted to block-based staging disks. Block-based staging disks can
be used for both volume-level and full+incremental file-based backups.

. NFS staging disks permit only traditional file-based backup with Full+incrementail file system
backup. Select NFS only if Block is hot an option in your network.

You choose between two very different backup methods in the Application Details & Settings:

. Use volume level backup: Use volume level LVM snapshots with CBT on Linux to a block-based
staging disk. This option enables you to create application-aware virtual database copies from
the snapshot images. The production instance/database must be present on the LVM volume.

. Use full+incremental backup: This is the traditional file-based backup and recovery. This “file
dump” method does not support the creation of virtual databases. You can select this for both
Block and NFS staging disks. This method only supports traditional backup a physical recovery.

Note: With one exception, protection is set for the entire SAP ASE Instance. You can include/exclude
specific databases during the process using a Database Inclusion Rule from the Manage SLA pages.
The exception: A virtual database can be protected individually.

Whichever method you select involves these steps:

Ensuring that the Staging Disk Format is Set Correctly on page 14
Configuring the Backup Capture Method and Other SLA Settings on page 15
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Ensuring that the Staging Disk Format is Set Correctly
To check the staging disk format:

1. From Manage, Hosts list, right-click the host and select Edit.

Qcﬂﬂo Dashboard Backugs & Recover Test Data Management v App Manager « SLA Architect « . Report Monitor » Y 2 oadmin & ©

FILTER BY : Hosks

|.:\.. o [ SHOW SELECTED {1) 2 m 1wy &

FRIENDLY PATH APPLIANCE P TYPE OS RELEASE VIRTUAL MACHINE

172.17.205.10

1972173 |sybilie:lls caf-source

172.16.202.58 Generic Red Hat Enterprise ...

CTPIISEEY:  Edit Organizations caf-source 1122113223 Generic Red Hat Enterprise...  No

Delete
| o 1587980 sky9_caf_auto 172.17.205.254 Generic SUSE Linux Enterpri...  No
2111569 sybase_autol sybase_auto? sky505 172.17.205.10 Generic SUSE Linux Enterpri...  No

2. Halfway down the Edit Host page, the Staging Disk Format is either NFS or Block:

o Block-based staging disks are the most useful for both backup/recovery and TDM
usage. Actifio changed-block tracking (CBT) is only available on block-based staging
disks, and virtual databases can only be mounted to block-based staging disks.

o NFS staging disks permit only traditional file-based backup with Full+lncremental file
system backup. Select NFS only if Block is not an option in your network.

actifio " Backup & Recover v aragement « P octv [NUEN oot Monitor e Y 2 adnn & ©

IP 1721720510
FRIEMDLY PATH Sybase 2
UNIQUE NAME  37e31e43-dde5-da54-b5ed-01106e907230_6778
OSRELEASE SUSE Linux Enterprise Server 12 SP2

endly Nam Sy
OSVERSION. 4.4.21-60-default
OSTYPE Linux P Address ¢
STAGING DISK. BLOCK
FORMAT 172.17.205.10 m
Description
ppliance
Q
E  APPLIANCE P
O skyl0ESP 172276358
0O  aregskyd 172.27.34.96
O skyl0spl 172.17.205.90
O sky9os 172.17.202.11
Most Type Generic
[ Bock ]
NFS

3. If the staging disk format is set incorrectly, change it now and click Save before continuing.

14



Configuring the Backup Capture Method and Other SLA Settings

To configure the instance SLA settings:

1. In the App Manager, Applications list, right-click the SAP ASE instance and select Manage SLA.

actifio

Y Ladmin & ©

TestData Manogernert - (EUURRIRNY) sianvchtect +  Managev  Report

|
© clear all filters Applications + ADD APPLICATION
APPLICATION NAME
O Application Type: SAP ASE Database @ Application Type: SAP ASE Instance
a [ SHOW SELECTED (1) m 25~ I X
FRIENDLY PATH =] APPLICATION ID  TEMPLATE PRO... FRIENDLY PA... HOST NAME APPLL.. TYPE w APPLIA...
SLASTATUS -
0O @ one 1588450  Sybase_Dump_bug LocalPr,. Sybase_2 Sybase_2 sky® caf ... SAPASE Instance 1159755
0O Mar
(=]

O Unmanaged

TYPE es ¥, Sybase VM LocalPr.. syhase-1 syhase-1 sky® caf ... SAPASE Instance 1143211

syhase-3 syhase-3 sky® caf ...  SAPASE Database 1143225

syhase-1 syhase-1 sky® caf ... SAPASE Database 1143219

2. Atthe top of the Manage SLA page, select the Details & Settings link:

Report M Y Ladmin & ©

TEMPLATE PROFILE

Database Inclusion Rule () Palicies

RULE Al Databases . snapshat 0
TOTAL DATABASES 7 DirecttoDedup | 0
o =y FReieTen Direct to OnVault o

- This opens the details and settings for this specific instance. Of particular importance is Backup
Capture Method:

o Use volume level backup: Use volume level LVM shapshots with CBT on Linux to a block-
based staging disk. This highly-efficient option enables you to create application-aware
virtual databases from the snapshot images

o Use full+tincremental backup: This is traditional file-based backup and recovery. This “file
dump” method does not support creation of virtual databases. If you are required to use
NFS staging disks, then you must use this backup method. You can select this method for
use with Block staging disks, which also support the better volume-level backup method.

Application Details & Settings

CONNECTOR GPTIONS

PERCENTAGE OF RESERVE SPACE IN
VOLUME GROUP

[ BACKUP CAPTUI

FORCE FULL FILESYSTEM BACKUP

20

DATABASE FILESYSTEM STAGING
DISK SIZE IN GB

LOG BACKUP STAGING DISK SIZE IN
(=]

SCRIPT TIMEOUT

NUMBER OF STRIPES

SYBASE COMPRESSION LEVEL

3. Fill in the details and settings according to the backup method that you need:
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Setting

Table 1: SAP ASE Application Details & Settings

Linux CBT and LVM Snapshot

(Block only)

File-Based Backup & Recovery

Use Staging Disk
Granularity as Minimum
Staging Disk Size

Staging Disk Granularity

Last Staging Disk
Minimum Size

Connector Options

Percentage of Reserve
Space in Volume Group

Backup Capture Method

Force Full Filesystem
Backup

Database Filesystem

Staging Disk Size in GB

Log Backup Staging Disk
Size in GB

Script Timeout

Number of Stripes

Compression Level

Use this for applications that are under the size of the granularity setting and that
tend to periodically grow. This option is useful to avoid frequent costly full backups.
Because the staging disk is thin provisioned, there is no initial cost to use a staging
disk that is larger than required for immediate use. The default values are 0 for No
and the Staging Disk Granularity setting for Yes.

Maximum size of each staging disk when multiple staging disks are used for an
application. The default value is 1000GB.

Minimum size of the last staging disk created for an application with multiple staging
disks. This value is also used for additional disks allocated to accommodate growth.
The default value is 250GB.

Use this only under the direction of Actifio Support.

20% recommended for LVM snapshot
temporary space.

Not applicable

Not applicable for protecting virtual
databases.

Use volume level backup Use full+incremental backup

Not applicable Use for an on-demand backup

Use the calculation:
(instance size *15) +10%
Disks will grow dynamicailly.

Not applicable

By default, VDP calculates this as (daily log generation * retention of log backup SLA)
+20% for a buffer. If you provide a value, then it will override the default calculation
and the log disk will not grow dynamicallly. This will become a fixed size. Use the
default value unless instructed by Actifio Support.

This value is applied to internal backup and recovery scripts called by the Actifio
Connector. Use the default value unless instructed by Actifio Support.

Striping is reading or writing a single dump to multiple files. Increase stripes used by
the backup server to increase I/0. The default value is 4.

Select a compression level (0—9, or 100 or

Not applicable
101, any other value is read as O.)

Note: Only volume-based snapshots can be mounted as virtual databases. Snapshots taken using the
ful+incremental backup method are filesystem based; these cannot be mounted as virtual databases.
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Note: System databases on a root partition can be backed up and later mounted as virtual databases,
but they cannot be used in a traditional Restore operation as the root partition cannot be unmounted.
This will need manual restore and recovery from a simple mount back to the same host.

Note: File-based backup also requires the DB dump schedule be configured. See Setting the Schedule
for Dumps.

Setting the Schedule for Dumps

The dump schedule is set by the Actifio CLI policy parameter dumpschedule. The default value of
dumpschedule="FIlllII";

. The string must be seven characters - eitheran 'F oran’I

. Each position within the string represents a weekday, starting with Sunday.
. F represents a full db dump

. I represents an incremental db dump

For example, “FIlllII" results in:
. Sunday: Full backup
. Monday through Saturday: Incremental backups
. The following Sunday: Full backup again
To check the dump schedule, run this CLI command from the Actifio Appliance:

udsinfo lspolicyoption -filtervalue appid=<appid> | grep dumpschedule
If this does not return any value, then the dumpschedule is set to default.

To modify the dump schedule run this CLI command from the Actifio Appliance:

udstask mkpolicyoption -appid <appid> -name "dumpschedule" -value "FIIIIII"
Replace <appid> with the application id of the SAPHANA application.
Replace "FlllI" as needed.

Example
To run full backup on Saturday and Tuesday, set dumpschedule="IIFIIIF"

For more information, refer to the Actifio CLI Reference.
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4 Protecting an SAP ASE
Instance and its Logs

Protecting an SAP ASE instance includes both:

Protecting an SAP ASE Instance on page 19
Protecting SAP ASE Database Logs on page 21

Note: With one exception, protection is set for the entire SAP ASE Instance. You can include/exclude
specific databases during the process using a Database Inclusion Rule from the Manage SLA page.
The exception is that virtual databases can be protected separately from the instance when created.

Protecting an SAP ASE Instance

To protect the instance:

1. From the App Manager, Applications list, right-click the instance and select Manage SLA. You
can use the Type filter to restrict the list to SAP ASE Instances, and set SLA Status to Unmanaged.

actiflo  vumwond B P I Y 2o & ©

© dear all filters Applications e
© Application Type: SAP ASE Database @ Application Type: SAP ASE Instance
a [ SHOW SELECTED (1) m s~ &
=] APPLICATION 1D TEMPLATE PRO... FRIENDLY PA_.. HOST NAME APPLL.. TYPE ¥ APPLA...
[u] one 1568450  Sybase_Dump_bug LocalPr, Sybase_2 Sybase_2 sky5_caf SAP ASE Instance 1159755
O Managed 2
O Unmanaged
TYPE [m] 6 Sybase LVM sybase-3 sybase-3 SAP ASE Instance 1143211
ALL | NONE o 1588254 sybase-3 sybase-3 sky9_caf ... SAPASE Database 1143225
Edit Organization Membership
O Hyperv VM [m} 1588242 sybase-3 sybase-3 skyS_caf SAP ASE Database 1143219
e Import OnVault Images
O System State ] 1972573 Jsybase-3 Jsybase-3 cal-source SAP ASE Database 894834
Manage Expirations

2. On the Manage SLA page, select a template and a resource profile, then click Apply SLA.

SLA Architect « Manage « Report Monitor » Y L admin & 0

actifio

& TN O < | | 0
[ TEMPLATE [EISEESTSTATY - LI onval_auloprofie_T2401 v Cancel Changes ']

3. On the Apply SLA page, make sure that the backup capture method matches the type of
backup set in Chapter 3, Configuring the SLA, Including the Backup Method. Click Apply SLA or
Save Changes. The instance appears in the Application Manager with a green shield icon.
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Application Details & Settings

CONNECTOR GPTIONS

PERCENTAGE OF RESERVE SPACE IN

20
VOLUME GROUP

BACKUP CAPTURE METHOD

FORCE FULL FILESYSTEM BACKUP

DATABASE FILESYSTEM STAGING

DISK SIZE IN GB

LOG BACKUP STAGING DISK SIZE IN

SCRIPT TIMEOUT

NUMBER OF STRIPES

SYBASE COMPRESSION LEVEL

The instance will be protected when the snapshot job runs according to the schedule in the
template.

4.  You caninclude or exclude specific databases during backup. From the App Manager,
Applications list, select the SAP ASE Instance. You can use the SAP ASE Instance checkbox to filter
the list. Select Manage SLA.

oc"ﬂo ! dE v Test DataManagement - [RCHTRCIRERICINN i 5 Architect ~  Manage«  Report Monitor » Y Ladnn & ©

© dear al filters | Applications

APPLICATION NAME

HOST NAME . te O SLA Unmanaged @ Application Type: MariaDB Database @ Application Type MariaD8 Instance

TEMPLATE NAME a LR 3

PROFILE NAME

FRIEMDLY PATH =] APPLICATION ID TEMPLATE PRO... FRIENDLY PA... HOST NAME APPLL.. TYPE ~ APPUA...
=] E mariadb_*410 1879809 rmaria_2 rmaria_2 cal-source MariaDB Instance 566562
[m - Manage SLA B33 maria_2 maria_2 sky9 caf ...  MariaDBInstance 1157318
o9 Access b795 Jrmaria_2 Jrmaria_2 cal-source MariaDB Instance 566555

Edit Organization Membership

5. Under Database Inclusion Rule, click Edit. If you do not see the Database Inclusion settings, you
have selected a database, not an instance.

actfio et Data B op tanager

e.m- Mebeatm 2 o Eom 4 1 rmesoam e s oaam e

Manage Membership

Q [ SHOW SELECTED {1}

(] DATABASES -

DATABASES -~

Mo Databases Found

6. Select an Inclusion Rule (Include All, Include Selected, or Exclude Selected). Select the databases
to include or exclude, then click Save.
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Protecting SAP ASE Database Logs
To enable and set up the SAP ASE database log backup:

1. From the SLA Architect, Templates list, right-click the template for SAP ASE instance protection.
Click Edit.

ocﬂﬂo &R o Test Data Management = App Manager ~ SLA A . Manage « Report Monitor » Y %adun & ©
© clear all filters

[ SHOW SELECTED 1) 2 m sy A
E HNAME DESCRIPTION *  OVERRIDE MANAGED BY AGM
B
o
[m]

Edit Organizations

Ao

2. Click the arrow beside the Snapshot policy to open up the details, then click Edit Policy.

actifio - atv  Repot  Monkors Y 2o & ©
TEMPLATE*  1Q_LVM ALLOW OVERRIDES ON POLICY SETTINGS?* ® YES NO

DESCRIPTION

() Policies

L+ ]
SCHEDULING. Windowsd

FREQUENCY Everyday
% TIMEWINDOW 19:00 to 07.00
: REPEATVALUE Once per window

EXPIREAFTER 2 days
L+ POLICYID) 1157397

Dedup 0 [ nis

Mirror 0 oD -

3. Near the bottom, select Advanced Policy Settings.
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QC"‘"O Dashboard - Management «  App Manager ~  [ESEORITENITS. Manage « Report Monitor «

Production To Snapshot

Create/Edit Policy

POLICY NAME* snap
() Policies
- Snapshat | oD ON THESE DAYS Everyday
snap
EXCEPT  hever x
SCHEDULING  Windowed
FREQUENCY. Everyday WITHIN THIS WINDOW 19:00 TO 07:00
TIME WINDOW. 15:00 to 07:00
REREAT VALUE  Onice per windaw run once per winoow (D)

EXPIRE AFTER 7 days
POLICYID| 1157397

RETAIN FOR (-] 2 (+]

SLA COMPLIANCE Default

Dedup 0 oD

Mirror 0 ay
4. Set the log policy options (you will have to scroll to see them alll):

o Enable Truncate/Purge log after backup.

o Set Enable Database Log Backup to Yes.

o For RPO (Minutes), enter the desired frequency of log backup.

o SetLog Backup Retention Period (in Days) for point in time recovery.

o SetReplicate Logs (Uses StreamSnap Technology) to Yes if you want to enable

StreamSnap replication of log backup to a DR site.

Set Send Logs to OnVault Pool to Yes if you want the database logs to be sent to an

OnVault Pool, enabling for point-in-time recoveries from OnVault on another site.

o Log Staging Disk Growth Size (in percent): Grow the log staging disk by the specified
percentage as needed. The value must be between 5 and 100 percent.

o Compress Database Log Backup: Set this to Yes if you want the SAP ASE host to perform
compression during log backup.

o

Policy Settings
TRUNCATE/PURGE LOG AFTER
BACKUP

SKIP OFFLINE APPLICATIONS

MAP STAGING DISK TO ALL ESX.
HOSTS IN A CLUSTER

NODE BACKUP PREFERENCE FOR SQL
AVAILABILITY CROUP

ALLOW MIGRATING FROM OUT-OF-
BAND TO IN-BAND DATA MOVEMENT

FORCE OUT-OF-BAND BACKUP

BACKUP SQL SERVER USER LOGINS

ENABLE DATABASE LOG BACKUP

5. Click Save Changes.
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® Accessing an SAP ASE
Instance as a Standard Mount
or as a Virtual Database

There are several ways to access a protected SAP ASE instance:

Mounting an SAP ASE Instance as a Standard Mount on page 23

Mount a Virtual Database from a Block-Based Volume Snapshot Image to the Source or to an
Existing SAP ASE Instance on page 25

Refreshing a Virtual Database Using an Actifio Workflow on page 28

Mounting an SAP ASE Instance as a Standard Mount

This is the procedure for a standard mount. To make a virtual database (application aware mount), see
the procedure in Mount a Virtual Database from a Block-Based Volume Snapshot Image to the Source or
to an Existing SAP ASE Instance on page 25.

To mount the database image as a standard mount:

1. From the App Manager Applications list, right-click the protected database and select Access.

Note: You can use the Managed SLA Status filter to show only protected databases.

Qcﬂﬂo Dashboard  Backu wer»  Test Data Management « A Bl SLAAcchitect~  Manage~  Report  Monitor v Y Ladnn & @

© dear all filters Applications + ADD APPLICATION
(o SLA Managed @ Application Type: SAP ASE Imnnu)
Q LT 3
PROFILE NAME
FRIENDLY PATH a APPLICATION ID  TEMPLATE PROFILE FRIENDLY PATH HOST NAME APPLL.. & TYPE APPLIANCE APP ID

SLASTATUS.

1588726 Svbase_LVM LogalProfile skyd caf ... SAPASEInstance 1143211
H Managed

O Unmanaged

Manage SLA LogalProfile

Sybase_2 Sybase_2 skyd caf_..  SAPASEInstance 1159755

Access
TYPE
Edit Organization Membership

ALL | NONE

Import OnVault Images
O HyperV' VM P —
0 System State
owm

Manage WorkFlows

Add To Logical Group
0 Db2 Database

0O Db T Mark 2

0 MariaDB Database
0 MariaD8 Instance
0O MaxDB

O MySQL Database
1 MySQL Instance 1- 2 of 2 applications " of 1 page ——

[ Oradle o

2. Select a snapshot image and choose Mount.
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actifio

& D © 2 | 062 test deicte

Jump to: [ | 20191115

> o gn

6.

(@)

Test Dt M.

DBZ_test_delete

T

On the Mount page, from Target, choose the desired target SAP ASE server from the dropdown.

SLA Architect « Manage « Report Monitor « Y L admin

NHAMI

Image_0280779

STATUS Availabie
TRANSPORT SAN Based, Out:C
Storage

MAGESZE 660108

2 0

OF-Band

EXPRESON 2015-11-17 16:05:51

APPLIANCE Caf-Source

RECOVERY 11-1511:35To 11-1511:59

RANGE
LABEL Snapl
CATALOG STATE  Not-Applicable
POOLMNAME Act_per_pool000

Under Application Options, disable Create New Virtual Application.

Note: If you do not see the Create New Virtual Application option, then the image is from a file-
based full+incremental snapshot, so a virtual database is not possible.

Under Mapping Options, select a local or external Storage Pool and enter a Mount Location.

£

Image_1160863
STATUS Availabie

TRANSPORT  SAN Based, Out-OF Band
Storage

IMAGE SIZE 16108

EXPIRES OM | 2020-02-02 174529

APPLIANCE Sky9_caf_auto

RECOVERY 0131 17:22 To 01-3117:38
RANGE

CATALOG STATE  Not-Applicable
POOLNAME  Act_per_poci000

TARGET * LABEL

» Application Options

CLUDED DATABASES

SELECT ITEMS

* Mapping Options

STORAGE POOL*

SLAArchitect v Manage~  Repoit M Y 2 admin

Database Options * are mandatory

Q [] SHOW SELECTED (1)

Submit

Click Submit. You can monitor the job progress from the Monitor, Jobs page.

2 0
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Mount a Virtual Database from a Block-Based Volume Snapshot
Image to the Source or to an Existing SAP ASE Instance

This is the procedure to mount a virtual database (an applicaiton-aware mount). To make a standard
mount, see Mounting an SAP ASE Instance as a Standard Mount on page 23. To restore an instance back

over a corrupted version at the source, see Chapter 6, Restoring and Recovering an SAP ASE Instance
Back to the Source.

To mount a virtual database (application aware mount) to an existing target:

1. From the App Manager, Applications list, right-click the protected instance and select Access.
You can use the Managed SLA Status filter to show only protected instances.

actifio i e Te Management v Report  Monitor » Y 2onn & ©

1© dear all filters : App[ications

O Application Type: SAP ASE Database @ Application Type: SAP ASE Instance
Q [ SHOW SELECTED (1) m s~ I &

=] APPLICATION ID  TEMPLATE PROFILE FRIENDLY P... HOST NAME APPLIANCE TYPE w APPLIANCE A...

1SRAASA - LotlProfile Sybas SAPASE Instance 1159755

caf-source SAP ASE Instance 894840

fsybase-3 J-sybase-3

LocalProfile syhase-1 sybase-3 sky9_caf_auto SAP ASE Instance 1143211
Edit Organization Membership
syhase-3 sybase-3 sky9_caf_auto SAP ASE Datab. .. 1143225
Import OnVault Images
syhase-1 sybase-3 sky9_caf_auto SAP ASE Datah,. 1143219
Manage Expirations
Jsybase-3 -sybase-3 caf-source SAPASE Datab... 894834
Manage WorkFlows s bsy
Add To Logical Group Sybase_7 Sybase 2 sky9_caf_auto SAP ASE Datab, . 1160493
Mark Sensitive syhase-3 sybase-3 sky9_caf_auto SAP ASE Datab. .. 1143221
sybmgmitdb 1972591 ayhase-3 J-sybase-3 caf-source SAP ASE Datah,. 294843
| 0O 1§ master 1588470 Sybase_2 Sybase_2 sky9_caf_auto SAPASE Datab... 1160496
O @ sybsystemdh 1972589 sybase-3 J-sybase-3 caf-source SAP ASE Datah,. 294842
O @ master 1972593 fsybase-3 J-sybase-3 caf-source SAP ASE Datzb... 894844 -

of 2 pages w W Manage SLA -

. O App M. . - Manage « Repart Monitor Y Ladmin & @
& EEE) 9 o | svbise? | Sybase 2

Jump bo: BB 2020-01-31

NAME Image_1160863
STATUS Availabie

TRANSPORT SAN Based, Out-OF-Band
Storage

IMACE SIZE 1.6108

EXPRES ON 2020-02.02 17:45:29

APPLIANCE Siy9_caf_auto
RECOVERY 01-3117:22 To 01-3117:38
RANGE

CATALDG STATE  Hot Applicable
POOLNAME  Act_per_pooli00

Onvault

3. On the Mount page, from Target, choose the desired target SAP ASE server from the dropdown.

4. Under Application Options, enable Create New Virtual Application.
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Note: Only volume-based snapshots can be mounted as virtual databases. Snapshots taken
using full+incremental are filesystem based; these cannot be mounted as virtual databases.

SLAArchitect Manage~  Report  Monitor « Y Loadnin & @

MAME Skyl0c_Image 0145974
STATUS Available Choose Host -
TRANSPORT SAN Based, Oue-Of Band
Storage
IMAGE SIZE  31.0008 = Application Options
EXPIRESON . Never
APPLIANCE  Sky-Phase2 (. NEW VIRTUAL APPLICATION a )
CATALOGSTATE Mane Databa dato
POOLNAME | Act_per_pocldl
Q [ SHOW SELECTED (1)
m. SELECT ITEMS
8 pwneth

sybase_dump_remode - Q_-_-o----
L]
.
N

5. At Included Databases, Select Items, choose one or more datalbases to virtualize:

o Asingle database will be managed as standalone virtual copy

o Multiple databases will be managed as a consistency group
6.  Click each selected database to specify the target database details for the new virtual copy.
7. For a database protected with log roll-forward, choose a target point in time.

NAME OF CONSISTENCY GROUP: This option appears if more than one database is selected.
Provide a unique hame to manage the selected databases as a virtual copy.

TARGET SAP ASE INSTANCE NAME: From the drop down, select a target SAP ASE instance to attach
the selected database as a virtual copy.

Manage New Application:
o To protect the new virtual database, click and enable Manage New Application.
o Choose atemplate and a resource profile to protect the database.
8. In Advanced Options:
o Enter the Home Directory of the database (optional).

o Overwrite Existing Database, indicate when to overwrite a database on the target
server that has the same name as the new databose(s) being mounted: Yes, No, or Only if
it's Stale.

9.  The Mapping Options depend upon the target. Both physical hosts and VMs require a Mount
Location; specify a target mount point to mount the new virtual database to. VM targets also
have VM-specific requirements that are detailed in the AGM online help.

10.  Click Submit.

1. Perform Unmount+Delete for the database mount-point.
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actifio

Y Ladmin & @
[ rweunie |

2020-01-31 172644
. Snapshot Image:

@ Q one e | sowe

Jump to: [ 2020-01-31

MAME Image_1160843
STATUS  Awailable
TRANSPORT SAN Based, Out-OFBand
O Storage
IMACE SIZE 1.6108
EXPRES ON 2020-02-02 17:45:29
APPLIANCE ShyS_caf_auto

RECOVERY 01-3117:22 To 01-3117:38
RANGE

CATALDG STATE Not-Applicable
POOLNAME  Act_per_pool000

Cworrent Acthve Mounts (1) Hide:

O T T T e
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Refreshing a Virtual Database Using an Actifio Workflow

You can use a workflow to automate the process of mounting and refreshing an SAP ASE instance's
databases from a snapshot.

1 From the AGM App Manager, right-click the SAP ASE Instance and select Manage Workflows.
2. In the upper right corner of the Workflows: Application Dashboard page, click + Add Workflow.

actifio

Workflows: Application Dashboard

WORKFLOW HAME APPLIANCE TR SCHEDORE TYPE PREVICUS RUN STATUS CURRENT STATUS WEXT B T

3. Specify:
o  Workflow Name: Enter a name for this workflow.
o Workflow Type: Select Direct Mount.
0 Schedule Type: Choose Scheduled or On Demand based on your requirement. For a
scheduled workflow, specify the frequency as well.

Add Workflow : Configure

WORKFLOW NAME *

SCHEDULE TYPE * FREQUENCY *

0 Source Image: Select based on requirements.
o Mount Label: (Optional) Specify a mount label for the mounted image.

0 Hosts: Select the target host or hosts where the virtual SAP ASE Instance databases copy
will be created.

Direct Mount Settings

SOURCE IMAGE Latest from any snapshot policy »
MOUNT LABEL
HOSTS *

ASE [x]

O | HOST P

[0 SybaseASE-vm1 192.168.18.203

[0 SybaseASE-vm2 192.168.18.205
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0 Mount Location: Specify a mount point to mount the data volumes and log volumes of
the target.

o Pre-Script (optional): Specify a prescript name to be run before refresh. Pre scripts are
detailed in Network Administrator’s Guide to Actifio VDP.

o Post-Script (optional): Specify a postscript name to be run at the end of refresh. Post
scripts are detailed in Connecting Hosts to Actifio Appliances.

o Create New Virtual Application: Enable Create New Virtual Application.

Mapping options

MOUNT LOCATION JwiMnt
Script Options

PRE-SCRIPT TIME OUT (SECONDS)

Datzbase Options * are mandatory
o0 Select Items: Select the databases to refresh on target and specify the target doname
from 'Database Options' for each database.
o Target SAP ASE Instance User and Password: Enter credentials for the target ASE instance
o Target SAP Instance Name: If the target instance is visible, select it. Otherwise specify the
target instance name.

Database Options * are mandatory
Q [ SHOW SELECTED (1)

SELECT ITEMS

g an 53 £

o Manage New Application: Enable Manage New Application.
o Template and Profile: Choose a template and a profile to protect the database.

4. Click Add. This will create an on-demand or scheduled workflow to create or refresh the SAP ASE
Instance's databases virtual copy.
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6 Restoring and Recovering an
SAP ASE Instance Back to the
Source

Depending on how you protected the instance, you need the procedure for:

Recovering an SAP ASE Instance from a Volume-Based Snapshot on page 31
Recovering a Single SAP ASE Database from a Volume-Based Snapshot on page 33
Recovering from a Full+incremental Snapshot on page 36

Recovering to a New Target from a Full+incremental Snapshot on page 37

Note: This chapter details how to restore an instance back over a corrupted version at the source. To
access an SAP instance or database as a new virtual database that can be refreshed, see Chapter 5,
Accessing an SAP ASE Instance as a Standard Mount or as a Virtual Database.

Note: If multiple instances share the same volume/filesystem(s), then restoring back to the source is
not supported. To restore such applications, mount the image to the host and use the procedure to
perform single database recovery detailed in Recovering a Single SAP ASE Database from a Volume-
Based Snapshot on page 33.

Recovering an SAP ASE Instance from a Volume-Based Snapshot

Use this procedure to restore and recover the source SAP ASE instance. This procedure uses physical
recovery of the source data area. This procedure requires that the image was captured using volume-
level backup for Backup Capture Method in the application Details & Settings.

Note: System databases on a root partition backed up as LVM snapshots can be mounted as virtual
databases, but they cannot be used in a traditional Restore operation as the root partition cannot be
unmounted. This will need manual restore and recovery from a simple mount back to the same host.

To recover back to the source:

1. From the App Manager, Applications list, right-click the protected instance and select Access.
You can use the Managed SLA Status filter to show only protected instances.

Qcﬂﬂo Dashboard  Backy T v Test Data Management « v SLAArchitect v Manage~  Repart Maonitor v Y Ladmn & @

@ clear all filkers p\pp[ications
APPLICATION NAME
HOST HAME ' © Application Type: SAP ASE Database @ Application Type: SAP ASE Instance
TEMPLATE NAME
PROFILE NAME
FRIENDLY PATH =] APPLICATION ID  TEMPLATE PROFILE FRIENDLY P... HOST NAME APPLIANCE TYPE v APPLIANCEA...
SLA STATUS

Q [ SHOW SELECTED {1} m 25~ I &

SAPASE Instance 1159755

O Managed
O Unmanasged

J-sybase-3 caf-source SAP ASE Instance 894840

TYPE a LocalProfile syhase-1 sybase-3 sky9_caf_auto SAP ASE Instance 1143211

31



2. Select a snapshot image and choose Restore.

actifio Dashibe ac ; est Data Manag M. - B ectv  Manages  Report  Monitor ~ Y Lodnn & ©
& EEE) ) > | o3 test | i3 test [ e |

Jump to; B 2020.02.27

NAME Image_1415322
STATUS Availabie

TRANSPORT SAN Based, Out-OF-Band
Storage
IMACE SIZE 10,0048

EXPRES ON 2020-02-29 115316
APPLIANCE Siy9_caf_auto

RECOVERY 0227 12:51 To 02:2811:12
RANGE

CATALOGSTATE Nome
POOL NAME  Act_per_pool000

Replicate
Manage Expirations

3. On the Restore page choose a point in time for the protected instance to recover to.

Report

actifio
N -

ol

sybase._

Restore

Use

to initizte & restore op

NAME  Image_0180105
STATUS Available ROLL FORWARD TIME HOST TIME USER TIME
TRANSPORT  SAN Based, Out-OF Band
Storage INCLUDED DATABASES

IMAGE SIZE 104 518
EXPIRES OM | 2020-04-10 12:55:43

APPLIANCE Skyl0sp! SELECT ITEMS
RECOVERY  04-09 12:35 To 04-09 1258 °
RANGE

[ SHOW SELECTED (3)

LABEL Snap1
CATALOG STATE  None
POOLNAME  Act_per_poci000

Restore .
restore with Recovery ()

4. Enable Restore With Recovery to apply recovered logs.

Close

5. Click Submit.
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Recovering a Single SAP ASE Database from a Volume-Based
Snapshot
Use this procedure to restore and recover a single database from the source SAP ASE instance. This

procedure uses physical recovery of the source data area. This procedure requires that the image was
captured using volume-level backup for Backup Capture Method in the application Details & Settings.

Note: System databases on a root partition backed up as LVM snapshots can be mounted as virtual
databases, but they cannot be used in a traditional Restore operation as the root partition cannot be
unmounted. This will need manual restore and recovery from a simple mount back to the same host.

To recover a single database from an LVM image of an instance:

1. From App Manager, Applications list, right-click the instance that has the database to be
recovered and select Access.

actifio wd B T —

Manage Repart Monitor « Y Ladmn & @

© clear all filkers + ADD APPLICATION

O App- one Q@ Friendly: sybase_autel @ Application Type: SAP ASE Database @ Application Type: SAP ASE Instance

yhase_autol Q [ sMOW SELECTED (2) m see~ I3 X

APPLICAT... ID  TEMPLATE PROFILE FRIENDLY... HOST NAME APPLIANCE + TYPE PROTECTABLE APPLIANCE ...

2365777 logsmart SAP ASE Insta...

omwal_autopr...  sybase autol sybase_autol sky905 SAPASE Insta...  yes a7

SLASTATUS.
0 Managed Edit Organization Membership
O Unmanaged Import OnVault Images
TYPE Manage Expirations
ALL | HONE Manage WorkFlows
Add To Logical Group
Mark Sensitive

Managev  Report  Monitor « Y Ladmin & @

& (D ) o | svbise o1 | sybase sutol

Jump to:

NAME Image_0180105
STATUS Availabie

TRANSPORT SAN Based, Out-OF-Band
Storage

IMAGE SIZE 104 51C8

EXPRES ON 2020-04-1012:55:43

APPLIANCE Sioy10sp1

RECOVERY 04.06 12:35 To 04-09 1258
RANGE

LABEL Snapl
CATALOGSTATE Nome

POOL NAME  Act_per_pool000

3. In the Application Options, disable Create New Virtual Application. In Mapping Options, provide
the mount-point location. Click Submit.

aciifio 33



a Management « SUAArchitect v Managew  Report  Monitor « Y foadmin & @

& D) ) ¢ | svbeseaiton | sybase_sutol [ rveune |
Mount

HAME Image_0180105
STATUS | Avail sybasa_autol W
TRANSPORT

IMAGE SIZE

EXPIRESON 202

APPLIANCE Sky10sp’

RECOVERY 04-09 12:35 To 04-09 1258
RANGE

= Application Options

LABEL Snap1 Q [] SHOW SELECTED (3)
CATALOG STATE. Mone
POOLNAME Act_pes_pocid0D SELECT ITEMS

* Mapping Options

4.  Check the Monitor, Jobs page to see when the mount job is finished. When the job is finished,
return to the SAP ASE host, and change the directory to [act/custom_apps/sybase/restore.
Run the script act_sybase_lvm_customdb_recovery.sh with the arguments below.

./act_sybase_lvm_customdb_recovery.sh OSUSER=sybase TARGET_SYBASE_SQLD=/home/sybase/
Sybasel6Home/0CS-16_0 TARGET_MNT_PNT=/sngRst TARGET_SERVER_NAME=ASE1l TARGET_DB_USER=sa
STRIPEON=4 TARGET_DBUSER_PASSWD=sybase SRC_DBNAME=CUl LOG_BKP_MNTPT=/sngRst_archivelog
UNTIL_TIME="2019-11-07 20:31:27" BEGIN_TIME="2019-11-07 19:31:27" JOBID="Job_2677627"

Arguments to the Script

OSUSER = SAP Ase OS owner name

TARGET_SYBASE_SQLD = SAP ASE iSQL path on the target recovery host
TARGET_MNT_PNT = SAP ASE Instance image mountpoint name

TARGET_SERVER_NAME = SAP ASE data server name on the target recovery host
TARGET_DB_USER = SAP ASE Instance username on the target recovery host
TARGET_DBUSER_PASSWD = SAP ASE Instance user password on the target recovery host
SRC_DBNAME = SAP ASE Database name to be recovered (Single)

LOG_BKP_MNTPT = SAP ASE Log image mountpoint name

BEGIN_TIME= Backup begin time (Format: "YYYY-MM-DD HH24:MI:SS")

UNTIL_TIME = Point in time to recover the database (Formot: "YYYY-MM-DD HH24:MI:SS")
JOBID = Database mount Job hame

5. Connect to the SAP ASE database and verify the data.

6. In the AGM, access the image again and Unmount+Delete the database mount-point.
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actifio

@ Q one e | sowe

Jump to: [ 2020-01-31

a
O BT T T e I

Y Ladmin &4 @
[ e |

2020-01-31 172644
. Snapshot Image:

MAME Image_1160853
STATUS  Awailable
TRANSPORT SAN Based. Out-OF Band
Storage
IMACE SIZE 1.6108
EXPRES ON 2020-02-02 17:45:29
APPLIANCE Sky%_caf_auto

RECOVERY 01-3117:22 To 01-3117:38
RANGE

CATALDG STATE Not-Applicable
POOLNAME  Act_per_pool000

Carrenk Active Mounts (1) Hide

MAME | Image_1648358

actifio
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Recovering from a Full+incremental Snapshot

Use this procedure to restore and recover the source SAP ASE instance. This procedure overwrites the
source data. This procedure requires that the image was captured using full+incremental backup for
Backup Capture Method in the application Details & Settings.

To recover back to the source, overwriting it:
1. From the App Manager, Applications list, right-click the protected instance and select Access.
You can use the Managed SLA Status filter to show only protected instances.

actifio B (v Test DataManagement - [RNCUURIRINS v Report  Monitor v Y 2 adnn & ©

© dear al filters | Applications

O Application Type: SAP ASE Database @ Application Type: SAP ASE Instance

a [ SHOW SELECTED (1) m s~ I &

APPLICATION ID  TEMPLATE PROFILE FRIENDLY P... HOST NAME APPLIANCE TYPE w APPLIANCE A...

15RRASN  Svhace Dump ...  LealProfile Sybase_2 Sybase 2 sky9_caf_auto SAPASE Instance 1159755

Manage SLA Jayhase-3 J-sybase-3 caf-source SAP ASE Instance 894840
Access
Le<alProfile sybase-3 sybase-3 sky9_caf_auto SAPASE Instance 1143211
Edit Organization Membership
sybase-3 sybase-3 sky9_caf_auto SAPASE Datab... 1143225
Import OnVault Images
sybase-3 sybase-3 sky9_caf_auto SAP ASE Datab.. 1143219
Manage Expirations
sybsystes Ma flows [sybase-3 Jsybase-3 caf-source SAPASE Datab... 894834

O OO O O O 0O Ogagmo

@ aacacaoaa ala

sybsysteppeETe Logical Group Sybase_2 Sybase 2 skyd_caf_auto SAP ASE Dat 1160493
BRI park Sensitive sybase-3 sybase-3 sky9_caf_auto 1143221
sybmgmtd 1972591 Jaybase-3 Jeybase-3 caf-source 894843

2. Select a snapshot image and choose Restore.

Managev  Report  Monitor « Y Ladmin & @

& CET) O <~ | .

Jump to: [ 2020-02.27

i3 test

NHAMI

Image_1415322

STATUS Availabie
TRANSPORT SAN Based, Out-OF-Band

Storage

IMACE SIZE 10,0048

EXPRES ON 2020-02-29 115316

APPLIANCE Siy9_caf_auto

RECOVERY 02-27 12:51 To 02:2811:12
RANGE

CATALOGSTATE Nome
POOL NAME  Act_per_pool000

OnVault

For an instance protected with logs, on the Restore page, choose a date and a point in time.
4.  Use Select Items to choose one or more instances to restore.

Click Submit. This will start the source instance physical recovery using SAP ASE recover
commands.
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Recovering to a New Target from a Full+iIncremental Snapshot

Use this procedure to restore and recover the source SAP ASE instance to a new, existing target server.
This procedure requires that the image was captured using full+incremental backup for Backup Capture
Method in the application Details & Settings.

To restore:

1. From App Manager, Applications list, right-click the instance that has the database to be
recovered and select Access.

SLA Architect « Manage « Report Monitor « Y L admin & 0

actifio

© clear all filkers + ADD APPLICATION

riendly: sybase_sutel @ Application Type: SAP ASE Database @ Application Type: SAP ASE Instance

o [ SHOW SELECTED (2) m s~ II &
ID TEMPLATE PROFILE FRIENDLY... HOST HAME APPLIANCE +  TYPE PROTECTABLE ~ APPLIANCE...

sybase_autol

skyl0spl SAPASE Insta...  yes 131980

skyS05 SAPASE Insta...  yes 817

sybase_autol sybase_autol

App M. . = Repart Monitor Y Ladmin & @
& EEE) ) e | sbase_avtol | sybase_autol & Sett [ e |

Jump to:

NAME Image_0180105
STATUS Availabie

TRANSPORT SAN Based, Out-OF-Band
Storage

IMAGE SIZE 104 51C8

EXPRES ON 2020-04-1012:55:43

APPLIANCE Sioy10sp1

RECOVERY 04.06 12:35 To 04-09 1258
RANGE

LABEL Snapl
CATALOGSTATE Nome
POOL NAME  Act_per_pool000

Provide a mount point under mount location. For example: /dmpRstNew

4. DB backup will be mounted under [dmpRstNew and log backup will be mounted under /
dmpRstNew_archivelog

5. JobID of the mount can be get form /var/act/log/UDSAgentlog. Run the below command, which
will output some lines where we can see the jobid.
grep "mount -t " /var/act/log/UDSAgent.log | grep -w "<mountPoint provided in step2>"|tail -1
For example:

# grep "mount -t " /var/act/log/UDSAgent.log | grep -w "/dmpRstNew" |[tail -1
2019-11-18 23:59:19.740 GEN-INFO [22488] Job_0404207 Spawning cmd: mount -t ext4 /dev/
act403764_DBDump_1574101677612/act_staging_vol /dmpRstNew 2>&1

6.  BEGIN_TIME of the snapshot image can be found from /var/act/log/UDSAgent.log. Run:

grep <JobID> /var/act/log/UDSAgent.log | grep BEGIN_TIME |head -1
For example:
# grep Job_0404207 /var/act/log/UDSAgent.log | grep BEGIN_TIME |head -1
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2019-12-06 18:10:59.868 GEN-INFO [6752] Job_0654683
UnixCustomApplication: :setAppSpecificProperty - Setting app specific property BEGIN_TIME ==>
2019-12-06 16:55:39

7. LOG_BKP_MNTPT will be equals to <mountPoint provided in Step2>_archivelog. Refer Step3.

8.  Login to the SAP ASE server as root. On the server, change the directory to [act/custom_apps/
sybase/dump

#cd /act/custom_apps/sybase/dump

9. Run the script from the command line (as root) ACT_SYBASE_dumprestore_newTarget.sh on
target with arguments

#/act/custom_apps/sybase/dump/ACT_SYBASE_dumprestore_newTarget.sh SYBOSUSER=sybase
SRC_SYBASE_SQLD=/home/sybase/Sybasel6Home/0CS-16_0 TARGET_DB_USER=sa
TARGET_DBUSER_PASSWD=sybase ACT_NAME=ASE1 TARGET_MNT_PNT=/dmpRstNew SRC_DBNAME=CU1l
UNTIL_TIME="2019-10-22 22:13:40" BEGIN_TIME="2019-10-22 19:07:00" LOG_BKP_MNTPT=/
dmpRstNew_archivelog SRC_PAGE_SIZE=2048

Arguments to the script
SYBOSUSER = <Target ASE OS user>
SRC_SYBASE_SQLD = <Target ASE OCS location ($SYBASE/$SYBASE_OCS)>
TARGET_DB_USER = <Target ASE instance username>
TARGET_DBUSER_PASSWD = <Target ASE instance password>
ACT_NAME = <Target ASE server name>
TARGET_MNT_PNT = <Mount point specified during mount>
SRC_DBNAME = <Comma separated db list to restore>
BEGIN_TIME = <Dump backup begin time (Format: YYYY-MM-DD HH24:MI:SS)>
UNTIL_TIME = <Recovery time (Format: YYYY-MM-DD HH24:MI:SS)>
LOG_BKP_MNTPT = <Logbackup mount point name>
SRC_PAGE_SIZE = <Source database page_size>

10. Connect to the SAP ASE instance and confirm that the databases are recovered and online.

#isql -U<username> -P<password> -S<ASE server name>
sp_helpdb
go

1. Unmount the mounted dump snapshot image.

Qcﬂﬂo Dashboard  Backup & Recover »  Test Data Management « Bl SLAfschitect»  Manage~  Report  Monitor Y Ladmin & @

Jump to: 8 2020-01-31

IMAGE SIZE 1

EXPRES ON 20

APPLIANCE S

RECOVERY 013
RANGE

CATALOGSTATE Hona

POOLMAME A

Carrank Acthve Mounts (1

ek | - 4 MAME) image_1648358
u Dedup Remote Dedup -
| MOUNTED Sybase

HOST

IMAGE §)

- unmount & Delete
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7 Migrating an SAP ASE Instance
for Instant Access or Recovery

A Mount and Migrate operation allows you to restore a database with near-zero downtime by first
mounting it locally, and then migrating it to the original location or to a new location. Users have normal
access to the database while it is mounted, and the migration step is very fast.

Once you have protected an SAP ASE database, you can mount it and migrate it:

Mount and Migrate Back to the Source Instance on page 39
Mount and Migrate to a New Instance on page 41

Note: Before running the migration, run the query sp_helpdevice and find device_names that are stale
entries or have their physical_name pointing to the migrating mount points, and drop them using
command sp_dropdevice device_name.

Mount and Migrate Back to the Source Instance

To mount a database from an image and migrate the mounted image back to the source:

1. Unmount the source databases, if you want to replace them with databases with the same
name.
unmount database <DBNAME> to ‘<ManifestFile>'’
Example
1> unmount database CUl1l to '/tmp/CUl.mf'
2> go

2. Login to AGM, select the application and mount a virtual database to the source as detailed in
Mount a Virtual Database from a Block-Based Volume Snapshot Image to the Source or to an
Existing SAP ASE Instance on page 25.

Note: Enable both Create New Virtual Application, and Manage New Application.

3. From the App Manager, Applications list, right-click the new protected instance and select
Access. You can use the Managed SLA Status filter to show only protected instances.

4, Once the mount job is completed, run this script with parameters in Arguments to the Script.

/act/custom_apps/sybase/lvm_migrate/ACT_SYBASE_lvm_migrate_newTarget.sh
DATAVOL_DISK_MAPPING=<DATAVOL_DISK_MAPPING> TARGET_SERVER_NAME=<TARGET_SERVER_NAME>
TARGET_DB_USER=<TARGET_DB_USER> TARGET_DBUSER_PASSWD=<TARGET_DBUSER_PASSWD>
TARGET_DBNAME_LIST=<TARGET_DBNAME_LIST> JOBID=<JOBID>
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Arguments to the Script

DATAVOL_DISK_MAPPING = Comma separated list of <Actifio_mount_point><equivalent target
host lIvm device name>

TARGET_SERVER_NAME = Target ASE server name
TARGET_DB_USER = Target instance db username
TARGET_DBUSER_PASSWD = Target instance password

TARGET_DBNAME_LIST = Comma separated list of <source_db_name><Target_db_name> /
/Can be found in /var/act/log/customapp-sybaseinstance.log

JOBID = Actifio mount job id

Note: Target lvm devices should be empty.

Example

/act/custom_apps/sybase/lvm_migrate/ACT_SYBASE_lvm_migrate_newTarget.sh DATAVOL_DISK_MAPPING=/
mntNT/log/CUl:/dev/mapper/vg2-1v2,/mntNT/data/CUl:/dev/mapper/vg2-1vl TARGET_SERVER_NAME=ASE1l
TARGET_DB_USER=sa TARGET_DBUSER_PASSWD=sybase TARGET DBNAME_LIST=CU1:SU2 JOBID=Job_12345

5. Once the above script has completed successfully, go to AGM and perform Unmount+Delete.

Qcﬂﬂo Dashboard i o v Test Data Management « M, - SLA Architect « Manage « Repart Monitor Y 2admin & ©

Jump to: B 20200131

a
o T T

NAME Image_1160863
STATUS Availabie

TRANSPORT SAN Based, Out-OF-Band
Storage

IMAGE SZE 16108
EXPRES ON 2020-02:02 17:4529
APPLIANCE Siy9_caf_auto
RECOVERY 01-3117:22 To 01-3117:38
RANGE

CATALDG STATE  Mot-Applicable
POOL NAME  Act_per_pool000

Carrank Acthve Mounts (1)

Onvault MAME| image_1548358
MOUNTED Sybase_2

HOST
Lah=d Unmount
EREAL unmount & Delete |
Adtions | -

- — — ———
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Mount and Migrate to a New Instance

To mount a database image as a virtual database and the migrate it to a new target:

1.

2.

Login to AGM, select the application and perform the AppAware mount as detailed in Mount a
Virtual Database from a Block-Based Volume Snapshot Image to the Source or to an Existing
SAP ASE Instance on page 25.

Note: Enable both Create New Virtual Application, and Manage New Application.

Once the mount is completed, run this script with parameters in Arguments to the Script.

/act/custom_apps/sybase/lvm_migrate/ACT_SYBASE_lvm_migrate_newTarget.sh
DATAVOL_DISK_MAPPING=<DATAVOL_DISK_MAPPING> TARGET_SERVER_NAME=<TARGET_SERVER_NAME>
TARGET_DB_USER=<TARGET_DB_USER> TARGET_DBUSER_PASSWD=<TARGET_DBUSER_PASSWD>
TARGET_DBNAME_LIST=<TARGET_DBNAME_LIST> JOBID=<JOBID>

Arguments to the Script

DATAVOL_DISK_MAPPING = Comma separated list of<Actifio_mount_point><equivalent target
host lvm device name>

TARGET_SERVER_NAME = Target ASE server name
TARGET_DB_USER = Target instance db username
TARGET_DBUSER_PASSWD = Target instance password

TARGET_DBNAME_LIST = Comma separated list of <source_db_name><Target_db_name>
//Can be found in /var/act/log/customapp-sybaseinstance.log

JOBID = Actifio mount job id

Note: Target lvm devices should be empty.

Example

/act/custom_apps/sybase/lvm_migrate/ACT_SYBASE_lvm_migrate_newTarget.sh DATAVOL_DISK_MAPPING=/
mntNT/log/CUl: /dev/mapper/vg2-1v2,/mntNT/data/CUl: /dev/mapper/vg2-1vl TARGET_SERVER_NAME=ASE1l
TARGET_DB_USER=sa TARGET_DBUSER_PASSWD=sybase TARGET_DBNAME_LIST=CU1:SU2 JOBID=Job_12345

Once the above script completed successfully, go to AGM, perform Unmount+Delete.

Qcﬂﬂo Dashboard  Backup & Recover »  Test Data Management « A Bl SLAfschitect»  Manage~  Report  Monitor Y 2admin & ©
Jump to: [ 2020-01-31
MAME Image_1160863
STATUS Available
TRANSPORT SAN Based, Out-OF Band
0 Storage

WMAGESIZE 16108
EXPRESON 2020-02-02 17:45:29

APPLIANCE Sis%_caf_auto
RECOVERY' 01-31 17:22 To 0131 1738
RANGE
CATALOG STATE  Mot-Applicable
POOLNAME  Act_per_poold00

Corrent Active Mounts (1)
age_1648398
T oo -
MOUNTED Sybase_2
HOST
[Ate3" unmount
PRI Unnount & Delete
Actions -
== = = o

aciifio
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