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1 Requirements for Installing an
Actifio Sky Appliance on
VMware

The following sections provide the requirements for installing an Actifio Sky Appliance on a VMware

server:
. vSphere Server Requirements on page 1
. Actifio Sky Appliance Memory Requirements on page 3

. Actifio Sky Appliance Storage Requirements on page 4

. Actifio Sky Appliance Networking Requirements on page 5

vSphere Server Requirements
An Actifio Sky Appliance must be installed on a vSphere server configured specifically for a Sky Appliance.

Ensure the vSphere host has sufficient memory and CPUs/Cores reserved to accommodate your Actifio
Sky model. See Actifio Sky Appliance Memory Requirements on page 3 for details.

Do not share the Actifio Sky Appliance’s resources with other VMs. See the A VMware vCenter
Administrator's Guide to Actifio GO section on Permissions.

Sky Appliances on Licensed/Unlicensed vSphere Host

If an appliance is installed on an unlicensed (free) vSphere host, the Policy Templates for that Sky
Appliance CANNOT capture other VMs and applications installed on that vSphere host.

If an appliance is installed on an unlicensed (free) vSphere host, the Policy Templates for that Sky
Appliance CAN capture and access VMs and applications on licensed vSphere hosts and applications on
physical servers.

If an appliance is installed on a licensed vSphere host, the Policy Templates for that Sky Appliance CAN
capture VMs and applications on the vSphere host on which the Sky Appliance is installed. Policy
Templates for that Sky Appliance can also capture VMs and applications on other licensed vSphere hosts
and applications on physical servers.
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vSphere Host Power Management Off

Power management can interfere with the operation of a Sky Appliance. Ensure that power management
for the ESX host is set to High Performance.

(=) High performance
Do notuse any power management features

(0 Balanced

Reduce energy consumption with minimal performance compromise
(0 Low power

Reduce energy consumption at the risk of lower performance
() Custom

User-defined power management policy

vSphere NTP

Do not use VMware Tools periodic time synchronization for the Sky Appliance’s VM. Use NTP instead.

Specify how the date and time on this host should be set.

Q Manually configure the date and time on this host

ise Network Time Protocol (Enable NTFP client)
| start \ Stop Restart

The NTP Service settings are updated when you click Start, Restart, or Stop.
NTP Service Statup Poilcy: | Stari and stop manually | = |
User starts and stops the service manually
192.168.225.7

Separate servers with commas, e.g. 10.31.21.2, fe00::2800
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Actifio Sky Appliance Memory Requirements

This table allows you to compare the requirements and capabilities of Sky models.

Requirement

CPUs required.” 4 6 8
CPUs required for encryption at rest. 6 8 10
Minimum Reserved Memory 16GiB 32GiB 48GiB
Minimum Disk Space for Primary Pool 200GiB

Minimum Disk Space for Snapshot Pool 10GiB

Required Disk Space for Dedup Pool 100GiB

Maximum VDisks 10,000

a. Minimum 2 GHz per CPU. The CPUs must be reserved and the balloon driver must be turned
off. Any paging or swapping will cause significant performance impact and in some cases
result in the appliance deadlocking.

b. See Actifio Sky Appliance Storage Requirements on page 4. Must be Thick Provision Eager
Zeroed.
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Actifio Sky Appliance Storage Requirements

The Sky Appliance uses three storage pools: Primary Pool, Shapshot Pool, and the Dedup Pool. Each pool
MUST:

. Reside on a separate RAID-6 array that supports at least 100 IOPS per disk.
. Use 7200 RPM disks, 10,000 RPM disks are preferred.

. Have a performance profile of 35 random reads per second per TB with 64KB read size or 10
random writes per second per TB with 64 KB write size.

Note: Run the IOPerf tool prior to Sky Appliance installation to ensure adequate performance.
ActifioNOW contains documentation on how to run IOP.

. Use Thick Provision Eager Zero disks.

Note: Using thin provisioned disks can result in data loss.

To size a Sky Appliance, you must consider the amount of data to be captured, its type, change rate,
growth, and how long it will be retained. These variables and others are considered in the VDP solution
sizing tool.

The sizing tool will recommend how to allocate space for at least three Thick Provisioned Eager Zero
disks:

. Primary Pool: One 200 GiB disk used by the Actifio Sky Appliance.

. Snapshot Pool: Accommodates the full copies (snapshots) to be retained, plus enough space
for future growth. A minimum of 10 GiB is required. You can add additional disks in vSphere to
accommodate growth. The Snapshot Pool requires its own SCSI controller set to VMware
Paravirtual. See Adding SCSI Controllers on page 16 for details.

. Dedup Pool: A minimum of 100 GiB is required. You can add additional disks in vSphere to
accommodate growth.

Note: Do not resize disks for Snapshot Pools. If additional storage is needed, add disks.

When creating disks, ensure that the Mode is set to Independent and Persistent.
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Actifio Sky Appliance Networking Requirements

Sky Appliances require the following network settings:

Static IPs: You must provide static IPs for all NICs on Sky Appliances.

VMXNET3: Sky Appliance models 30, 50,120, and 200 must use the VMXNET3 Ethernet adapter.
These adapters enable 10GB performance.

Adding NICs: By default, the Sky Appliance comes with a single NIC. To add additional NICs, see
Adding and Configuring Additional Network Interfaces on page 25.

Actifio Sky Network Protocol support

Actifio Sky supports storage presentation (as part of backup/recovery and mount operations) over iSCSI
or NFS. The configuration requirements for each of these protocols is detailed below

NFS: As long as you have a network connection from both the Sky Appliance and the vSphere
host that the VM resides on, all backups and mounts using NFS will proceed hormally. You can
use NFS over your network without configuring iSCSI.

iSCSI: The Sky Appliance uses iSCSI to mount data. Ensure that iSCSI is turned on for the Sky
Appliance’s vSphere host, and for the servers that host the data the Sky Appliance will capture
and manage.

When capturing an entire vSphere VM, iSCSI does not need to be configured on the vSphere
host that hosts the VM to be captured. Once the VM has been captured, to present the VM to
another vSphere host, including the vSphere host from which it was captured, the vSphere host
must have iSCSI configured.

When capturing individual applications on a VM, rather than capturing the entire VM, iSCSI must
be configured on the VM'’s vSphere host.

The Snapshot pool and the Dedup pool must each have their own SCSI controller set to VMware
Paravirtual.
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2 Actifio Appliance VMware
VSAN Requirements

If the Actifio Sky Appliance will use VMware’s vSAN storage, then you must consider the VMware vSAN
storage policy used when you deploy the Sky Appliance OVA. The best practice is to use the vSAN Default
Storage Policy.

VMware provides detailed step-by-step instructions on how to create and modify VMware vSAN storage

polices.

1.

2

From a vSAN data center’s top bar drop down menu, select Policies and Profiles:

vmware* vSphere Web Client

f3} Home Ciri+Alt+1

I Hosts and Clusters Cirl=All+2
) | @ VMs and Templates Cirl+Alt+3
=] a B Storage Ciri+Alt+4

» [l VSAN Datacenter

[ Content Libraries Clrl-Al+6

=4 Global Inventory Lists Cirl+Alt+7
Policies and Profiles

& Update Manager

&, Administration

[] Tasks

[ Events

,\'} Tags & Custom Attributes

@, New Search

H sav

BT

ge
ftual

VCente
nttool:
and vi
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3erver
3phere
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From VM Storage Policies, either create a new policy or select and edit an existing policy:

Navigator

4 Back

58 VM Siorage Policies ]

EE Actifio Appliance Storage Policy

ES vM Encryption Policy
ES} vSAN Default Storage Policy
EE Wol No Requirements Policy

Egt VM Storage Policies

VM Storage Policies | Storage Policy Componenis

[ Create W Storage Folicy... | @ Check Complian... | {g§ Actions

Name Descripion
E‘g VVol No Reguirements Policy Allow the datastore to determine ...
@ VM Encryption Policy Sample storage policy for VMwar...

% vSAN Default Storage Policy Storage policy used as default fo.
E‘g Actifio Appliance Storage Pol..

(-] vsanvcsa sqa.actifio.com
[ vsanvcsa.sqa.actifio.com
[ vsanvcsa.sqa.actifio.com

[ vsanvcsa.sqa.actifio.com
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3. The VvSAN policy sets the rules for fault tolerance (Primary level of failures to tolerate). You must
consider how the fault tolerance settings will impact storage.

A policy with a Primary level of failures to tolerate set to 1 or more will allow the Sky Appliance
fault tolerant operations across the ESX cluster. Setting the value of Primary level of failures to

tolerate to a value of “n” will increase the storage requwements n” times. For example, if a policy
has 100 GB of storage and a level of 1, then it will require 200 GB of storage.

From the policy editor, set Primary level of failures to tolerate to the required level. Pay attention
to how your setting impacts storage.

Name and descripson Rudeaetl
Select a storage hee 1o place e WM and add rules for data s enices provided US‘ datastores. The rule-sel will be lellq when W

=T :: cccoc o caissiores fom the selacis slorage fpe. Adding tags to he

Storage compatbilisy

« Placement Storage Consumplion Modl

Sterage Type = A Al S5k 524 100 GB

Frienary kevel of taikares 1o todersie @) (

Number of sk siripes per ablect @ [T d Eliage space

0008

— Reserved fash 5pace
Force provisiening [ mo v @ 0008

Obiect space teservation (w) @ [0 | @

Flash read cache fesesvaton (%) @ (00000 |

| =nan e -

4.  Make other settings as needed.

5. Click OK and the policy is complete.
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3 Deploying the Actifio Sky
Appliance OVA

This chapter provides instructions for deploying and configuring the Sky Appliance Open Virtual
Appliance (OVA) using the best practices detailed in Chapter 1, Requirements for Installing an Actifio Sky
Appliance on VMware.

Deploying the Sky Appliance OVA on page 10

Configuring CPUs and Memory on page 12

Adding SCSI Controllers on page 16

Adding Disks on page 17

Adding Network Interfaces on page 18

Turning the Balloon Driver Off on page 19

Note: At this point the VM must be powered down. Later on, you will power on the VM.

Downloading the OVA

Before you can install a Sky appliance, you must download the OVA file from the portal. To download the
OVA, open the dashboard and click Download Sky OVA.

actifiog2 byl e

Looking to backup werklcads runneng in GCP? Flease check aut Google Cloud’s
Using Actifin GO for on-premises warkloads

Actdlio GO requires & dedicated management serdes (o an-premoss workloads. Google managed AGK does not support managing
Backups af on-prémises workdaads

OvA files can be downloaded wsing the link below,

Fiease rofer ta the doplayment guice to understand the next sleps that need ta be taken after downdaading OVA files
in case you encounter any issees while downloading OVA files, please send an email ta Reguest you to please
nclude your ActifiaGO user name and your campany name in the email
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Deploying the Sky Appliance OVA

Once you have obtained a copy of the Sky Appliance OVA:

From the vSphere web client, select the host for the Sky Appliance VM.

From the vSphere web client’'s Actions drop-down menu, select Deploy OVF Template.

vmware* vSphere Web Client  #= U | Adminishalor@VSPHERELOCAL ~ | Help ~
Navigator X Rar2argse | B B [ [1) B | hactions ~ =Y | | # Work In Progress
4 Back ‘ s ‘ su M. C Pe v. & [ Actions - 172.17.75 6 4-EditS.
e e - New Virtual Machine r
_I ﬁ 'El a8 Q‘ " New vApp »
- QE“‘E’GE sga.actifio.com Whatis a Host? |8 New Resource Pool I
w [lg Arun Ahostis a computer that uses virtualizationer
; OVF Te e
> R SoMars, sush a8 ESx and 530 1o uf v A
Al 172 16,1111 machines. Hosts provide the CPU and Connectinn 9
v B X memory resources that virtual machines uf . I
» B172.16.121.30 and give virlual machines access lostorag  Maintenance Mode 4
» Eﬂz 16.121.32 and network connectivity. Power ¥
» E&172 16.121.40 Certificates ¥
b R 17217758 |
storzas »

Browse to the OVA file.
Complete the deployment like any other OVF template including:

o Enter a name for the Sky Appliance.

o Select the cluster/host to store the Sky Appliance.

## Deploy OVF Template

v 1 Selecttemplate Selectaunang
Select location fo store the files for the deployed template
™ + 2 Selectname and location
&n ~ 3 Selectaresource Selectvirtual disk format: | Thick provision eager zeroed A
Vo heneneals I storage policy: | VBAN Default Storage Policy )
ZISHCE Shvale D Show datastores from Storage DRS clusters [i ]
6 Selectnetworks S—
| Filter |

7 Customize emplate ——
| Datastores | Datastore Clusters

8 Readyto complete
® B (q Filter -
Name 1a|Status VM storage policy Capacity Free
(=) B vsanDatastore .0 Normal VM Encryption P.. 1455 TB 974 TB
k) 3t C
M 1 Objects [ Copy~

When selecting storage: Select Thick provisioned eager zero and ensure that the storage

selected has enough room to accommodate the 130 GB OS Volume.

If the Sky Appliance uses VMware vSAN (recommended), then select the VSAN policy created for
the appliance’s fault tolerance requirements. See Actifio Appliance VMware vSAN Requirements

on page 7 for details.

Select the network for the management interface. For appliances that require multiple

networks, you will add those networks after the Sky Appliance is completely installed.

For network settings, enter a static IP, Gateway, DNS, and Netmask. DO NOT use DHCP.

Click Next and review your settings:

10

actifio



10.

¥ Deploy OVF Template

1 Selecttemplate Readyto complete

Review configuration data.

2 Selectname and location

3 Selecta resource e

4 Review defails Source VM name
5 Selectstorage Download size
6 Selectnetworks Size on disk

7 Customize emplate Folder
v Rosoucs
Storage mapping
+ Network mapping

» |P allocation settings

Properties

Sky2.0.0-1576
Sky8.0.0-1576

42GE

130.0 GB

Discovered virtual machine
172177586

1

1

IPv4, Static - Manual

DNS = 172.16.1.10

Default Gateway = 172.16.1.1
Network 1 IP Address = 172.16.216 33
Network 1 Netmask = 255 255.255.0

Finish

You can use the Back button to go back and make changes.

Click Finish and your Sky Appliance VM will be deployed.

Cancel

actifio
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Configuring CPUs and Memory

Once the VM has been deployed, reserve and configure its CPUs and memory according to your license
requirements. See Actifio Sky Appliance Memory Requirements on page 3 for details.

Configuring Memory Reservation

Configuring CPU Reservation

Configuring CPU Cores Per So

cket

Configuring Memory Reservation
Select the Actifio Sky VM.

1

3.

vmware® vSphere Web Client  #=

O | Adminisiralor@VSPHERE LOCAL ~

"Vﬁbsky&l).l)nocfesh L — - Y \@m’uns.

=T U . # Work In Progress X

(o |8 8 e
i Sky-7.1.1-808-1 2
& sky-75-100-vcenter
i Sky7.1.1-766
{5 Sky7.1.2-195
& Sky75-115-AlexFu
& Sky8.0.0-1571
e
& Solaris
& sp-smallvm
& ttcentos3
| @ Unknown (inaccessible)
@ upgrade_win_HOST4_mounika
{5, vCenter Appliance 6.0
& VM_Mount_Del

UGEHL"‘ Sum.. Monitor Confi.. Perm.. |

Power
Guest 08

i ine?
‘Whatis a Virtual Machine? Snapshots

Avirtual machine is a software computer that,
‘ like @ physical computer, runs an operating

system and applications. An operating & Migrate..

system installed on a virtual machine is

called a guest operating system. Clone
Template

Because every viriual machine is an isolated
computing environment, you can use virtual
machines as desktop or workstation
environments, as testing environments, or to
consolidate server applications

VM Policies

Compatibility

In vCenter Server, virtual machines run on
hosts or clusters. The same hostcan run
many virtual machines.

| (5 Actions - Sky8.0.0DocTest

[ Open Console

Fault Tolerance

Export System Logs

3z Edit Resource Setting:

Deploy OVF Template

* NetAppEdgeC1 - EditS.
»

L3

the Virtual Hardware tab:

g Win2k12 Move To
i Win2k3-4 Rename
i Win2k3-6 B £l g | Edit Notes..
|
9 RecemOblests el LfecentTazks 1 Add Permission...
‘ Viewed ‘ Created - L Aems
R Rl N NArTect ) e (e ce 1

[Virlual Hardware | VM Options ‘ SDRS Rules ‘ vApp Options ]

+ [ CPU ~| @
|>!Memary =

» (38 Hard disk 1 130

» &, SCSI controller 0 LSI Logic Parallel

> Network adapter 1 ‘ VM Network

|v‘| [ Connected

» [ Video card
¥ 3 VMCI device
» Other Devices

» Upgrade

[] Schedule VM Compatibility Upgrade...

New device: —— Select —— ‘

2

Compatibility: ESX/ESXi 4.0 and later (VM version 7)

OK Cancel

Expand Memory and check Reserve all guest memory (All locked).

Tags & Cusiom Aftributes

¥in2012-ariemis
firtual machine CPU usage

) ‘ New(4) Acknowledged... |

From the Actions drop down menu, select Edit Settings. The Edit Settings dialog box is open to

12
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4.
5.

Configuring CPU Reservation
Select the Actifio Sky VM.

1

2.

" 41 $ky-9.0.2 - Edit Settings

[_ Wm] VM Options | SDRS Rules | vApp Options |

» @ cPU (2
HE “Memory
RAM i_ﬁé’ioi'
Reservation (%) 1

\.1] Reserve all guest memory (All locked)

Limit

Shares

Memory Hot Plug [ | Enable
» 22 Hard disk 1 130

+ B, SCSI controller 0 LS! Logie Parallel

I Unlimited

e [-)

v Network adapter 1 | PRIVATE NETWORK FOR RAC ~ | ¥ Connect...
» (Bl Video card | Specify custom settings | =
v 2 VMCI device
» Other Devices
» Upgrade ] Schedule VM Compatibility Upgrade...
New device: | wrreees SOOO] eeene -
Compatibility: ESXi 5.1 and later (VM version 9) oK Cancel

Select OK.

Review the Hardware Summary to ensure you have properly reserved memory.

vmware® vSphere Web Client

fi=

O | Adminisiralor@VSPHERE LOCAL ~

e
G Skyg.0.0DocTest | &7 | W & 5 | {5jActons -

|=~ [ Vg Work In Progress

JGenl.‘.} Sum.. Monitor Confi.. Perm.

(o | @ 8 @

i Sky-7.1.1-808-1

& sky-75-100-vcenter

i Sky7.1.1-766

{5 Sky7.1.2-195

& Sky75-115-AlexFu

& Sky8.0.0-1571

5 SkyB.0.

& Solaris

& sp-smallvm

& ttcentos3

@ Unknown (inaccessible)
@ upgrade_win_HOST4_mounika
{5, vCenter Appliance 6.0
& VM_Mount_Del

g Win2k12

i Win2k3-4

i Win2k3-6

‘Whatis a Virtual Machine?

like @ physical computer, runs an operating
system and applications. An operating
system installed on a virtual machine is
called a guest operating system.

Because every viriual machine is an isolated
computing environment, you can use virtual
machines as desktop or workstation
environments, as testing environments, or to
consolidate server applications

In vCenter Server, virtual machines run on
hosts or clusters. The same hostcan run
many virtual machines.

Avirtual machine is a software computer that,

l {55 Actions - Sky8.0.0DacTest

Power
Guest 08
Snapshots »
[ Open Console

| & Migrate..
Clone »
Template »
Fault Tolerance 3
VM Policies »
Compatibility »

Export System Logs

¥ Recent Objects X x

[z] Recent Tasks

| Viewed | Created %
(35 Sky.0.0DocTest

(55 AGME.0.1.10

* ¥ Task Name

Target

Move To.
Rename.
Edit Noies.
Tags & Cusiom Aftributes 13

Add Permission..
Alarms 3

Al s nmbnr Armbasbeatnr nliein Arbinns o

Deploy OVF Template

* NetAppEdgeC1 - EditS.
»

Win2012-ariemis

[ Queusd Far

o ) ‘ Mew (4) Acknowledged...

firtual machine CPU usage

Start Time

From the Actions drop down menu, select Edit Settings. The Edit Settings dialog box is open to

the Virtual Hardware tab:

actifio
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3.

4.
5.

(31 Sky8.0.0DocTest - Edit Settings )

[ Virtual Hardware | VM Options

SDRS Rules ‘ vApp Options J

» | CPU
» Wl Memory

» & Hard disk 1

» @, SCSl controlier 0
3 Network adapter 1
» [ Video card

b 5k VMCI device

» Other Devices

SICamE|

LSI Logic Parallel

"VM Network | v‘l [+ Connected

» Upgrade [] Schedule VM Compatibility Upgrade....
New device = i ‘v} Add
Compatibility: ESX/ESXi 4.0 and later (VM version 7) 0K Cancel

Expand CPU, specify the CPU’s reservation value and units.

(71 Sky-9.0.2 - Edit Settings 13 (13
 Virtual Hardware | vM Options | SDRS Rules | vApp Options |
~[@ *cPu +« |- e -]
Cores per Socket () | 47-_‘! Sockets: 1
CPU Hot Plug [ Enable CPU Hot Add
\\ Reservation (*)
Limit Current value: 0 MHz
Shares Minimum: 0 MHz -
CPUID Mask Maximum: 47544 M... guest ~ ) Advanced...
Hardware virtualization | | Expose | i virt to the guest OS i ]

Performance counters

CPUMMU
Virtualization

Select OK.

Review the Hardware Summary to ensure you have properly reserved CPU.

|| Enable virtualized CPU performance counters

| Automatic ~|

ESXi can automatically determine if a virtual machine should use
hardware support for virtualization based on the processor type
and the virtual machine. However, for some workloads, overriding

the automatic selection can provide better performance.

Note: If a selected setting is not supported by the host or conflicts
with existing virtual machine seltings, the setting is ignored and the

"Automatic” selection is used.

14
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Configuring CPU Cores Per Socket
1. Select the Actifio Sky VM.

vmware® vSphere Web Client  #= U | Administralor@VSPHERE LOCAL ~

Navigator X ] (G Skys.00DocTest | &1 | W B @ | {acions ‘= | # Workin Progress
Bac U Gett.. | Sum.. Montor Conii. Perm.. l {55 Actions - Sky8.0.0DocTest Deploy OVF Template
R Power 3
[ NetAppEdgeC1 - Edit S
J o ‘ & 8 2 ! Guest 08 3
X R A s s
i i Sky-7.1.1-808-1 Whatis a Virtual Machine? Snapshots »
{h sky-75-100-vcenter Avirtual machine is a software compuler thal. g open Console
| & Sky7.1.1-766 like a physical computer, runs an operating f
system and applications. An operating | Migrate.
EDSKW 12198 system installed on a virtual machine is &
& Sky75-115-AlexFu called a guest operating system. Clone ’
& Sky8.0.0-1571 Template »

Because every viriual machine is an isolated

i SkyB.0. computing environment, you can use virtual Fault Tolerance »

& Solaris machines as desktop or workstation

& sp-smalvm environments, as testing environments, or to VM Policies »
2 consolidate server applications N

& ttcentos3 Compatibility »

Unknown (inaccessible; In vCenter Server, virtual machines run on
- (. ) : & hosts or clusters. The same host can run Figrort-Spstomn.Lags
@ upgrade_win_HOST4_mounika many vifual machines.

{5, vCenter Appliance 6.0
& VM_Mount_Del

) | New(4) Acknowiedged..
& Win2k12 Move To. | "
&y Win2ka-4 Rename. win2012-artemis
&5 Win2K3-5 o T ; | Edit Notes.. firtual machine CPU usage
a Tags & Cusiom Aftributes v
¥ Recent Objects X X [z] RecentTasks ‘. Add Permission...
‘ Viewed ‘ Created - Alarms »
R Sk 0 ADacTast = = ol Re | T

2. From the Actions drop down menu, select Edit Settings. The Edit Settings dialog box is open to
the Virtual Hardware tab:

(51 Sky8.0.0DocTest - Edit Settings (2

[Virlllal Hardware | VM Options | SDRS Rules ‘ vApp Options l

4 W@ cPU 2 - @
» Wl Memory 6384 |v B -

» (3 Hard disk 1 130 =i [~

3 % SCSI controller 0 LSI Logic Parallel

» [l Network adapter 1 ‘:VM Network | -] [ Connected
»IE_IVldeoram Specify custom settings -

b 5k VMCI device
» Other Devices

» Upgrade [] Schedule VM Compatibility Upgrade....

3. Expand CPY, click Cores per Socket and select the number of cores from the drop down list.

(41 Sky-8.0.2 - Edit Settings 2 B

| Vintual Hardware | VM Options | SDRS Rules | vApp Options |

- @ "cPua” « |- e -l
> Cores per Socket (*) Sockets: 1

CPU Hot Piug ["] Enable CPU Hot Add

Reservation [0 o) Mz [+

Limit | Unlimited | 2= |' MHz |..;

Shares | Normal T=] [# i

CPUID Mask [Expose the NX/XD flag toguest. | +| Advanced..

4. Select OK.

5. Review the Hardware Summary to ensure you have properly reserved cores.
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Adding SCSI Controllers

The Sky Appliance VM requires two disks, each with its own SCSI controller:

. The VM's operating system and the Primary pool disk can both use the 0:0 controller.

. The Snapshot Pool uses the 1:0 controller. Disks assigned to the Snapshot Pool will use 1x. The

controller for the Snapshot Pool must be set to VMware Paravirtual.

A controller can accommodate up to 16 disks. If you find it necessary to create more than 15 disks for a

pool, you will need to define a new controller.

To add SCSI controllers as VMware Paravirtual:

1. Select the Sky Appliance VM.

2. From the Actions drop-down menu, select Edit Settings. The Edit Settings dialog box is open to

the Virtual Hardware tab.

3. From the New Device drop down-menu at the bottom of the dialog box, select SCSI controller.

Virtual Hardware | VM Options | SDRS Rules | vApp Options

» [ CPU i ]
» JR Memory

» [ Hard disk 1 130 = | 6B
3 G.;v SCSI controller 0 LSI Logic Parallel

3 Network adapter 1 VM Network

+ [ video card

¥ % VMCI device
» Other Devices

» Upgrade Schedule VM Compatibility Upgrade

New device 2 scsi Controller -

Compatibility: ESX/ESXi 4.0 and later (VM version 7)

] Connected

Add

OK

4, Click Add and the options for the SCSI controller are displayed.

5. Expand the options under the New SCSI Controller. Select VMware Paravirtual and then click

OK.

Virtual Hardware | VM Options | SDRS Rules | vApp Options

+ @ crPU Li ]
» @B Memory

» (3 Hard disk 1 130 -1 |GB
» @ SCS| controller 0 LSI Logic Parallel

3 Network adapter 1 VM Network

» [ Video card

¥ o, VMCI device

» Other Devices

» Upgrade Schedule VM Compatibility Upgrade.
~ (@, New SCSI controller VMware Paravirtual
SCSI Bus Sharing None "7
Change Type VMware Paravirtual -

] Connected

0

6. Add another SCSI Controller as needed.

7. Click OK to close the Edit Settings dialog box.

Once you have defined the controllers, you can add disks and assign them to their respective controllers.

See Adding Disks on page 17.
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Adding Disks

Once the SCSI controllers are created and are configured, configure the VM's disks as follows.

Note: The disks defined here will be placed into storage pools later.

1 On the Virtual Hardware tab, select Add:

Virtual Hardware | VM Options | SDRS Rules | vApp Options

» [ CPU

» JR Memory

» 3 Hard disk 1

» (@, SCSi controller 0
+ (&, SCSI controller 1

Location

Disk Provisioning
Sharing

Shares

Limit - IOPs
Disk Mode

Virtual Device Node

New device:

130
LSI Logic Parallel

VMware Paravirtual

Store with the virtual machine

i}

GB -

b Network adapter 1 VM Network + | o Connected
» [ Video card
¥ o, VMCI device
» Other Devices
+ Upgrade [ Schedule VM Compatibility Upgrade:
~ (24 New Hard disk 400 ~1 | GB -
Maximum Size 710TB
VM storage policy Datastore Default MK ]

| Thick provision eager zeroed

Unspecified
Normal

Unlimited

{ Independent - Per

| SCSl controller 1

= New Hard Disk

Compatibility: ESX/ESXi 4.0 and later (VM version 7)

~||1,000

B

v | | SC8I(1:1)

Add

OK Cancel

2. In the Add Hardware dialog, select Hard Disk.
Note: Disks MUST BE THICK PROVISIONED EAGER ZEROED. Thin provisioned disks may cause
capture operations to fail and the loss of data.

3. Your Sky Appliance requires at least three Thick Provision Eager Zeroed disks.
To size your Sky Appliance, you considered the amount of data to be captured, its type, change
rate, growth and how long it would be retained. This same information is required to allocate
space for the Sky Appliance’s disks.

o One 200 GiB disk for the Primary Pool. This disk is used by the Sky Appliance.

o One disk for the Snapshot Pool. Allocate enough space to accommodate the full copies
(snapshots) to be retained, plus enough space for growth. A minimum of 10 GiB is
required. You can add additional disks in vSphere to accommodate growth.

o Onel100 GiB disk for the Dedup Pool. This disk is used by the Sky Appliance.

Note: The pool names for these disks are used in Configuring an Actifio Sky Appliance.

4, For the disks that will be assigned to the Snapshot Pool from the Virtual Device Node drop down
menu, select the SCSI controller T:x.
Under Mode, check Independent and accept the default of Persistent.

6. Click OK and the disk is configured. Once you have finished configuring all of the disks, you can

power up the VM.

aciifio
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Note: Do not resize disks for pools. If additional storage is needed, add disks.

Adding Network Interfaces

Once the Sky Appliance is up and running, you can add additional network interfaces. For environments
that require multiple NICs (for example, one NIC for data storage and another NIC for mqnagement), you
must manually add network adapters to the Sky Appliance VM and then configure the additional
adapters through the System Management user interface. See Adding and Configuring Additional
Network Interfaces on page 25 for details.

For Sky Appliance network requirements, see Actifio Sky Appliance Networking Requirements on page 5.

Worker Thread Errors

Worker Thread errors such as:

2016-05-26 13:21:39.138 INFO Worker_Thread_Job_0593710 SC6164: Error: 1732: Worker thread
failed: write failed for "\\?\C:\Windows\act\Staging 584181\SPARK CRM@4\F_2016-03-
01T7211433.vhd": The storage device is unresponsive [0x8003020a]

Indicate either:

. Memory for the Sky Appliance has been incorrectly allocated.
. The bandwidth for the network on which the Sky Appliance resides is consumed by other
devices.
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Turning the Balloon Driver Off

Once the VM has been configured, before you can configure the Sky Appliance, you must power down the
Sky Appliance VM and turn off the Ballooning Driver. The balloon driver must be turned off because any
paging or swapping will cause significant performance impact, and in some cases result in the Sky
Appliance deadlocking.

To turn off the ballooning driver:

1. Log into the vSphere host as a user with administrative rights.
Shut down the Sky Appliance.
From the Actions drop-down menu, select Edit Settings.
Click the VM Options tab.
On the left-hand side of the VM Options tab, click Advanced.

® g A~ @ N

Click Edit Configuration.

(51 Sky8.0.0D0cTest - Edit Settings.

[ wirtual Hardware | VM Options | SDRS Rules | vAgp Options |

» VMware Tools Expand for Vidware Tools seftings

» Power management Expand for power management seftings
» Boot Options Expand for boot options
» Encryption Expand for encryption seitings
~ Advanced
Seftings [] Disable acceleration

[] Enable logaing
Debugging and statistics [ Run normally | 51 }

Swap file location (&) Deiault
Use the settings of the cluster or host containing the virtual
machine.

() Virtual machine directory
Store the swap files in the same directory as the virtual
machine.

(_) Datastore specified by host
Store the swap files in the datastore specified by the host to be
used for swap files. If not possible, store the swap files in the
same directory as the virtual machine. Using a datastore that is
not visible to boih hosts during vMotion might afiect the vMotion
periormance for the affected virtual machines.

CCcnﬁguaahun Parameters | Edit Configuration... D

Latency Sensitivity Nomal [~ | @

‘Compatibility: ESX/ESXi 4.0 and later (VM version 7) oK ‘ | Cancel

7. In the space provided for Name, enter sched.mem.maxmemcti.
8. In the space provided for Value, enter 0.
9. Click Add. Ballooning is turned off.
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Configuration Parameters

& Modify or add configuration parameters as needed for experimental features or as instructed by technical support. Empty
values will be removed (supporied on ESXi 6.0 and later)

(@ Filter

Name Valve

userCPUID.0 ‘ﬂD[I[]DDIJd?559554?€c65746&49656&69

userCPUID.1 ‘DDDZDSd?DUZDﬂEDDDZQEZZDBUfall!bi‘f

userCPUID 80000001 ‘UDUUDDDDDUDDDDDUDDDDDGM 28100800

virtualHW.productCompatibility hosted

vmel filter enable ‘true

vmci.peiSiotNumber ‘32

vmotion.checkpoiniFBSize ‘4194304

vmware tools.intemnalversion ‘921 6

vmware fools.requiredversion ‘9349

sched mem maxmemetl ‘IJ

@me: |

10.  Click OK and exit out of the Edit Settings dialog boxes.

1. Power up the Sky Appliance VM and continue on to Chapter 4, Configuring an Actifio Sky
Appliance.
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Deleting an Actifio Sky Appliance VM
To delete an Actifio Sky Appliance VM:
1 From AGM, power down the Sky Appliance VM.

2. From the vSphere Web Client’s left-hand navigation frame, select the Sky Applicnce VM to be

deleted.
vmware:* vSphere Web Client  #= U | Administrator@VSPHERE LOCAL ~ Q _Search
Navigator X | & skysoopocTESTH | W@ [ H £ & | {gpactions ~ |=~ | | # Workin Progress X
Back Gefting Star. | Summary | Monitor  Configure i@ el SHVE I DDOCRESTH trks Update Man... || @ Deploy OVF Template O]
Power 3 (1]
" Deploy OVF Template 3)
J @ | @ a8 Q‘ Sky8.0.0DOCTESTI Guest 0S » | CPUUSAGE Lk
(Eh sky-75-100-veenter ] Guest 05 Centt P ¥ 0.00 Hz @ Win2k8-Sky37-1 - Edit &..
5 Sky7.1.1-768 Compatiiity:  ESXt (@l Open Console MEMORY USAGE ¥ Deploy OVF Template @
5 Sky7.1.2-195 Powered Off Vi are Tools: Mot DO0E @ Deploy OVF Templ 1
51 Sky75-115-AlexFu Wore, (3 Migrate. STORAGE USAGE eplay emplate m
[ Sky8.0.0-1571 & DS Name:  localf  Clone +11.537T8 @ Deploy OVF Template
= = Template 3 5
& Sky8.0.0DOCTESTIl IP Addresses p © NetippEdgec - Edis..
& Solaris Host: 724 pauit Tolerance »
g ;D'STEH;m 0 VM Paolicies »
centos: E | E
{51 Unknown (inaccessibie) ~ VM Hardware J Compatibility v
51 upgrade_win_HOST4_mounika » CPU 2 CPUs), 0 MHz used Export System Logs..
vCenter Appliance 6.0 4 1
gw Voust Det + Memory D 16384 MB, 0 MB memory § By Edit Resource Seftings .
5y Win2k12 » Hard disk 1 130,00 GB | 9 Edi Selings. |
) Winzk3-4 » Hard disk 2 40000 GB Move To.. |
Vi - Rename...
- Other hard disks 4 hard disks (view disks) :
B Win2k4-5 : | Edit Notes.. |
53 windows-sky i » Network adapter 1 VM Network  (disconnected) | Tags & Custom Aftributes »
(5 windows-sky2 » Network adapter 2 VM Network (disconnected) Add Permission. l 73 Alarms '
WinTest_247 i ——
& = » Video card 4.00MB | Aams v [A1(@) | Newis) Acknowidged..
» 380D |
» Other Additional Hardware Remove from Inventory i
» [fg Catalog ! = © Windows 2008 6.5
» [ Compatibility ESX/ESXi 4.0 and later (VM vl St ulE Y | ikl i P e
e —— -
% { All vCenter Orchestraior plugin Actions » | -
) Recent Obiects X x| 1 RecentTasks f| UpdateManager d

3. From the VMware Web Client’s Action drop down menu, select Delete from Disk. This option is
only available if the VM is powered down.

4.  When you click Delete from Disk, a confirmation message is displayed. Ensure that the VM name
displayed in the confirmation message is the name of the Sky Appliance VM you want to delete.

Confirm Delete

Delete the virtual machine "Sky8.0.0DOCTESTII" and its

5 associated disks?
\

;! } If other VIMis are sharing their disks, the shared disks will not
be deleted and the VMs will continue to have access to the

shared disks.

5. If the name in the confirmation message matches the name of the Sky Appliance VM that you
want to delete, then click Yes and the Sky Appliance VM and its disks will be deleted.
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4 Configuring an Actifio Sky
Appliance

After the VM is configured and powered up, it is ready to be configured as an Actifio Sky Appliance.

Note: For the following procedure you will need the IP address of the VM. The VM's IP is on the VM's
vSphere Summary page.

1. Open a browser and in the address space, enter the IP of the newly configured Sky Appliance
VM: http://<VM IP address>/.

2. The installer opens the first of three tabs:

STEP 1: Setup Network Configuratio STEP 2: Setup Storage Configuration |NSTEP 35 Review snd Complete Instalistion

All items marked with (*) are required.

Public IP

Appliance IP (*) 17z |]17 | 205 J 106

Appliance Name (*) acalhost localdom

DNS Server 172.17.1.10

Subnet Mask 255 ||255 ||o 10

Gateway 172 417 41 41

NTP Server

Infrastructure VMWare v

Timezene Africa/Abidjan v

System uuid (*) 1415068751:c222a0bd-e7bd-37cc-913a-
0429cfdBsfab:ash7bed7

License

Create Admin Password (*)

Confirm Admin Password (*) Itle)ft_:
3. If your Sky Appliance will sit behind a firewall, enter the Public IP Address in the spaces provided.
4, Ensure that the auto-discovered Sky Appliance IP address is correct.

5. In the space provided, enter a name for the Sky Appliance.
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Ensure that the auto discovered network IP addresses are correct.
From the Infrastructure drop down menu, select VMware.
Set the time zone ds needed.

Capture the system UUID and include it in an email license key request for each install to Actifio
Support. Actifio will use the UUID to generate the Sky Appliance license key.

In the space provided, paste the license key you obtained from the Actifio representative.
Click Validate License to ensure the validity of the license entered.

If you are using a Sky model encryption license, a Pass phrase field is displayed. Enter a pass
phrase, record the pass phrase and keep it in a secure location.

In the spaces provided create a password for the first Admin user of the Sky Appliance.

Click Next, and the Step 2 tab contents are displayed:

STEP 1: Setup Network Configuration | STEP 2: Setup Storage Configuration | WSTEP 32 Review and Complste Installation
Drag & Drop available Disks into pools to add storage.

Available Disks (3)
PRIMARY POOL Required Size: 400 GB

@ sdb Size: 400.00 GB

SNAPSHOT POOL Required Size: 100 GB

@ sdd Size: 100.00 GB

DEDUP POOL Required Size: 1024 GB

&) sdc Size: 1024.00 GB

Validate Installation
< Back -

Select and drag the Available Disks to the pools for which they were created.

Click Validate Installation. The Sky Appliance installer validates the settings, and if no issues are
encountered, advances to the third tab. Any issues will appear in a yellow field at the top of the
page 2.

The third tab provides the opportunity to review choices and go back to make changes as
needed.

STEP 1: Setup Network Configuration STEP 2: Setup Storage Configuration STEP 3: Review and Complete Installation &

Your settings have been validated successfully. Once you click "Complete Installation”, the system will complete the installation and reboot. You will be redirected to 'Actifio
Resource Page’ but must wait approximately 30 minutes before the system is back online.

< Back Complete Installation

Once choices are verified, click Complete Installation and the Sky Appliance will reboot. The
reboot may take several minutes. The user interface will become responsive before the
appliance is ready for use. Do hot attempt any operations until the Dedup light on the
Dashboard shows green.

actifio



A Adding and Configuring
Additional Network Interfaces

Adding additional network interfaces to an Actifio Sky Appliance requires:

Adding a New Network Adapter
Configuring a Sky Appliance VM Network Adapter

Adding a New Network Adapter

To add a new network adapter to a Sky Appliance VM:

1. In vSphere, select the Sky Appliance VM.

vmware* vSphere Web Client  #=

O | Administralor@VSPHERE LOCAL ~

Navigator X (3 Sky8.0.0DocTest | [&f &Y 5 | {g)Actions ~ _# Work In Progress

[w | B 8B @

ﬁ‘DSI\‘,‘-T 1.1-808-1

(G sky-75-100-vcenter
ﬁ‘DSI\‘,‘? 1.1-766

5. 5ky7.1.2-185

(G Sky75-115-AlexFu

(& Sky8.0.0-1571

(& Solaris

G sp-smallvm

(& ticentos3

{h Unknown (inaccessible)
(& upgrade_win_HOST4_mounika
ﬁvaEﬂlEr Appliance 6.0
& VM_Mount_Del
ﬁb\’\"\nzkﬂ

ﬁb\"\"\nzkﬁ-i

ﬁb\’\"\nzkﬁ-ﬁ

) Recent Objects X X [7] Recent Tasks

| Getti.. | Sum Monitor ~ Confi Perm

Whatis a Virtual Machine?

Avirtual machine is a software computer that
like a physical computer, runs an operating
system and applications. An operating
system installed on & virtual machine is
called a guest operating system

Because everyvirtual machine is an isolated
computing environment, you can use virtual
machines as desktop or workstation
environments, as testing environments, or to
consolidate server applications.

In vCenter Server, virtual machines run on
hosts or clusters. The same host can run
many virtual machines

| Viewed | Created
E‘D Sky3 0.0DocTest
E“D AGMB.0.1.10
Arun
E{‘B 1721612140
{53 AGM_GA_367
E“D RHELG8-2
E‘D win2012_electra
‘ Catalog
‘I Q 172161337

the Virtual Hardware tab.

E‘D Actions - Sky8 0 0DocTest Deploy OVF Template
Power
Guest 08
Snapshots »

g QOpen Console

& Migrate..

Clone
Template

L NetAppEdgeC1 - Edit S.
»

Fault Tolerance

VM Policies
Compatibility
Export System Logs.

B Edit Resource Settings.

) ‘ New (4) Acknowledged..

Move To...
Rename... Win2012-artemis

Edit Notes... firtual machine CPU usage
Tags & Custom Attributes

Add Permission.

Alarms

All vCenter Orchestrator plugin Actions
Update Manager

From the New Device drop-down menu at the bottom of the page, select Network.

From the Actions drop-down menu, select Edit Settings. The Edit Settings dialog box is open to

actifio
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( virtual Hardware | VM Options | SDRS Rules | vApp Options |

» [d CPU

» Jl Memory

+ 3 Hard disk 1

v 3 Hard disk 2

» &, SCSI controller 0

» &, SCSI controller 1

3 Metwork adapter 1
» [@ Video card

b o3 VMCI device

+ Other Devices

2 -] @

|16384 |.‘| (me  [+]
130 E‘ | GE |v|
10 E‘ | GE |v|

LSI Logic Parallel

VMware Paravirtual

[ VM Network

|v\| [ Connect...

|' Specify custom settings

Ad|

» Upgrade [[] Schedule VM Compatibility Upgrade...
/il New Network |: VM Network | .]
Status [ Connect At Power On
Adapter Type |: VMXNET 3 [~ :|
MAC Address [W]

k MNew device:

Network I~

/

Compatibility: ESX/ESXi 4.0 and later (WM version 7)

Click Add.
Expand the options under the New Network and ensure it is using the VMXNET3 option.

Click OK on the Edit Settings dialog box and the new network adapter is added.

OK

Cancel

Once the network adapter is added, use the System Management user interface to configure

the network. You can reach the System Mana
Center (at the IP address of the Sky Appliqnceg.

ement user interface from the Actifio Resource

26
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Configuring a Sky Appliance VM Network Adapter

The System Management user interface is used to configure Sky Appliance network adapters. You access
the System Management user interface from the appliance’s Actifio Resource Center.

To display the Sky Appliance’s resource page:
1 Open a browser to the Sky Appliance’s Resource Center HTTP://<appliance IP address>/.

actifio Resource Center for VDP 10.0

SYSTEM & NETWORK MANAGEMENT CONNECTORS
DOCUMENTATION 7
@ Reease G
" 2% Solans Conneclor SPARE
) & Lvie S v e

SNMP RESOURCES

@

LICENSES

@ Adcional Somea

2. Click System & Network Management Login Page.

3. Log in using the Sky Appliance’s administrator credentials, and the System Management
interface is displayed.

SYSTEM MANAGEMENT & admin LOGOUT =
IPs & Interfaces \  Outbound Policies | Troubleshooting \ Host Resolution
\ \ \

A A

NETWORK SETTINGS

DNS Domain * Primary DNS * 172.25.4.150
DNS Suffix 3 Add DNS Suffix Secondary
Search DNS

services.actifio.col =

NTP Server® time_actifio.com

Em B

4. Ensure that the DNS and NTP settings are correct.

5. Click the IPs and Interfaces tab, and the IP and Interfaces settings are displayed:
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SYSTEM MANAGEMENT & admin LOGOUT @ I

Hostname, DNS, NTP IPs & Interfaces L Qutbound Policies \ Troubleshooting \ Host Resolution

Default Interface none . 7]
Configured IPs
Type Node ce IP Address Mask MTU
o ‘ node | nodeo ‘ etho | 172.25.2.250 ‘ 255.255.0.0 | 172.25.1.1 ‘ 1500 ‘

6. Click Add and the Configure IP dialog box is displayed:
CONFIGURE IP
Type
Node *
Interface *
IP Address *
Network Mask *
Gateway
MTU
Ensure Type is set to Node.
Ensure Node is set to NodeO.
Select the interface you created on the Actifio Sky Appliance VM. In this example it is ethl.
10.  Inthe spaces provided enter:
o Astatic IP address
o A network mask
o A Gateway
o MTU (Maximum Transmission Unit) can be used to tune the performance characteristics
of traffic on an interface. There are many dependencies to consider when adjusting the
MTU, as all network devices and servers involved in passing network traffic must support
the specified MTU, and there must be space reserved for protocol overhead. If you are
not sure what value to use, leave this at the default value of 1500.
1. Click Add and the interface is configured.
28
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